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Sharply Rising Cyber Insurance
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Fitch Ratings-Chicago/New York-15 April 2021: Property/Casualty (P/C) insurers that

write cyber coverage face increasing pro�t pressure, as underwriters reported

substantially higher segment claims losses in 2020 than in prior years. Signi�cant premium

rate increases and tighter coverage terms are anticipated to foster a recovery in

underwriting performance over the medium term. However, a higher propensity of cyber

incidents, particularly ransomware attacks, are likely to hinder a near-term reversal of

claims cost trends, Fitch Ratings says. 

Cyber insurance direct written premium (DWP) growth accelerated in 2020 with

momentum continuing into 2021. Fitch estimates industry DWP for cyber coverage in

standalone and package policies increased by over 22% in 2020 to approximately $2.7

billion, according to data compiled from cyber insurance supplemental �lings in statutory

�nancial statements.  

Written premiums for standalone cyber coverage increased by 29% for the year, re�ecting

growing demand for speci�c cyber protection and insurers interest in reducing ambiguity in

coverage relative to cyber risks included in package policies. Demand is driven by the need

for risk management expertise and insurance protection by �rms of all sizes due to

incidence of network intrusions, data theft and ransomware incidents that have increased

substantially in the last two years. 
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Cyber insurance continues to represent a modest portion of overall underwriting exposure

to the P/C industry and individual insurers However, a large unforeseen cyber event, such

as a massive cloud intrusion or attack on infrastructure, could result in substantial

individual incurred losses that could pressure capital levels and individual ratings.  

Limited historical claims and underwriting data also create signi�cant challenges, especially

for new underwriters entering the segment. The direct loss ratio for standalone cyber rose

sharply in 2020 to 73%, the highest level recorded in the six years that separate cyber data

were included in �nancial reporting. 

P/C Industry Cyber Insurance Direct Written Premiums 

DWP Growth Accelerated to 22% in 2020 vs. 12% in 2019
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Risk exposures were meaningfully altered by the response of the coronavirus pandemic.

The broad shift to a remote workforce, along with increased intrusions from phishing

emails and other means, added stress to network security systems. Premium rates for

cyber coverage moved sharply upward in 2020 in response to poorer experience with

average cyber renewal premium rates, up 11% YoY in 4Q20, according to the Council of

Insurance Agents & Brokers’ Commercial Property/Casualty Market Survey, a trend that is

expected to continue. 

P/C Industry Aggregate Standalone Cyber

Risk 
2020E Direct Loss & DCC Ratios Rose to 73% vs. 47% in 2019

DCC - Defense and cost containment incurred.   
Source: Fitch Ratings, S&P Global Market Intelligence. 
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Aside from price increases, additional changes in risk selection and policy terms, including

coverage exclusions and sub-limits, are likely necessary for a signi�cant turnaround in

underwriting performance. Any reduction in cyber incidents and losses will ultimately be

tied to organizations implementing more effective risk prevention and event remediation

measures.  

The nature of cyber threats also hinders insurer efforts to diversify cyber underwriting

portfolios and manage risk aggregations. Geographic diversi�cation often does not offset

cyber risk, as cyber incidents have proliferated globally. Regulatory data for Canadian P/C

insurers shows the cyber net claims ratio jumping to 105% in 2020 from 39% a year earlier.  

Further commentary on segment results and company market share is forthcoming in

Fitch’s update report on the U.S. Cyber Insurance Market that will be released in the next

month.  

Cyber Insurance Change in Renewal Premium

Rates
Quarterly Year-Over-Year Change

Source: Fitch Ratings, Council of Insurance Agents & Brokers.
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Related Research: 

April, 13, 2021: Fitch Ratings Partners with SecurityScorecard to Assess Cyber Risk  

See cyber-risk landing page: https://www.�tchratings.com/topics/cyber-risk 
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The above article originally appeared as a post on the Fitch Wire credit market

commentary page. The original article can be accessed at www.�tchratings.com. All

opinions expressed are those of Fitch Ratings. 

ALL FITCH CREDIT RATINGS ARE SUBJECT TO CERTAIN LIMITATIONS AND

DISCLAIMERS. PLEASE READ THESE LIMITATIONS AND DISCLAIMERS BY FOLLOWING
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AVAILABLE ON THE AGENCY'S PUBLIC WEB SITE AT WWW.FITCHRATINGS.COM.

PUBLISHED RATINGS, CRITERIA, AND METHODOLOGIES ARE AVAILABLE FROM THIS

SITE AT ALL TIMES. FITCH'S CODE OF CONDUCT, CONFIDENTIALITY, CONFLICTS OF

INTEREST, AFFILIATE FIREWALL, COMPLIANCE, AND OTHER RELEVANT POLICIES

AND PROCEDURES ARE ALSO AVAILABLE FROM THE CODE OF CONDUCT SECTION

OF THIS SITE. FITCH MAY HAVE PROVIDED ANOTHER PERMISSIBLE SERVICE TO THE

RATED ENTITY OR ITS RELATED THIRD PARTIES. DETAILS OF THIS SERVICE FOR

WHICH THE LEAD ANALYST IS BASED IN AN ESMA- OR FCA-REGISTERED FITCH

RATINGS COMPANY (OR BRANCH OF SUCH A COMPANY) CAN BE FOUND ON THE

ENTITY SUMMARY PAGE FOR THIS ISSUER ON THE FITCH RATINGS WEBSITE. 

Copyright © 2021 by Fitch Ratings, Inc., Fitch Ratings Ltd. and its subsidiaries. 33 Whitehall

Street, NY, NY 10004. Telephone: 1-800-753-4824, (212) 908-0500. Fax: (212) 480-4435.

Reproduction or retransmission in whole or in part is prohibited except by permission. All

rights reserved. In issuing and maintaining its ratings and in making other reports (including

forecast information), Fitch relies on factual information it receives from issuers and

underwriters and from other sources Fitch believes to be credible. Fitch conducts a

reasonable investigation of the factual information relied upon by it in accordance with its

ratings methodology, and obtains reasonable veri�cation of that information from

independent sources, to the extent such sources are available for a given security or in a

given jurisdiction. The manner of Fitch's factual investigation and the scope of the third-

party veri�cation it obtains will vary depending on the nature of the rated security and its

issuer, the requirements and practices in the jurisdiction in which the rated security is

offered and sold and/or the issuer is located, the availability and nature of relevant public

information, access to the management of the issuer and its advisers, the availability of pre-

existing third-party veri�cations such as audit reports, agreed-upon procedures letters,

appraisals, actuarial reports, engineering reports, legal opinions and other reports provided

by third parties, the availability of independent and competent third- party veri�cation

sources with respect to the particular security or in the particular jurisdiction of the issuer,

and a variety of other factors. Users of Fitch's ratings and reports should understand that

neither an enhanced factual investigation nor any third-party veri�cation can ensure that

all of the information Fitch relies on in connection with a rating or a report will be accurate

and complete. Ultimately, the issuer and its advisers are responsible for the accuracy of the

information they provide to Fitch and to the market in offering documents and other

reports. In issuing its ratings and its reports, Fitch must rely on the work of experts,

including independent auditors with respect to �nancial statements and attorneys with

respect to legal and tax matters. Further, ratings and forecasts of �nancial and other

information are inherently forward-looking and embody assumptions and predictions

about future events that by their nature cannot be veri�ed as facts. As a result, despite any
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veri�cation of current facts, ratings and forecasts can be affected by future events or

conditions that were not anticipated at the time a rating or forecast was issued or

af�rmed.The information in this report is provided \'as is\' without any representation or

warranty of any kind, and Fitch does not represent or warrant that the report or any of its

contents will meet any of the requirements of a recipient of the report. A Fitch rating is an

opinion as to the creditworthiness of a security. This opinion and reports made by Fitch are

based on established criteria and methodologies that Fitch is continuously evaluating and

updating. Therefore, ratings and reports are the collective work product of Fitch and no

individual, or group of individuals, is solely responsible for a rating or a report. The rating

does not address the risk of loss due to risks other than credit risk, unless such risk is

speci�cally mentioned. Fitch is not engaged in the offer or sale of any security. All Fitch

reports have shared authorship. Individuals identi�ed in a Fitch report were involved in, but

are not solely responsible for, the opinions stated therein. The individuals are named for

contact purposes only. A report providing a Fitch rating is neither a prospectus nor a

substitute for the information assembled, veri�ed and presented to investors by the issuer

and its agents in connection with the sale of the securities. Ratings may be changed or

withdrawn at any time for any reason in the sole discretion of Fitch. Fitch does not provide

investment advice of any sort. Ratings are not a recommendation to buy, sell, or hold any

security. Ratings do not comment on the adequacy of market price, the suitability of any

security for a particular investor, or the tax-exempt nature or taxability of payments made

in respect to any security. Fitch receives fees from issuers, insurers, guarantors, other

obligors, and underwriters for rating securities. Such fees generally vary from US,000 to

US,000 (or the applicable currency equivalent) per issue. In certain cases, Fitch will rate all

or a number of issues issued by a particular issuer, or insured or guaranteed by a particular

insurer or guarantor, for a single annual fee. Such fees are expected to vary from US,000 to

US,500,000 (or the applicable currency equivalent). The assignment, publication, or

dissemination of a rating by Fitch shall not constitute a consent by Fitch to use its name as

an expert in connection with any registration statement �led under the United States

securities laws, the Financial Services and Markets Act of 2000 of the United Kingdom, or

the securities laws of any particular jurisdiction. Due to the relative ef�ciency of electronic

publishing and distribution, Fitch research may be available to electronic subscribers up to

three days earlier than to print subscribers.For Australia, New Zealand, Taiwan and South

Korea only: Fitch Australia Pty Ltd holds an Australian �nancial services license (AFS

license no. 337123) which authorizes it to provide credit ratings to wholesale clients only.

Credit ratings information published by Fitch is not intended to be used by persons who are

retail clients within the meaning of the Corporations Act 2001Fitch Ratings, Inc. is

registered with the U.S. Securities and Exchange Commission as a Nationally Recognized

Statistical Rating Organization (the \'NRSRO\'). While certain of the NRSRO's credit rating

subsidiaries are listed on Item 3 of Form NRSRO and as such are authorized to issue credit
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ratings on behalf of the NRSRO (see https://www.�tchratings.com/site/regulatory), other

credit rating subsidiaries are not listed on Form NRSRO (the \'non-NRSROs\') and therefore

credit ratings issued by those subsidiaries are not issued on behalf of the NRSRO. However,

non-NRSRO personnel may participate in determining credit ratings issued by or on behalf

of the NRSRO.
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