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Highlights of it are, amongst many others, 
the general increase in cybercrime.

Cybercrime generated an estimate of at 
least $1.5 trillion in 2018.

As in similar years, such growth in cyber-
crime gained visibility with the occurrence 
and/or confirmation of large-scale incidents 
with very high media impact (Under Armour 
breach of data from 150 million users, VPN-
Filter botnet of more than 500.000 routers 
worldwide, coordinated massive intellec-
tual property theft from 300 universities, all 
in the first half of the year, are mere exam-
ples).

2018 was also a year with strong evidences 
of both criminals and defenders consoli-
dating techniques (machine learning, pre-
dictive algorithms, etc.) and consequently 
creating innovative TTPs and solutions & 
products, respectively.

Regarding market economics, the high 
number of M&A transactions is a clear sign 
of the relevance of cybersecurity in C-Le-
vel mindsets. Consolidation of the sector is 
a clear trend with a large stream of startups 
being created to feed it up.

We believe in S21sec that 2019 will sur-
pass 2018 regarding cybercrime grow-
th, market dynamics, technological ad-
vances and the emerge of new services 
delivery models.

Every year-end, S21sec wraps up the 
opinion of its team of experts spread 
across all its offices and produces a 
Cyber Prediction report, alongside re-
commendations that produces a Cyber 
Prediction report, alongside recom-
mendations on how to manage some of 
the trends and predictions highlighted.

The report is organized in domains and, 
within each domain, a quick summary of 
the recent past and a lineup of justified 
and insightful predictions for 2019 and 
beyond.

Predictions are signaled as referring to 
its geographical relevance (just Europe 
or of a global nature) and nature (tech-
nical or managerial).

Our goal is that organizations, as well as 
common citizens, can anticipate what is 
to come and be able to address threats 
and take advantage of opportunities.

MANAGERIAL TECHNICAL

GLOBAL EUROPE

If 2017 was an extraordinary year for cybersecurity, 
2018 was even more remarkable. Not necessarily 
for just good reasons.

1

(1) Web of Profit report – Dr. Michael McGuire, Senior Lecturer in 
Criminology at the University of Surrey
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AND ACTORS



Regarding malware, attacks and criminal actors, 2018 was a fertile year with 
very high-profile incidents getting media traction and global attention, from 
C-Level included. 

CYBER PREDICTIONS FOR 2019

RECENT PAST

2018 TREND MICRO PREDICTION VS ACTUAL 
CUMULATIVE GLOBAL BEC LOSSES

Cryptomining on the rise

For a long part of 2018 crytomining was preferred over ransomware by criminals as it was 
more lucrative.

Rampup of banking malware

New malware families as Backswap caused a bit of havoc amongst financial institutions over 
the year with several multi-million dollar breaches reported, affecting ATM networks, SWIFT 
transictions and other banking systems.

New antispam evasion techniques

Social engineering was mostly conducted through email, what was made possible by new 
antispam evasion techniques that found ways to get malware infected files through
antispamand antivirus filters.

Social engineering and spear phishing  

One of the main vectors of infection during the year was social engineering. On top of that, 
there was a clear growth of its usage in spear phishing attacks where criminals carefully 
study their victims prior to launching targeted campaigns.

Such spear phishing, and namely BEC (Business Email Compromise) attacks, grew above 
expectations during this period.

INCREASED IN CRYPTOCURRENCY-MINING ACTIVITY DETECTIONS BY
TREND MICRO™ SMART PROTECTION NETWORK™ INFRASTRUCTURE

NEW CRYPTOCURRENCY MINER MALWARE FAMILIES DETECTED

141%
47

MORE THAN

US$ 9B
PREDICTION

2018

US$ 12.5B
ACTUAL

2018
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Evolution of criminals goals away from ransomware 
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PREDICTION #01

05

Due to the proactivity of most companies, namely the strengthening of data pro-
tection solutions, ransomware is likely to have its relevance decreased during 2019, 
even considering that crypto currencies are losing value. The stealthiness of crypto 
mining is an upside that most criminals appreciate and, even considering that they’ll 
be making less money that in early 2018, the payback is substancial.

Social engineering as the initial vector

PREDICTION #02

The use of social engineering will keep being the most relevant and used initial 
compromise vector. The use of Word documents with macros, exploits and on-click 
events (the latter as a sandbox-escaping mechanism) will be increasingly common.

Mobile devices infection

PREDICTION #03

Due to the unstoppable growth and use of mobile devices by pretty much everyone 
it is a no-brainer to anticipate the increasing criminal focus on such devices through 
a variety means. 

Increasing use of commercial RATs (Remote Access Trojans)

PREDICTION #04

The increasing easiness for criminals to purchase RATs in the darknet, allowing them 
to compromise multiple operating systems, supports the prediction of its systematic 
growth during 2019.

New campaigns using texted malware frameworks

PREDICTION #05

The recent success of attacks using Cobalt Strike and Empire frameworks, both su-
pporting the use of “fileless malware infections” will push a growth of campaigns 
during 2019 using such frameworks, or similar ones to be developed.

01

02

03

04

05



CYBER PREDICTIONS FOR 2019

THREAT PREVENTION 
AND VULNERABILITY 
MANAGEMENT



CYBER PREDICTIONS FOR 2019

RECENT PAST
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Increasing Number of Vulnerabilities 
and Bug Bounty payouts

According to BugCrowd, over the past 
year, a couple of stats make clear that 
vulnerabilities are on the rise and so is-
the need for efficient services to mana-
ge such vulnerabilities.

Increasing Number of Cyber Attacks

As mentioned throughout this report, incidences of technically complex attacks have been 
growing steadily over the last few years. Quite naturally, businesses have become more aware 
of the need to ensure that adequate cybersecurity frameworks are in place to counter such 
threats. Vulnerability Management has been one of the areas of growing interest across all 
geographies. A direct evidence of such growth is the increasing number of technology ven-
dors and service providers dedicated to fulfilling this growth.

Red Team services on the rise

2017 and 2018 witnessed the beginning of 
a transformation that at S21sec is believed 
to become a broad reality during 2019. Cus-
tomers have been increasingly demanding 
Red Team services specifically, not relying 
anymore on penetration tests alone. Instead, 
they are interested in service providers that 
can create and execute attack campaigns 
that effectively mimic the sophistication of 
criminal actors.

Artificial Intelligence-driven automated 
pen testing

Finally, a couple of very interesting start-ups 
are pushing to the market innovative solu-
tions and services that promise (and deliver, 
to some extent), AI-driven automated pen 
testing, effectively mimicking the actions of 
multiple human pen testers, delivering re-
sults in a much lower time.

Well-defined common
vulnerabilities

BugCrowd included in its annual 
report, for the first time, statistical 
analysis of the vulnerabilities disco-
vered by their associates. The most 
common vulnerabilities found du-
ring 2018 were the following:

Access Control Bugs, allowing attackers to manipulate direct 
object references to access other objects without authorization, 
for example.

Security Misconfigurations, allowing attackers to do all sort of 
things in IT environment and applications as stealing data, for 
example.

File Parsing bugs, allowing attacker to trigger commands by ha-
ving them encoded into files uploaded to applications.

Web Vulnerabilities in general.

2

(2) 2018 State of Bug Bounty Report, Vulnerability Edition (BugCrowd)

INCREASE

OF 21% In total vulnerabilities reported.

In total bug bounty payouts.

For the average payout per vulnerability.

INCREASE

OF 36% 

INCREASE

OF 75% 

2
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10% growth of Vulnerability Management from 2018 to 2023
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08

Vulnerability Management Market is expected to register a CAGR of 10%, according 
to Orbis Research. Such growth will put pressure on service providers as most com-
panies won’t be able to acquire proper competences to do it, due to shortage of 
specialized staff.  

06

High demand for asset management

PREDICTION #07

Managing assets is going to become a priority in 2019 and Vulnerability Management 
solutions and services will have to also cover this need.

The bigger a company is, not to mention when structural changes are in place 
(“digital transformation” is a keyword for 2019 and beyond as well), the harder it 
is to manage assets.

Furthermore, the more infrastructure companies move to the cloud, the harder it is 
for them to track such additional assets.

07

Intelligence-driven Vulnerability Management

PREDICTION #08

Back in 2017 Gartner pointed out that organizations should “transform their vulnerabi-
lity management practices to a threat-centric model, which allows for imminent threat 
elimination rather than gradual risk reduction”, through correlating vulnerabilities to 
their prevalence in the wild:

2019 will be the year, due to the growing maturity of solutions and service providers, 
of intelligence-fueled vulnerability management that will rank vulnerabilities ba-
sed on criteria “smarter” than CVVS scores.

Validation if a vulnerability is being targeted by malware, ransomware, or 
an exploit kit.

08

Validation if threat actors are leveraging the vulnerability and targeting 
similar organizations.
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Increase of bug bounty traction
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Bug Bounty, the program & initiatives designed to allow individuals to detect and 
report bugs and exploits in exchange for recognition and compensation, is here to 
stay, at least for a while. Instead of provisioning intrusion testing services on a regular 
basis, organizations will increase acceptance of having unknown people targeting 
their systems within a white hat format, accordingly to Bug Bounty methodologies, 
for longer periods of time.

09

Overall transformation/evolution of threat prevention

PREDICTION #10

Considering it all, an overall transformation of threat prevention will be felt pretty 
much everywhere during 2019. Organizations will aim at having some, if not able to 
have them all, of the following building blocks.

Having them “as a service” is related to the tremendous difficulty any company wil 
have to setup an internal team able to support all the mentioned capabilities.

10

Vulnerability 
Management as a 

Service

Bug Bounty
contests

Red Team as a 
service

Threat Hunting as 
a service

Provision of a service 
that will continuously 
scan, assess, prioritize, 
mitigate and validate 
vulnerabilities. Asset 
management will be 
mandatorily required.

Provision of cam-
paign-oriented security 
assessments under a 
Red Team umbrella, by 
service providers who 
are expected to use 
sound attack taxono-
mies and modular ser-

vice frameworks.

Use of online crowd-
sourcing and organiza-
tions to have systems 
and applications as-
sessed by bug bounty 

practitioners.

Provision of preventive 
threat hunting servi-
ces where providers, 
making use of threat 
intelligence and spe-
cialized tools, syste-
matically look for Indi-
cators of Attack and/
or Indicators of Com-
promise, both on the 
Darknet and on internal 

systems.
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Both situations, had in common the long delay at the time of detecting the attack and the in-
crease in the sophistication of the actions.

These events have caused that during the mentioned year, in the security agendas of the diffe-
rent LATAM countries, cybersecurity has acquired a greater prominence in its entirety, but with 
a particularly preponderant space for cyber-intelligence of threats.

The reality in other parts of the globe was similar.

In 2018, Latin America has been hit by two major Cybersecurity events that led 
to the loss of more than 25 million dollars (according to public sources).

SPEI - Cyber attack against the system SPEI (Electronic Interbank Pay-
ment System) of Mexico.

SWIFT - Cyber attack against the Central Bank of Chile, directed against 
the SWIFT payment system.

“This is a new method from Chile that we saw from a bit far,  but now it is coming to Latin America.” 
Eduardo Ebensperger, General Manager of Banco de Chile
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Expansion of cybersecurity and cyberintelligence 
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12

The year 2019 will be, therefore, the year of the expansion of cybersecurity in general, 
and cyber-intelligence in particular.

Companies of both SME and multinational nature will seek to consolidate their cy-
bersecurity strategies with both proactive and reactive services, which also include 
analysis of digital fraud and internal fraud caused by the so-called insiders, detection 
and mitigation of phishing, filtering of sensitive data, etc.

11

However, Enterprises & SMEs will give special relevance 
to the development of intelligence on the different events, 
providing context to the data obtained during the investi-
gations and allowing companies to have a greater knowle-
dge about the actors and motivations that have detonated 
the actions against their assets.



CYBER PREDICTIONS FOR 2019

SECURITY
OPERATIONS



CYBER PREDICTIONS FOR 2019

RECENT PAST

GDPR shake up

2018 was the year of the GDPR. Under this new European regulation, organizations started ha-
ving to report data breaches within 72 hours of becoming aware of them.

Therefore, companies started to provision mechanisms to enhance their detection capabilities 
or, otherwise, they could risk having a third-party reporting breaches which would obviously be 
an undesirable situation for all reasons.

Machine Learning in Incident Management

2018 witnessed the more mature companies to adopt, and push their providers accordingly, 
incident management technologies with machine learning capabilities as a response to the in-
creasingly sophisticated attack patterns, advanced persistent threats and, specially, the volume 
of data that must be processed by event and incident management solutions.

Managed Detection and Response

This led to the emergence of new service models, with Managed Detection and Response (MDR) 
taking the lead, focused on helping small and medium enterprises to accomplish cybersecurity 
regulations but with an eye in “stealing” larger operations from full-fledged SOCs and MSSPs.

SOC Automation and Orchestration 

During 2018 (in fact, since mid-2017) a whole new family of solutions started to address the or-
chestration and automation needs of companies that struggle to run play books within event 
and incident management activities.

Such solutions become mature and players that adopted them achieved boosts in productivity 
that made them shine amongst peers within the company (internal SOCs) or possess a sound 
competitive advantages that allowed them to take customers by storm (MSSPs).

14
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Outsourcing of Security Operations will keep speeding up

Automation and Orchestration as differentiators
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PREDICTION #13

15

The outsourcing of security operations as a trend is far from stalling.

12

13

REASONS FOR ITS 
EMERGENCE
STILL APPLY:

Moving infrastructure and applications to 
cloud environments is both a necessity

 and an opportunity for the
 delegation of security expertise

to specialized partners.

New regulations, as the
above mentioned GDPR,
are now in full enforcement
regarding data management
and protection. Outsourcing
some of these functions is a quick
way to achieve compliance.

 The increasing complexity and
 volume of security threats, the
 growing shortage of qualified staff, 

combined with continued economic 
pressures, is growing intensifying the 

appeal of using Managed Security
Services Providers (MSSP) to help

solve security challenges.

Traction for advanced security auto-
mation, threat intelligence and security 
analytics solutions will continue to
grow strong as enterprises
will struggle to keep up.

Given the steady increase of events and incidents that security operators must cope 
with, and the growing difficulty in hiring professionals and keeping them happy in 
their jobs, the move into automation and orchestration of security operations felt 
in the market during 2018 will be intensified. Players without such capabilities, both 
vendors and service providers, will be left behind.
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Entry-level, low cost Managed Services
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16

While large companies (with higher investment capabilities) have chosen most of the 
times to keep some of the security operations internally, most small and medium-si-
zed businesses that have the same requirements (especially considering the likes of 
GDPR) are having no other choice but to opt in into the managed security services 
model. 

Entry-level, low cost Managed Services will pop-up in the market to address this 
huge segment. Such offer will be based on the following:

Use of SIEM and other technologies...

From vendors other than the ones in the leading positions of Magic Quadrants. So-
metimes, they’ll make use of technology developed in-house.

14

Consideration of smaller scopes... (SIEMless services)

With most providers to simply deploy an event collector on customer’s premises.

Significant use of automation...

Reduced number of use cases...

Due to the easy definition of standard use cases, aligned with the standard deploy-
ment and scope.

Covering a common denominator for small to mid-sized customers.

Growing usage of machine learning and threat intelligence in SOCs

PREDICTION #15

15

Considering all the above, most SOCs will adopt machine learning and threat 
intelligence as auxiliary disciplines that will enhance – both in time as in ac-
curacy - most SOC operations, from event processing and classification, to 
remediation.
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RECENT PAST

Spread of Jackpotting attack as a proxy of logical attacks

During 2018 we have observed that “jackpotting” malware attacks, that are common business 
in risk areas like LATAM and Eastern Europe, have started to spread towards other regions that 
were supposed to live in a more “comfort zone”, namely the USA and Europe.

The shift from magnetic cards to EMV chips, together with the introduction of new advanced 
authentication methods at the ATM (biometric, mobile phones, etc.), has resulted in a decrease 
of the traditional hardware skimming attacks, pushing cybercriminals to move to more sophisti-
cated logical attacks based on malware.

Evidence of this evolution can be seen in the first “jackpotting” attacks reaching the USA shores 
in 2018 (as reported by the US Secret Service), or the COBALT organized group attacking 12 di-
fferent countries in Western Europe.

Increasing sophistication of ATM criminal groups

The “risk zone” regions, like LATAM or Eastern Europe, have been dealing with ATM malware 
attacks for a long time. Financial institutions in these countries have deployed logical security 
countermeasures overtime, urging the cyber-criminals to be more innovative to plan their attac-
ks.

During 2018, we have witnessed how cyber-criminals invest in sophisticated R&D to prepare 
and plan highly targeted attacks, based on a deep knowledge of the target financial institution’s 
ATM infrastructure. This detailed knowledge can come from insiders, but in many occasions 
cyber-criminals steal ATM hard disk drives, with the sole intention to do reverse engineering to 
prepare a targeted attack.

A good example of a hyper-targeted attack seen in 2018 is “Prilex”, a “Software Skimming” 
malware designed to silently get credit card & PIN data from the ATMs of a specific bank in 
Brazil. “Prilex” replaces legitimate DLLs of the bank’s proprietary ATM application with tampered 
ones that sniff and exfiltrate the card data, thus demonstrating how any bank is subject to rever-
se engineering techniques, aimed at analysing their software & hardware infrastructure to later 
abuse it with highly targeted attacks.

18
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Growth of ATM attacks in USA and Europe
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19

16
In 2019, we expect to see a growth in ATM malware attacks in the “comfort zone” re-
gions, mainly due to 2 factors:

Firstly, the lack of appropriate and efficient 
logical security measures deployed in these 
countries due to a false sense of low-risk.

Secondly the widespread access to low-cost 
ATM malware kits, accessible from the dark 
web at very reasonable prices (like the ATM 
“Cutlet Maker”, an ATM malware kit that can be 
purchased for as low as a few hundred dollars).

In 2019, we expect to see increased activity of highly targeted ATM attacks in the “risk 
zone” regions, since the obtained loot clearly pays off for the R&D efforts.

ATM operators will have to review and strengthen both logical & physical security 
measures, with special attention to the hard disk drive robbery attacks, which allows 
criminals to get access to the ATM software stack and reverse engineer it.

A shift towards the adoption of the “security by design” discipline and security audits 
on the often custom-made ATM applications will be felt alike.

Figure 1 - ATM Malware for sale on the Darknet

Intensification of ATM attacks in “risk zone” regions 

PREDICTION #17

17
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RECENT PAST

Digital transformation in payments

Payment means are in continuous transformation following a consumer trend that is converting 
the payment process in something more than a commodity in the commerce experience. Con-
sumers expect frictionless and invisible checkout experiences preferably from their mobile 
phones and combined with security.

Those commerce and banking companies, which are putting a mobile-centric strategy as first 
priority in their processes, are growing faster than others because of the high consumer adop-
tion.

Open

The new regulatory environment promoted in 2018 from the European Commission, which for-
ced most credit card brands and financial institutions to provide APIs (Application Programming 
Interface) that allow interaction with Over-the-Top businesses so that consumers, for example, 
can have a single view of where their cards are stored across all digital services.

Consumers are able to more easily control how, when and where their cards are used when ac-
cessing their card issuer’s mobile banking app, even they can remotely deactivate cards or set 
spending controls at the device level.

21
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Adopion of biometrics and the end of the password

Machine learning in payments security
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PREDICTION #18

PREDICTION #19

22

18

19

New inventions and technologies are being developed and deployed in order to pro-
vide more secure means to the different elements involved in a payment process 
made from a mobile phone.

Going further from the tokenization and cloud encryption technologies already used 
in payment, new methods based on Machine learning and Real-time robo-advisors 
are being introduced, and will become predominant, in payment securing to block 
suspicious transactions and behaviors before being executed. This is also the whole 
principle of APIs and instant payment: instantaneity of both execution and control 
of payments.

With this technology comes not only convenience and better customer experience 
but also new forms of security and identity verification for services. Security analysts 
point out that as more apps enter the market, fingerprint-scanning technologies will 
improve and even more biometric methods will become prevalent. Passwords may 
soon become obsolete.

From the device and apps point of view, companies are already beginning 
to make use of biometric technology like fingerprint scanning and facial re-
cognition. According to Juniper Research, there will be 770 million biometric 
authentication apps downloaded annually by 2019. 
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2018 – an inflexion point

From a global perspective, the year 2018 can be 
considered as a turning point in terms of industrial 
cybersecurity. Although in previous years it was 
considered necessary to raise awareness about 
cybersecurity, during 2018 there was a change of 
trend towards the real implementation of cyber-
security measures.

This is due, to a large extent, to the level of maturity reached and, above all, to the reality of the 
attacks in industrial environments.

Even the implementation of elements 
of active defense, threat intelligence, 

network monitoring, etc. are already 
realities in many companies, there is 

still a long way to go in others.

Automated attacks

From the point of view of malware and the detection of anomalies in industrial environments, 
the increasingly advanced knowledge that attackers have allows them to automate even more 
elaborate attacks. As an example, at the end of 2018, GreyEnergy was detected, an advanced 
malware with modular APT characteristics,. This malware had different modules that gave it pre-
cision when exfiltering information and executing commands remotely.

Awareness from big to small companies

2018 has been the year of the establishment of industrial cybersecurity. This area has not been limited to 
large companies with high budgets, but small and medium enterprises have also turned to the protec-
tion of their infrastructure, always within their means. An approach was observed by the sector to, above 
all, improve the network infrastructure, through the redesign of architectures and the incorporation of 
security technologies.

Servidor C&C
(Tor relay)

Segundo 
proxy C&C

Cortafuegos

Servidor web

Servidor web PHP 
backdorizado

Servidor interno que actúa como 
proxy C&C (TRIUNGULIN)

Escenario de 
ataque 01

Comprometer
inicialmente la red

Spear phising para 
comprometer la red

PC (inicial)
comprometido

PC comprometido PC comprometido PC comprometidoEscenario de 
ataque 02

GREYENERGY
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Severe demand of IACS specialists
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20
The level of maturity reached requires more and more professionals with expe-
rience in industrial environment security.

Specific services for security event analysis in ICS, vulnerability analysis in OT 
environments, Red Team and OT specific Blue Team or the implementation and 
starting of SOC OT modalities will be a real demand in the next year.

Finding qualified and experienced professionals able to face these challenges 
will be one of the main handicaps in cybersecurity.

Fortunately, previous experience in the field of malware in IT environments, ban-
king, etc. has provided relatively quickly adopt solutions, techniques and procedures 
which permit an improving cyber security technologies operation.

In this direction, companies such as SecurityMatters, Tenable, Dragos, Claroty, Kas-
persky, CyberX or Nozomi, will continue to evolve their anomaly detection tools in the-
se environments in order to identify IoCs, vulnerabilities, signatures increasingly direc-
ted to industrial environments.

Likewise, the evolution of malware and the incorporation of new layers of security to 
industrial protocols will force a great change in the capabilities of tools for the detec-
tion of anomalies.

The use of lateral movements to jump from corporate networks to industrial
networks will be more advanced.

Discerning between professionals and false sector gurus will be one of the 
great challenges for hiring departments.

Knowledge transfer between IT and OT

PREDICTION #21

21

Growing sophistication of OT malware

PREDICTION #22

22
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Cybersecurity as a pillar of Industry 4.0 and customer-centricity
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26

23
2019 will be the year to understand the client, it won’t be about convincing the com-
panies to invest in industrial safety, but knowing how to go along with them, unders-
tanding what they want, their shortcomings and limitations, the needs of strategic 
evolution, etc. 

Industry 4.0 should be consolidated during the next year but, in order for this to be 
achieved, many changes will be necessary, both in terms of mentality and tools, and 
cybersecurity should play a central role being taken into account in the design phase 
of all these projects.
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Technology and its adoption are usually dictated by a mix of market demand, R&D breakthrou-
ghs and regulation. 2018 was a year where a few aspects had enough relevance to push tech-
nological developments in an unparalleled way.

This growing threat to data con-
fidentiality and privacy forces or-
ganization’s security strategy to 
consider this environment as a 
critical element where its cha-
racteristics require a different 
approach to protection than the 
traditional one.

Usage of the cloud

Criticality and volume of data that organizations upload to the cloud has been steadily growing 
over the last years, and so has the percentage of security incidents related to infrastructure or 
services in the cloud.

Cloud Security Incidents

In the past 12 months, 18 percent of organizations have experienced a cloud security 
incident, a significant increase over the previous years.
The rise in observed cloud security incidents further serves to support the increased 
security concerns related to adoption of cloud computing.

2013

57% 70% 71% 75% 78% 85%

2014 2015 2016 2017 2018

Public Cloud Adoption, 2013 - 2018

Overall usage of public cloud 
services, 5-year trend (Percent of 

respondents)

> Did your organization experience a cloud related security incident in the last 12 months?

18%

09%

30%

46%

14%

YES

01% to 10% 
of data

11% to 25% 
of data

26% to 50% 
of data

More than 
50% of data

NO NOT SURE

18%64%

90%
of organizations categorize 

half, or more of their
cloud-resident data

as sensitive.
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Increasing difficulty in tackling attacks

A new global study based on 500 interviews conducted by The Ponemon Institute on behalf of 
IBM  finds that the average amount of time required to identify a data breach is 197 days, and the 
average amount of time needed to contain a data breach once it is identified is 69 days.

This occurs due to the complexity of the organizations, the amount of tools and technologies, 
the increasing complexity of the attacks (“230,000 new malware samples are produced every 
day, and this is predicted to only keep growing - Panda Security”) and the multiple vectors
through which the attacker can penetrate the organization.

Increasing human error while managing cyber security

The disproportionate duration of security breaches and the increasing complexity of organiza-
tions and threats, aligned with the unstoppable growth of the security infrastructure lead to the 
striking fact the vast majority of cyber-attacks are caused by human error or behavior.

3

(3) https://securityboulevard.com/2018/07/survey-finds-breach-discovery-takes-an-average-197-days/

The information security market is expected to grow 8.7% in 2019 to $124bn.
(Computer Weekly)”

90% of cyber attacks are caused by human error or behavior
https://chiefexecutive.net/almost-90-cyber-attacks-caused-human-error-behavior/
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Cloud cybersecurity technologies

Protection of sensitive data

Virtualized protection systems for IaaS environments 

Complete visibility 

Cloud user management 
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Adoption of cloud security solutions will grow in a very significant way, due to 
the current state of mind of CISOs globally.

Solutions that address the following aspects of cloud security will be in 
high demand:

Encryption of data at rest in cloud environments will be more critical - due 
to regulatory aspects and plain risk management criteria – than data on pre-
mises.

Assets in IaaS environments will be increasingly protected by virtualized 
solutions (FW, IDS/IPS, etc.) other than the ones made available by the 
IaaS provider, in a “separation of duties” fashion.

So that detecting and reacting to incidents is possible customers will 
increasingly implement solutions that provide full visibility of what’s 
happening in the cloud. Managed services will start exploring such 
opportunity, expanding their scope of activity.

One final key aspect of the cloud protection strategy will be manage-
ment of users and their access to systems, services and applications. 
CASB providers will look back as 2019 as the year where they’ve gone 
(almost) mainstream.

Detecting and reacting to security incidents in the cloud

Lack of unified policies across disparate environments

Lack of funding for cybersecurity initiatives

Lack of skills and qualified staff

None of the above

Lack of leadership and executive focus
on cybersecurity priorities

Lack of compliance standards / evolving regulatory 
environment

Lack of visibility into, and control over, cloud
application usage

Lack of visibility across our data center and endpoint 
attack surface

Lack ofcollaboration between security and IT
operations teams

38%

27%

26%

26%

26%

25%

23%

21%

17%

4%

Companies report their biggest 
cybersecurity challenges

What are the biggest cybersecurity 
challenges today?

(Percent of responses, N=450, three 
responses accepted)
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In the next 12 months, new emerging technologies based on Machine Learning and/
or Artificial Intelligence will increase their presence in the market to help organiza-
tions be more efficient, fast and accurate detecting threats or breaches.

Such technologies and underlying techniques will be used across the board with 
the following being the leaders of the AI-driven security solutions. Focus will be the 
detection of new types of malware or APTs through behaviour analysis.

Over the next few years it will be increasingly necessary to create cooperation me-
chanisms between different security tools and technologies in an automated and or-
chestrated manner. Such will mutually enrich each other with the end game of iden-
tifying threats and mitigating them without the continuous participation of people.

2019 will witness an increase of vendors pushing automation/orchestration solutions 
that promote coordinated actions of a myriad of solutions as NGFW, NAC, IPAM, 
DNS, Endpoint, Proxy, CASB, etc. towards containment and mitigation of attacks.

END-POINT

protection (EDR)
solutions

protection (NGFW 
and Email Gateways) 

solutions

(UEBA)
solutions

PERIMETER
USER AND 
ENTITY BE-

HAVIOUR

Automation & Intelligent Cybersecurity Environment

PREDICTION #26

26
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Cyber insurances still not a commodity

Although cyber risk rating companies as BitSigh and SecuriyScorecard gained momentum du-
ring 2018, insurance companies were still not able to use services as the ones provided by these 
players to streamline their cyber insurance offers.

The implication of this is that most companies were not able to contract cyber insurances as a 
risk mitigation strategy (“risk transfer”) in a way that presented them real advantages.

Growth of Managed Services

Also associated to the shortage of specialized professionals and the difficulty to provide them 
long-term career challenges, 2018 was characterized by the steady growth of managed ser-
vices. Although no solid figures have been published by he usual suspects (Gardner and the 
like), service providers having adjusted their service offerings accordingly is a clear sign of the 
demand put into practice by large and small companies, with differing degrees of scope and 
expertise. 

Rise of the DPO

Without surprises, one of the growing job postings in Europe during 2018 was the DPO (Data 
Protection Officer) putting a lot of pressure in the market due to the shortage of information se-
curity professionals across the continent.

Seasoned professionals took the opportunity to occupy a seat closer to the board, especially in 
less mature countries where the CISO (and its team) was still perceived as a technical function 
IT-related.  Such movement, sometimes including not just the DPO but a small team of chosen 
people from the Information Security team, limited the execution of security strategies for lots 
of companies.
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Acquisition of long-term managed services across the board (i.e. covering all, or most 
of, the NIST phases) will intensify during 2019. There are several reasons for this, most 
of them already covered in other topics throughout this report:

A corollary of the above is that even cybersecurity and information security gover-
nance and management will become available in the market as a managed service.

The multidisciplinary nature of it, associated with the tremendous difficulty in hiring 
and retaining talent, not to mention the difficulty in setting up a sound business case 
considering all the qualifications and expertise required, will make way for compa-
nies to have just their CISO supervising a specialized consulting company that deli-
vers Security Management as a Service.

Notably, this provider might not serve any other services altogether. In fact, its main 
added value will precisely be independence regarding all other stakeholders.

The increasing complexity and volume of security threats, the growing shor-
tage of qualified staff, combined with continued economic pressures, have 
enhanced the appeal of using Managed Security Services Providers (MSSP) 
to help solve security challenges.

Traction for advanced security automation, threat intelligence and security 
analytics solutions will continue to grow strong as enterprises will struggle to 
keep up.

New regulations are now into force regarding data management and protec-
tion, namely GDPR. Outsourcing some of these functions is a quick way to 
achieve compliance.

Moving infrastructure and applications to cloud environments is both a ne-
cessity and an opportunity for the delegation of security expertise to specia-
lized partners.

Last but not least, increasing successful references of companies that re-
lied on specialized firms to provide cybersecurity services in a managed way 
opens way for many others to follow.

Governance and Management as a Service

PREDICTION #28

28



Boards have historically been unable to evaluate the CISO, mainly due to a profound 
lack of knowledge on the subject. In fact, evaluation was probably not being done at 
all except when a security incident kicked-in, when it would be too late (for the CISO, 
at least).

Security Ratings will change that from 2019 onwards. Some companies are already 
doing it but many others will follow until it will become a sort of norm. CISOs will 
be evaluated, to some extent, by how the company rating evolves over the year.
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Security ratings as the CISO KPI

PREDICTION #29

29
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The holistic way in which emerging technologies, data mining and algorithms have come into 
our lives, shaping our political, social and moral existence, is a reality difficult to ignore arising 
serious concerns as to what impacts it may have on current and future generations. The techno-
logy we craft creates new use cases, opportunities, and dangers. The technology and its appli-
cation cannot be separated.

Over the years, the governments, the industry and the scientific community have studied stra-
tegies and solutions aiming to tackle these impacts. Yet the maturity towards the risks that 
technology introduces isn’t consensual and heterogenous leading to malicious behaviors (in-
tentional or unintentional) that can compromise lives, businesses and societies in general.

Legal and regulatory solutions (e.g. GDPR Regulation, NIS Directive, Sarbanes-Oxley, etc.) have 
currently been chosen as the way forward to address digital ethics, a compulsory way to leve-
rage the digital requirements (e.g. functional, privacy, security, compliance) into its application.

Take GDPR requirements, as an example; these are partly driven by high-profile data breaches 
causing end users’ data to be compromised by hackers. Nevertheless, there’s more to it than 
that. It’s the European reaction to a tumultuous, uncontrolled, unethical style of business in 
which data monetization has become priority through web and personal information gathe-
ring on individuals.

GDPR has, amongst other things, challenged organizations to rethink the ethics of data handling 
(privacy) as well as its accountability. 
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Building “privacy-centric” features into new technology sits neatly alongside the pri-
vacy by design requirements under the GDPR.

From 2019 onwards we’ll all witness the promotion of “responsible innovation” 
with ethical considerations being considered in product design from day 1 – parti-
cularly as individuals become increasingly more protective over their digital identity.

Companies that already have a Chief Ethical Officer will add such responsibility to 
the role. Ones that have not will speed up its creation.

Europe’s traditional values of dignity, autonomy, freedom, solidarity, equality, demo-
cracy and trust are being shifted and before this, assuring the continuity of legitimate 
practices and an unseen future can be mitigated by responsible innovation and prio-
ritizing digital ethics.
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Quite notably, two of the three 
are related to cybersecurity

Changes in risk perception

According to the Disaster Recovery Institute International’s 2018 Glo-
bal Risk and Resilience Trends Report, there are three top risks to 
become a major issue for resilience professionals:

Measurable impacts in non-US geographies 

Recent studies conducted in mid-sized countries as Spain are allowing companies to better 
quantify risk using similar companies’ data as benchmark.

Standardization

The main international standardization body, ISO, has a specific technical committee on safety, 
continuity and resilience, which throughout the year has been releasing different standards ai-
med at incident management with effects on the continuity of operations.

2018 has seen the light of a specific standard on emergency management (establishes guide-
lines for incident management) and two standards on BC management systems (guidelines for 
people aspects of business continuity and guidelines for BC strategy).

74.000€

Average 
cost per 
security 
incident 

for Spanish 
companies

Companies 
that had 
products 
or servi-

ces’ quality 
affected

Direct im-
pact on 

continuity 
capabilities 
(i.e. activa-

tion)

Companies 
that lost 

confidential 
information 

Companies 
that had 
physical 

damage to 
properties 

Companies 
that were 
forced to 
interrupt 
activity 

39% 29%32% 69% 40%

Extreme Natural Disasters

Major IT Deliberate Disruptions

Severe Data Breaches

Source: Advancegroup, end of 2018, regarding impact of cyber attacks
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Regulation

Not only standardization, but also regulation is strengthening the discipline of business conti-
nuity.

During 2018 the European General Data Protection Regulation (EU) 2016/679 came into force, 
establishing the permanent resilience of information processing systems as one of the guaran-
tees that an organization must offer, together with the capacity to restore availability and access 
to personal data quickly in the event of a physical or technical incident.
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Increase of BC projects

BC “of the cloud” and not “to the cloud”
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1

2

2019 is likely to be the year in which business continuity projects finally get into the 
list of the ones accepted for the year, after remaining on the “project discard” list in 
previous years, with sectors with the greatest regulatory or sectoral demands spear-
heading this trend. Reasons are as follows:

Cloud computing is an increasingly widespread reality among organizations and 
many of them likely think that continuity of their ICT services are intrinsically resolved 
by the former.

2019 will be the year in which organizations begin to realize that the cloud, as a
technological solution, is insufficient to support BC initiatives without good continuity 
management at provider’s contractual and management level.

The need to provide an effective response to the growing demands of business 
continuity, especially in those cases in which end customers seek not only di-
rect provider’s service but also that of the entire supply chain.

Growing need for greater integration between the traditional disciplines of cy-
bersecurity and continuity, especially in terms of disruptive cyber incident ma-
nagement.
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The Federal Report and Action Plan for Cybersecurity Risk Assessment, prepared by the Office 
of the President of the United States and presented in the first half of 2018, identifies phishing as 
one of the main pathways to a security breach, whose operational factor is to take advantage of 
human failure.

Cybercriminals systematically perfect their techniques, introducing more sophisticated and per-
sonalized emails, using content that victims trust.

With a couple of exceptions, all industries have suffered a significant growth (36% more in 2018 
Q2 than Q1) of email fraud.

This summer, the FBI unveiled a major international law enforcement operation (WireWire Op.) 
that has resulted in the arrest of several people involved and the interruption of several Business 
Email Compromise (BEC) campaigns, commonly referred to as the ‘CEO fraud’.

Email Fraud Attack Trends by Industry

Number of BEC attacks per targeted organizations by industry
Source: Proofpoint Q2 Threat Report

2017 - Q4 2018 - Q1 2018 - Q2

Government

Transportation

Energy / Utilities

Entertainment / Media

Financial Services

Telecommunications

Education

Retail

Technology

Healthcare

Business Services

Automotive

Manufacturing
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In 2019 BEC attacks will continue to rise. What a BEC attack ultimately pursues is 
“profit through fraud”, and being a highly lucrative fraud, it will probably continue to 
grow as a threat vector, both in large and small enterprises. 

Growth of security awareness assessment services

PREDICTION #34

34
Considering such growth, having services that evaluate and audit periodically the 
ability of staff to identify this type of fraud is going to be an increasingly demanded 
service.

Growth of security awareness capacitation campaigns/programs

PREDICTION #35

35
Organizations must therefore be proactive in improving the training and education of 
their staff and ensuring that they acquire the necessary skills in “people hardening” 
so that they can detect and block scams.

Such actions cannot be punctual. In 2019, attacks targeted at people will
progressively transit from massive phishing campaigns to targeted (spear) phishing 
attacks.

Getting employees to adhere to awareness education and training is not that easy 
and, therefore, nouvelle ways of doing it will be put into practice. Gamification of se-
curity awareness will be one such way, eventually the fastest growing one.

Against this backdrop, a complete learning and training program for cybersecurity per-
sonnel will be a key factor. Carrying out specific training actions is going to be insufficient 
when people are going to be attacked in multiple ways throughout the year.

Awareness gamification

PREDICTION #36

36
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To put it simply, public cloud isn’t right for all workloads. It’s not the magic bullet some evan-
gelists predicted it would be, but it isn’t going away either. It will continue to grow, with steady 
augmentation, extension and expansion through complimentary technologies, platforms, and 
stacks.

Issues of performance, compliance, data gravity, locality, security and sovereignty drove, and 
will continue to do so, organizations to a mix of clouds - some to edge clouds close to the data 
and users, others to regional on-premise private cloud infrastructures, and still others to global 
public clouds- each cloud or mix of clouds chosen based on their particular features, costs, and 
benefits.

Amazon Web Services (AWS) and Google entered the cloud market with no legacy and a sales 
pitch of a pure cloud play. Microsoft, on the other hand, had a huge legacy software installed 
base and pitched hybrid cloud, striking a balance between cloud and on-premises systems. It 
enabled Microsoft to become the 2nd largest cloud provider very quickly.

Where will workloads run (Today 
versus 2020)

Logicmonitor’s cloud vision 2020: 
the future of the cloud study

On-premises Today, 37%

Today, 31%

2020, 27%

2020, 41%

2020, 20%

2020, 22%

Today, 19%

Today, 18%

Private cloud

Public cloud

Hybrid cloud
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Cloud in 2019 will be more multi-cloud, multi-site and
geo-distributed
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In short, the world is moving irrevocably toward a multi-cloud, multi-site, geo-distri-
buted model. Many customers will continue to use multiple vendors and most will 
have a mix of on-premise and off-premise infrastructure. Some companies, inclu-
ding some public cloud vendors, know this and are doing a good job of integrating 
on-premise infrastructure.

Companies are going to be challenged to cope with the complexity of a multi-site, 
multi-cloud world and there will be opportunities for security vendors who can help 
them streamline security operations.

Microsoft’s hybrid strategy will keep paying back

Cloud vendor consolidation 

PREDICTION #38

PREDICTION #39

38

39

Among the MSPs, over the last three years Azure growth has skyrocketed, from 47% 
to 67%. This will grow even more next year and can be attributed to two major factors: 
relationships and product familiarity. Microsoft is not just building the infrastructure 
for companies to use, but it is also building the apps and services on top of that, ma-
king the transition to the cloud much easier.

According to Gartner, by 2022, the top 4 cloud “mega platforms” will host 80% of 
IaaS/PaaS deployments, but by 2024, 90% of Global 1000 organizations will mitigate 
lock-in through multi-cloud/hybrid technologies and tools from an integrated IaaS 
and platform as a service (PaaS) provider, and will use both the IaaS and PaaS capa-
bilities from that provider.

IaaS-only cloud providers will continue to exist in the future, but only as niche pla-
yers, as organizations will demand offerings with more breadth and depth for their 
hybrid environments.
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Inevitably, with all this changes on the table, CISOs will adopt solutions that will allow 
them to manage the security of these environments. Increasing demand for specia-
lized providers of both technology and services, including with a MSP twist, will be a 
short-term reality across all geographies.

Such will be true not only for access management but also for event monitoring, incident 
detection and compliance management.

Security

Privacy

Vendor Lock-in

Lack of visibility

Unplanned outages

Cost

Governance & Compliance

Staff Lacks Cloud Experience

66%

60%

58%

57%

47%

40%

37%

31%

10% 50%30% 70%0% 40%20% 60%

Public Cloud Changes

Logicmonitor’s cloud vision 2020: the future 
of the cloud study
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2017 and 2018 were still all about start-ups raising tons of money without fear of regulatory inter-
ference, through ICO (Initial Coin Offerings). Apparently, such days are over, namely in the USA, 
as there’s an overall consensus from the SEC that most tokens are securities.
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The year of the Security Token

Compliance as the inhibitor to take down

Regulated crypto
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As tokens “became” securities, STOs (Security Token Offerings) look set to replace 
ICOs (Initial Coin Offerings) in 2019, by a sizable amount. In US, most offerings will be 
held in compliance with SEC rules. Europe (i.e. the E.U.), on the other hand, is working 
on a much looser framework.

That honor goes to non-tech issues of ICOs and STOs, whether it’s agreeing on data 
and process definitions, smart contract rules, access permissions, or governance fra-
meworks and legal agreements, ensuring that compliance will continue to challenge 
those in regulated industries.

On the follow-up of the growth and traction of “token-based fund raisings”, SEC is 
seriously looking at it from a regulatory perspective.

For a sector ideologically rooted in a lack of centralization, regulatory authorities are 
not welcome at all.

However, as regulators have recently decided they should take action to defend the 
interests of individual investors against disproportionate amounts of frauds in the 
ICOs, STOs will become the norm and regulations regarding approved crypto prac-
tices will surely follow.
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The Internet of Things (IoT) concept embraces an interconnected network of things, the smarter 
the better, contributing to a higher awareness, enhanced decision making, and more adaptive 
behavior of systems supporting any business process integrating pervasive and ubiquitous in-
formation and communication technologies.

IoT also implies a massive deployment of sensors and actuators, which, with the goal of being 
inexpensive, are implemented in a range of constrained devices. Moreover, depending on the 
use case and location, the devices may require power autonomy and therefore, low-power-con-
sumption mechanisms.

Businesses around the world have looked 
at IoT as a pillar of their “digital
transformation” initiatives.

Given that, Telcos have quickly adapted 
their first age offering where the sensors 
PUSH their measurements (as depicted 
by blue arrows) to a well-known platform 
that might act as a broker for many appli-
cations (as depicted by Green arrows).
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Smart City
Americas Europe APAC Trend

IoT SEGMENT GLOBAL SHARE OF IoT PROJECTS DETAILS

Connected Industry

Connected Building

Connected Car

Smart Energy

Other

Connected Health

Smart Supply Chain

Smart Agriculture

Smart Retail
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19%
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(3) Based on 1600 publicity known enterprise IoT projects (Not including consumer IoT 
projects e.g Wearables, Smart Home).

(4) Trend based on comparasion with % of projects in the 2016 IoT Analytics Enterprise 
ioT Project list. A downward arrow means the relative share of all projects has declined, 

not the overall number of projects.

Source: https://iot-analytics.com/top-10-iot-segments-2018-real-iot-projects/
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Cryptography and key management in the IoT world
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In the envisioned scenarios for 2019, sensors behave as tiny servers to enable higher 
interactivity, operativity and maintainability, as depicted by the red arrows, through 
E2E sessions, which will significantly contribute to better users’ side customization 
(and experience) and the reduction of operational costs.

Furthermore, the IoT enabled interaction patterns might be short-lived, open, casual 
and spontaneous over a huge heterogenous technological infrastructure.

In such IoT applications, security needs to tackle the large-scale exposure of sensiti-
ve information and functionality, and security mechanisms remain as an insufficiently 
solved problem since current approaches are challenged by divergent properties 
such as tightness and feasibility.

Moreover, specifically standardized IoT communication protocols aim at lightenment 
but not security, where IEEE 802.15.4, IPv6, 6LoWPAN, RPL, CoAP and DTLS enable 
security mechanisms that are limited, and therefore do not adhere to the principles 
of security by design and security by default demanded by regulation bodies.

Traditional security countermeasures cannot 
be applied directly to sensors and actuators 
in IoT scenarios because they consume too 
many resources and not optimized for resour-
ce-constrained devices.

2019 will witness the implementation of
“mutually authenticated end-to-end security 
association establishment protocols” relying 
on lightened cryptographic and key manage-
ment functions.
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Cyber as a strategic sector 

Cybersecurity is, without shadow of a doubt, a strategic sector worldwide with plenty of eviden-
ces for fact checking: state-sponsored weaponization of defense and information services, high 
growth cybercrime, privacy regulations and, amongst many others, a very dynamic M&A market.

Europe is, however, way behind the US in respect to market dynamics and behind other rele-
vant stakeholders (as China and Russia) in some of the above-mentioned aspects.

In the global context were other relevant markets have the scale and the capital to take top 
start-ups to become global champions, Europe has not been able to create the conditions – 
as smart capital, talent availability and industry participation - to compete at the same level.

Figure 5: Cybersecurity companies that were acquired in 2018
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Increasing relevance of European specialized investors
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So that the agenda of the EU regarding cybersecurity, within a larger digital eco-
nomy uplift, is achieved, conditions will be created for European specialized inves-
tors to emerge, grow and thrive.

From 2019 and beyond, one will witness bigger European investors - properly man-
ned with management teams that understand the sector, are aware of strategic bu-
yers needs and have the ability to invest larger tickets - creating conditions for star-
tups to gain scale beyond their national borders and Europe.

Organizations as ECSO to promote talent creation and industry
participation

PREDICTION #46

46

There is a huge shortage of cybersecurity talent in Europe and more talent will be 
needed to support client and service provider’s needs, but also to support the
growth of new tech companies.

Organizations as ECSO (Eruopean Cybersecurity Organization) are likely to promote 
coordination of National and European institutions on this front, orienting part of such 
talent to entrepreneurship initiatives.

Industry participation is important to support the initial steps of new companies. Most 
companies rely significantly on established players and vendors, but today’s innova-
tion is increasingly generated by startups.

In order to be exposed to such innovation and more importantly, to contribute to 
develop this ecosystem, companies are exploring new ways of sourcing solutions. 
Organizations as ECSO will try to play a role in approaching industry and
entrepreneurship.
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FINAL REMARKS

The digital transformation of the business world has been an ongoing process since the turn of the cen-
tury and is now a common place for every modern enterprise. This digital transformation process, and the 
fact that cybersecurity was not considered in many cases as a critical element during the design stage, 
has opened the door to numerous vulnerabilities that are unfortunately exploited by cybercriminals in 
an ever increasingly professional and systematic fashion, creating a complex cyber-risk scenario that is 
becoming a relevant challenge for our society in general and for enterprises in particular.

In our 2019 cyberpredictions report we present a fact-driven commented view of what will be the 
main challenges and threats we’ll all be facing this year. This last section of the report presents a 
personal explanation of what we are doing at S21sec to help organizations mitigating and managing 
such threats and risks.

From Agustín Muñoz-Grandes, S21sec  CEO

We’ve been working hard to be able to offer our customers the complete breed of services that are 
needed to go alongside the above mentioned digital transformation processes that are reshaping bu-
sinesses, and we have been adapting and evolving our service portfolio to cover the complete NIST 
framework (National Institute of Standards and Technology of the United States) globally used as a 
reference on how enterprises should manage their cybersecurity. 
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Capabilities and competences required to implement the NIST framework
Cybersecurity “pure player” companies are the best equipped to offer a 360º implementation
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Using as a reference this complete coverage of all stages of cybersecurity protection,
during 2018, and for 2019, we have been focusing in 5 key areas:

1

2

Customized cybersecurity for each type of enterprise

Threat detection, threat intelligence and incident response capabilities

In order for companies to tackle all these cyberthreats and properly design, deploy and maintain 
their cybersecurity plans, at S21sec we have top of the line professional teams covering all areas 
of expertise:

 - Consulting teams that will help companies build their cybersecurity plans and meet regulatory 
requirements, with special focus on GDPR and new business continuity related regulations.

 - Integration professionals and security architects experts on the wide range of products and 
technologies that are available to address the different risks associated to the digital transfor-
mation.

 - Auditors, pentesters and vulnerability management experts that will analyze and audit com-
pany’s infrastructure and systems to identify weaknesses and help design the corresponding 
prevention/correction plans.

Cybersecurity can not be achieved solely by investing certain amounts of budget on security 
infrastructure. Today, more than ever, cybersecurity needs to be continuously managed in order 
to detect possible attacks and be able to react in an adequate manner. Moreover, the old fas-
hioned approach of “SOC driven Cybersecurity” is no longer efficient and the management of 
a company’s cybersecurity needs to be strengthen by proactive threat intelligence and threat 
hunting capabilities that will allow us to detect and prevent possible incidents before they
happen.

At S21sec we invest a significant part of our revenue in these areas, combining expert personnel, 
integration of multiple sources and information feeds, state of the art tools  from leading ven-
dors and a number of in-house technologies and systems that we have designed to strengthen 
our detection and response capabilities. A strong evidence of our company’s success in this area 
is the number of investigations we conduct every year, identifying and naming new malware 
families and criminal groups, as well as the active collaborating with Europol and other Law En-
forcement Agencies to also put an end to such criminal activities.

We also expect to see a relevant increase in the demand of our DFIR (Digital Forensics and Inci-
dent Response) service which has proven to be the perfect external complement for most en-
terprise security plans: implement your cybersecurity strategy/plan and be ready to react, fast 
and efficiently, in case you suffer a serious incident.
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3

5

4

Cybersecurity, also for cloud based infrastructure and services

Industrial cybersecurity

People-centric cybersecurity: awareness & cyber-education

The migration of infrastructure, data and services to the cloud is now an unstoppable process 
due to the many advantages that it offers to companies in terms of costs and efficiency. No-
netheless, security of these systems can not be left behind and it would be a huge mistake to 
assume that “the cloud is safe by design”.

Combining local and cloud based infrastructure in a secure way can be achieved and is also part 
of the new services we are supporting at S21sec. Such requires specific knowledge, adapted 
architectures and security processes and tools, and addressing it in an efficient way will be one 
of our areas of focus for 2019.

Finally, and focusing on the industrial sector and the fast growing IoT industry, we continue to 
invest in having one of the most proficient and specialized teams in the markett for industrial 
cybersecurity. Threats, attack vectors, security technologies, procedures and products are, in 
many cases, significantly different to their counterparts in IT environments requiring a high level 
of specialization for the proper design and implementation of industrial cybersecurity plans and 
projects. 

As presented in our report, the “individual” continues to be one of the most vulnerable points in 
all companies and cybercriminals will continue to exploit this situation. Having comprehensive 
training and education programs adapted to each user group in an enterprise and having  a 
continued commitment to create awareness, starting at the board and executive levels, is ex-
pected to be one of the most demanded initiatives by our customers during this year. The best 
cybersecurity plans are rendered useless if companies are not successful in the training and 
awareness fronts.

2019 will be will be a challenging year for our industry as scenarios, technologies and types 
of attacks will get more and more complex. We are confident in our industry’s capabilities 
to face these challenges and on S21sec’s proven track record in continuous innovation and 
adaption to the demands, needs and challenges that our customers will present us. It will be 
a successful year in which cybersecurity will for sure accompany their business plans and 
results.

Agustín Muñoz-Grandes
S21sec CEO
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