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Preface

Welcome to Deloitte’s  annual report examining trends in 
technology put to business use in insurance. Once again, 
we’ve selected ten topics that have the potential to impact 
businesses over the next 18 to 24 months. 

Developing the list of trends is an ongoing process of pri-
mary and secondary research. The process includes:
• Feedback from client executives on current and future 

priorities
• Input from Deloitte industry and practice leaders
• Perspectives from industry and academic luminaries
• Research from alliance companies, industry analysts,  

and competitor positioning 
• Crowd-sourced ideas and examples from our global 

network of practitioners

Many of 2013’s trends mark the evolution of trends from 
years past, as technology enablement creates new oppor-
tunities for insurance companies. For example, Finding the 
Face of Your Data takes the concepts of big data and deals 
with the realities of benefits realization. The migration from 
thought to practice continues to gain traction in a range of 
mainstream commercial environments. 

For information technology (IT) organizations, stewardship 
alone is no longer enough. Technology leaders in insurance 
companies must continue to optimize their operations while 
fostering significant innovation. Insurance companies across 
all segments are investing in technology enablement, with 
the intent that true innovation will follow.

This year’s trends build on the continuously emerging 
phenomena of social media and mobile computing – a 
tangible manifestation of the concept that customer needs 
and experiences will drive marketplace differentiation. 
Meanwhile, insurers are facing changing demographics, 
buyer values, and increased demands for transparency – 
and many of these technology trends have a role to play in 
those efforts. In addition, the threat of increased regulation 
and privacy concerns in the industry must be accounted for 
as new technologies are integrated with legacy environ-
ments. In this environment, “knowing your customer” takes 
on a completely new meaning.

We believe these trends deserve serious consideration as 
insurance companies plan for the immediate and long-term 
future. By embracing them now, technology leaders can 
give their business counterparts the practical tools they 
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need to succeed in a challenging environment. We hope 
you share our optimism for the role that these emerging 
trends can play in transforming our industry.

This year’s theme, Elements of postdigital, examines the 
convergence and controlled collision of five forces – Ana-
lytics, Mobile, Social, Cloud, and Cyber – as businesses 
move closer to achieving the possibilities of the Postdigital 
EnterpriseTM, where all five forces are mature, implemented, 
integrated, and baked-in instead of bolted-on. These 
five forces offer a new set of tools for business, opening 
the door to new rules for operations, performance, and 
competition. IT can deliver engagement and empowerment 
to business customers, both innovating and industrializing. 
The Postdigital era, like the post-industrial era, reflects a 
“new normal” for business and a new basis for competi-
tion. In post-industrial times, we did not forego industrial-
ization, we embraced it. The Postdigital era is similar, but 
with digitalization as its core. 

Our 2013 report shares ten trends grouped into two 
categories. Disruptors are opportunities that can create 
sustainable positive disruption in IT capabilities, business 
operations, and sometimes even business models. Enablers 
are technologies in which many CIOs have already invested 
time and effort, but which warrant another look because of 
new developments or opportunities. Enablers may be more 
evolutionary than revolutionary, but the potential is often 
there nonetheless to elevate the business game.

Trends are presented with multiple examples of adoption 
to show the trend at work. This year, you’ll also find a new 
section called Flying Car Future, which takes a provoca-
tive view into where the trend may be headed in Horizon 
3 – and beyond. Each of the 2013 trends is relevant today. 
Each has significant momentum and potential to make an 
impact. And each warrants timely consideration. Forward-
thinking organizations should consider developing an 
explicit strategy in each area – even if that strategy is to 
wait and see. But whatever you do, step up. Provoke and 
harvest disruption. Don’t get caught unaware or unpre-
pared.

Thank you for your interest in this year’s report. We wel-
come your feedback and questions. To the many executives 
who have provided input into Tech Trends 2013, thank you 
for your time and insight. We look forward to having more 
of the essential dialog between business and IT.

Neal Baumann, Principal
U.S. Insurance Consulting Leader
Deloitte Consulting LLP
nealbaumann@deloitte.com 

Linda Pawczuk, Principal
U.S. Insurance Technology Consulting Leader
Deloitte Consulting LLP
lpawczuk@deloitte.com
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At a Glance

 CIO as the Postdigital Catalyst
Catalyzing value from the elements of mobile, social, analytics, cloud  
and cyber 
CIOs can lead the move to tomorrow – reshaping business as usual, and driving  
innovation. On the one hand, they face unprecedented opportunity for innovation. On 
the other, the existential threat of disruption. How should business respond? And who 
better to lead than the CIO?  When CIOs harness the convergence of the five postdigital 
forces, they can change the conversation from systems to capabilities and from technical 
issues to business impact. Plan big, start small, fail fast, scale appropriately.

 Mobile Only (and beyond) 
The enterprise potential of mobile is greater than today’s smartphone  
and tablet apps 
Mobile should be top of mind for organizations. But don’t limit your ideas to Mobile First. 
Think Mobile Only, imagining an untethered, connected enterprise. The next wave of 
mobile may fundamentally reshape operations, businesses and marketplaces – delivering 
information and services to where decisions are made and transactions occur. And the 
potential goes far beyond smartphones and tablets to include voice, gesture and  
location-based interactions; device convergence; digital identity in your pocket; and 
pervasive mobile computing. The very definition of mobile is changing.

 Social Reengineering by Design
How work gets done is no longer constrained by 19th century platforms 
Businesses are no longer building technologies just to enable interaction – they are now 
engineering social platforms for specific context – platforms that can relieve rather than 
serve traditional organizational constraints such as deep hierarchies, command-and-
control cultures, physical proximity and resource concentration. Social reengineering can 
fundamentally transform how work gets done, but it isn’t just a “project.” It’s a strategy. 
And it’s not serendipity. It’s intentional – by design.

 Design as a Discipline
Inherent, pervasive and persistent design opens the path to  
enterprise value 
Driven by consumer experience, intuitiveness and simplicity are moving from IT  
aspirations to enterprise mandates. Design is not a phase; it’s a way of thinking. Beyond 
look and feel, beyond user interfaces. Isolated in silos of user experience (UX), marketing 
and product development, individual design functions may be reaching their limits. 
What’s needed is a collaborative, immersive environment to work together. Design is  
not just an “IT thing” or a “marketing thing” or a “product engineering thing.” It’s an 
enterprise thing.

 Insurance Telematics: The Time Has Finally Come
Mobile device telematics paves the way for insurance telematics disruption
Mobile computing has undeniably changed the way we shop, consume media, and  
stay socially connected. Now mobile is changing the game in auto insurance as well. 
Mobile devices now contain advanced electronics, making smartphones the perfect,  
cost effective telematics platform. Mobile technology will become the near-term game 
changer in auto insurance by facilitating entry into telematics, thus setting the stage for 
small and mid-sized insurers to compete with innovative UBI offerings.

Disruptors
Opportunities that can create sustainable positive disruption in IT capabilities, business 
operations, and sometimes even business models.
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 Finding the Face of Your Data 
Fuse people and technology to discover new answers in data – and new questions, 
too 
Humans do some things really well, while computers are better at other things. It is this 
particular combination that enables the identification of new patterns and relationships across 
dimensions of data – structured and unstructured, internal or external, big or otherwise. By 
combining human insight and intuition with machine number-crunching and visualization, 
companies can answer questions they’ve never answered before. More importantly, they can 
discover important new questions they didn’t know they could ask.

 Gamification Goes to Work 
Driving engagement by embedding gaming in day-to-day business processes 
Gamification can encourage engagement and change employee, customer and supplier 
behavior, creating new ways to meet business objectives. The goal is to recognize and 
encourage behaviors that drive performance – sometimes in unlikely places. This trend has 
moved beyond hype and is already demonstrating business value. Gamification in the workplace 
incorporates social context and location services to motivate and reward  
desired behaviors in today’s mobile-social world.
 

 Reinventing Core Systems 
New vendor offerings can drive performance
The pace of technology innovation within the insurance industry is significant, with potentially 
game changing technologies such as telematics, mobile, and big data gaining prominence.  A 
carrier’s ability to implement and capitalize on these new technologies is only as good as their 
ability to fully integrate them with their core applications and business processes.  Given the 
need for timely and complete integrations, robust and flexible core systems built on modern 
architectures are becoming critical to an insurer’s success.  Fortunately, vendor offerings have 
improved significantly in the last decade, offering carriers solutions built on modern architec-
tures, delivering the flexibility and broad capabilities they need.  
 

 No Such Thing as Hacker-proof 
If you build it, they will hack it. How do you deal with that? 
You’ve either been breached – or you soon will be. Your boss knows it, your business knows it, 
your board knows it, your customers know it, and hackers know it. It’s your job to deal with it. 
That means changing the way you think about defending yourself. Be more proactive about the 
threat – and react more rapidly when breaches do occur. Detect them quickly, respond, clean 
up and adjust your tactics. Be outward-facing, prepared and ready in advance. Anticipate and 
prevent when possible, but be ready to isolate and encapsulate intrusions to minimize impact. 
It’s better to lose a finger than to lose an arm. 

 The Business of IT
After reengineering the rest of the business, IT’s children deserve some shoes  
Fragmented processes and systems can prevent IT from effectively delivering on the changing 
demands of the business. IT may need to transform its own management systems to keep up. 
Is this ERP for IT? Maybe someday. Today, CIOs are crafting solutions from industry-leading 
products and testing business cases at each step. And the potential benefits are worth the 
investment – not only in driving down costs and better managing risks, but in positioning IT as 
the business partner in provoking and harvesting disruption in the Postdigital era.  

Enablers 
Technologies in which many CIOs have already invested time and effort, but which 
warrant another look because of new developments or opportunities.
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CIO as the  
Postdigital Catalyst1

Technology-centric forces are driving  
business innovation. Who will lead  
the charge?
Five macro forces – analytics, mobile, social, cloud, and 
cyber – are hard at work enabling and disrupting organiza-
tions of many shapes and sizes. The Postdigital Enterpri-
seTM provokes and harvests these disruptions by changing 
operating models, capabilities, and perhaps even business 
models. Industrialization wasn’t complete when we entered 
the post-industrial era; it had simply become the new basis 
for competition. The same holds true for these digital forces 
in the Postdigital era. 

Insurance CIOs are in a unique position to be the harbingers 
of change; to serve as catalysts across the executive suite, 
helping others understand the boundaries of the possible; 
to force thinking beyond veneering existing solutions and 
processes; to stand accountable for realizing transforma-
tion, and to drive business model innovation and enhance 
the customer and producer experiences. 

In almost every organization, the relationship between the 
business and IT is – at best – complicated. On one hand, 
technology lies at the heart of the business strategy – a 
tool for efficiency and an engine for growth. On the other 
hand, IT departments should manage the realities of being 
a high profile cost center – in many companies they are the 
single largest expense on the balance sheet.1 According to 
a survey by Insurance & Technology, approximately 60% 
of 2013 Insurance IT budgets were expected to remain or 
be lower than their 2012 IT budgets.2 There are shrink-
ing budgets, a shrinking tolerance for long projects, and 
an end-user community whose benchmark for effective IT 
initiatives has shifted from enterprise systems to consumer 
products – notable around the definitions of responsiveness 
and usability. 

At the same time, the five postdigital forces are chang-
ing the very nature of IT. Mobile has destroyed constraints 
based on physical location. Users now expect that the 
power of the enterprise should be available at the point 
where decisions are made and where business is trans-
acted – no matter where that is. Social is flattening internal 
hierarchies, rewriting the possibilities of global collabora-

tion inside and outside of organizational boundaries, and 
allowing engagement with customers as individuals – 
customer segments of one. Analytics is unlocking insights 
from data to support human decision making – from big 
data and transactional data to what’s in-between – using 
advanced statistical models and visualization techniques to 
fuel descriptive, predictive, and prescriptive decision and 
action. Cloud has changed the economics and cadence of 
technology investments. On the subscriber side, a growing 
collection of services is available for subscription – with an 
acquisition model that is elastic in both cost and capac-
ity. On the provider side, cloud presents opportunities to 
monetize information and services in new ways – new or 
adjacent business models for many sectors, not just high 
tech, media, and entertainment. Cyber security and privacy 
are part of a constant conversation – guiding innovation in 
emerging spaces in advance of regulatory concerns, while 
also dealing with relentless and growing threats. 

A mature Postdigital EnterpriseTM leverages innovation and 
drives change. A recent research report identified that 39% 
of the companies studied exhibited excellence in multiple 
postdigital domains. On average, these organizations are 
26% more profitable than their industry competitors. They 
generated 9% more revenue through their employees and 
physical assets, and they exhibited 12% higher market valu-
ation ratios.3

In response to this type of advantage, Gartner predicts that 
by 2015 about 25% of companies will create a Chief Digital 
Officer (CDO) role, leading digital sources of revenue as 
well as digital marketplace products and services.4 This evo-
lution acknowledges that many parts of the business can 
reap benefits from postdigital convergence. This postdigital 
environment creates both the opportunity for innovation 
and the existential threat of disruption – especially now as 
many businesses are inherently digital. What’s at stake may 
very well be the future of the business. Tomorrow’s lead-
ing CIOs are likely to be those who rise to the challenge, 
perhaps reframed as the CDO, forging new identities as 
a postdigital catalyst – an agent to provoke or speed the 
move to the Postdigital era. 
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History repeating itself? 
The evolving nature of IT and the role of the CIO have been the subject of much debate over the past several decades – 
and a consistent feature of our Technology Trends research. The message has focused on the dual challenge of industrial-
izing core delivery and operations, while elevating the position of IT to help inform the innovation agenda. But practical 
realities have changed in 2013 – creating not only a sense of urgency, but an opportunity to redefine the role.

CIO as the Postdigital Catalyst

What were the challenges? What’s different in 2013?

CIOs as revolutionaries5 • Warnings of the declining influence of the CIO 
had not yet become budget realities, often with 
the majority of technology spend remaining 
within the IT department. 

• Institutional baggage has had an impact, where 
IT has been saddled with production outages 
or perceived budget and timeline overruns for 
discretionary projects. It has been difficult for 
some CIOs to play an expanded leadership role as 
they have had to focus on disciplined execution 
of their baseline mission. 

• Technology innovations have often not been 
well understood within the business – leading to 
lack of enthusiasm for exploring new concepts. 
Without business sponsorship, many CIOs who 
have attempted to play revolutionary roles have 
done so in isolation – trying to anticipate what 
the business will need, and building what they 
perceive to be innovative solutions in a vacuum. 

• Rigid procurement processes and limited 
technology skills outside of the IT shop provided 
some incentive to include IT in forward-looking 
projects; even if CIOs weren’t revolutionary in 
defining the vision, they were often pulled into 
the effort.

• Analysts predict that, by 2017, the average Chief 
Marketing Officer (CMO) will spend more on IT 
than the average CIO.6 The CIO may no longer 
just be fighting for recognition, but also for 
relevance. 

• Renewed focus on running the business of IT,7 
creating foundational services for efficiency and 
transparency of the IT function, and creating 
deliberate disciplines to drive innovation.8

• Advances in customer-facing technology and 
high rates of adoption have created more tech-
nologically savvy business counterparts. There is 
new incentive for the business to participate in 
innovative IT efforts.

• Cloud computing and “app store” platforms have 
led to more experimentation within the lines of 
business – with low-code/no-code configuration 
tools that reduce skill barriers. IT has the chance 
to insert itself into conversations by providing 
offerings around security, integration, and data 
correlation – hurdles that often limit how far 
“shadow IT” can take potential solutions. 
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CIO as the Postdigital Catalyst

Technology implications
CIOs have enormous assets under their control – from applications to infrastructure (including devices, facilities, and 
operations), from solution sourcing to managing the end-user experience, from planning and demand management to 
project and financial management. They are also responsible for a large amount of human capital – including full-time, 
contractor, consultant, onsite, offsite, and offshore resources. 

Becoming a postdigital catalyst is not simply a change in philosophy or mindset. There are a number of tangible implica-
tions that should be addressed.  

Topic Description

Budget / portfolio  
management

Many insurance companies have a rigid investment process – requiring a well-defined business case and 
reasonably understood requirements, which are then evaluated at a few predefined times during the calendar 
year. But for CIOs to become true postdigital catalysts they should have more agile, responsive planning and 
prioritization functions that align IT spend to business priorities and minimize delivery times. Project, portfolio, 
and IT finance management disciplines can help with this journey, adding discipline and visibility around the 
pipeline of asks, project status, and resource/budget/release performance. 

IT delivery model  
flexibility

Waterfall delivery is an important part of many IT organizations, but what’s good for long-running, widely 
scoped projects can be anathema for smaller, dynamic efforts. Create a SWAT team with diverse skill sets, 
including some that may be foreign to your IT department. Think graphic designers, user experience engineers, 
or even anthropologists and cognitive psychologists, in addition to business leads, technology engineers, QA 
resources, and project managers capable of cultivating your own flavor of Agile. Business owners respond to 
show, not tell, in the postdigital world. Cultivate ideas, develop working prototypes with core concepts, and 
grow your thinking about what is wanted and needed through hands-on experimentation.  

Information  
disciplines

Data management, stewardship, correlation, cleansing, analytics, and visualization can be critical disciplines 
in the Postdigital era. The “informationalization” of the enterprise should be at the fore of the CIO’s agenda 
– turning data into decisions, shifting reports into metrics that matter, moving from stove-piped processes 
to service-based capabilities, and articulating IT’s mission and related services in terms that the business can 
understand, anchored in business impact. 

Integration Integration and orchestration will likely become the building blocks of tomorrow’s IT organization. A dynamic 
middle tier is important for managing end-to-end interactions between legacy on-premise packages, rapidly 
developed emerging technologies, and cloud solutions. Flexibility in terms of service quality, transaction man-
agement, degree of routing determinism, business rules, and policy management will likely be critical.

Vendor  
management

Technology footprints are trending toward more heterogeneity. Managing contracts, licenses, subscriptions, 
service levels, updates, patches, and release schedules should be a priority. More strategically, pursuing joint 
ventures or value-based arrangements with a mix of established players and start-ups can help fuel innovation 
and hedge against disruption. 

Architecture Architecture and design9 are the core currency of the Postdigital EnterpriseTM. While solution architects 
conversant with business processes and objectives will likely become the most sought after talent, enterprise 
architecture up and down the stack should be treated as a serious discipline with codified assets.

Enabling skills,  
methods, and 
tools

Each postdigital force requires a set of skills, methods, and tools that may or may not be mature in the orga-
nization – or even in the market. What are the right mobile app development tools for your needs? As “bring 
your own device” (BYOD) evolves to “bring your own app” (BYOA), what are the right mobile app manage-
ment (MAM) and mobile device management (MDM) approaches? Do you have the data science experience 
for valid taxonomy and pattern discovery that can allow actionable insight from the rising flood of unstructured 
data? Do you understand the people, process, and technology implications of an increasingly social business 
environment? What is the right blend of IT services catalog and business services catalog in the hybrid-cloud 
environment? What are the right methods for digital asset management and cyber intelligent innovation with 
the intersection – even collision – of analytics, social, and mobile in the borderless cloud? These questions 
should be addressed as the vendor space evolves with breathtaking speed. This calls for an experimental IT ap-
proach, using prototypes and multiple initiatives to find the most appropriate choices in an iterative manner.

2013 Insurance Technology Trends – Disruptors
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Lessons from the frontlines
Focus on the customer
Customers have more options than ever to interact with 
insurers through direct models, agents, digital and mobile 
interfaces, and social media. Insurance CIOs can drive in-
novation by focusing on the end customer experience. 

CUNA Mutual Group CIO Rick Roy stated, “We don’t 
win on price or product, we do win on delivering a great 
direct-to-consumer brand experience….We win on data 
insight as to who and how we are offering our products to 
that market.”10 CUNA Mutual is also looking at how back-
end improvements can also impact the customer experi-
ence, integrating customer interaction in the call center 
through a cloud-based solution.11

Insurers are looking beyond their insurance peers for 
customer experience inspiration. USAA, an industry leader 
in terms of its customer experience capabilities, has long 
admired Amazon.com Inc. for its innovative practices, 
including its easy-to-understand product recommendations 
through predictive analytics.12 

Team to succeed
Insurance CIOs are recognizing the need to team with busi-
ness and marketing peers to maximize the value of IT. 

As Piyush Singh, CIO of Great American Insurance Group’s 
Property and Casualty Operations mentioned in one recent 
interview “The first thing a CIO needs to do is understand 
the domain, create an ongoing conversation and an 
engagement model that involves learning and participating 
on the front lines. It is important that the CIO be accessible 
to other executives and reach out to them proactively to 
understand their opportunities, their challenges and their 
aspirations. He/she needs to become a trusted business 
partner and advisor and someone that the business counts 
on to bring ideas and innovation into the enterprise.” Most 
of the critical business processes of an insurance opera-
tion, including claims, underwriting, service, and billing are 
handled electronically today. The role of IT as an enabler 
and critical component of the business is already estab-
lished. The new CIO’s role is more of a business game-
changer today spawning new ideas and using them to give 
a leading edge to the company.13

Grange Insurance CIO Michael Fergang believes that 
“by working with marketing partners, IT leadership can 
come up with effective technology solutions to marketing 
problems.” Fergang also believes that working with the 
CMO to align plans and architecture strategy and working 
together to understand how core systems impact the 
customer are keys to success.14 

CUNA Mutual CIO Rick Roy stated, “Whether it’s your 
CMO or your head of the direct-to-consumer business, 
as a CIO, that person has to be one of your strongest 
working business relationships. My advice is to learn their 
language.”15

CIO as the Postdigital Catalyst
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CIO as the Postdigital Catalyst

2013 Insurance Technology Trends – Disruptors

Simplify IT and keep the business running
As business models evolve and cost pressures mount, 
insurance CIOs must lead the charge in simplifying the IT 
infrastructure to create financial and architecture flexibility. 
The Chubb Group of Insurance Companies’ Brazilian busi-
ness presented a complex infrastructure that was consum-
ing IT resources, limiting the company’s time-to-market for 
new capabilities and products, and negatively impacting 
customer operations.“16 The Brazilian business housed 
“approximately 60 software applications in a mix of several 
bespoke systems as well as off-the-shelf” with systems 
divided by lines of business, regions, and products. Even 
simple changes had to be implemented across numerous IT 
systems.”17

A mainframe-based legacy set-up is now being replaced 
by a niche product which resembles an enterprise resource 
planning (ERP) platform for the processes post-emission, a 
project due to complete in 2013.

According to Luis Ricardo Almeida, the CIO and primary 
driver for this effort, the focus for Chubb’s IT is to consoli-
date and reduce the number of applications by half, but 
ripping the entire core IT off and starting over is impracti-
cable. “We have emphasized the use of business process 
management (BPM) and Web services, regardless of how 
the back-office is organized,” Almeida told IT Decisions.
Almeida made the point that the trend to reuse compo-
nents and the avoidance of starting from scratch in IT can-
not be interpreted as unwillingness to innovate.

“You just cannot rewrite a system in this day and age. It 
is too expensive. But that is different from neglecting in-
novation. In fact, innovation is very much in the high-level 
discussions and there is an enormous pressure to deliver it 
despite the fact that, we need to keep the business running 
first,” the IT chief said.18
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Doug Albrecht
Director of Information Management 
Port of Long Beach 

My take

6

CIO as the Postdigital Catalyst

At the Port of Long Beach, we help move the nation’s 
goods. My job is to figure out how technology can 
support this mission effectively in today’s postdigital 
environment. All of the postdigital forces – mobile, 
analytics, cloud, social, and cyber – are at work at the 
Port of Long Beach. On the mobile front, smartphone 
and tablet apps are still emerging for us, but our 
“mobile first” direction will eventually allow everyone – 
from executives in Asia to engineers on the job site – to 
access the Port’s systems whenever and wherever. That 
said, we are pros with mobile sensors and machine-to-
machine. We already have many sensor technologies 
running at the Port: seismologic sensors alert us of 
earthquakes and potential infrastructure damage, RFID 
tags control truck access to our terminals, sewer and 
storm water control sensors measure performance and 
environmental impact and monitor security. 

Sensor data enters directly into our systems and moves 
all the way up to the analytics for operational dash-
boards. For example, we receive ship movement data 
that tracks entry to and exit from the harbor, all inte-
grated with our billing system. The Green Flag Program 
automatically applies incentive discounts to ships that 
manage their speed nearing the port, smoothing traffic 
and mitigating environmental impact. A Green Flag 
dashboard shows monthly and yearly performance of 
all carriers calling the Port of Long Beach.

We use a private cloud to get the benefits of business 
continuity, resilience, and ease of maintenance – even 
though it creates challenges of complexity and the 
need for different skill sets. Hardware is a commodity 
and eventually we will move to a public cloud. I would 
rather my team worry about Port business than memory 
needed in a new server.

In terms of social media, we’ve just begun to use it for 
external marketing. But internally, a sophisticated project 
management system connects people and information, 
creating a central source of information for large capital 
projects, like the $1.2 billion middle harbor project. We 
also recently implemented unified communications to 
facilitate collaboration between our employees. The next 
step will be to tie it all to mobile. 

Cyber security is an imperative. We are part of the U.S. 
Coast Guard’s cyber command center and participate in 
TSA’s Cyber Working Group for the transportation sector. 
We’ve implemented a hardened outer shell and deployed 
multiple in-depth tools and techniques. We also emphasize 
the “human firewall” by training our employees to under-
stand that no matter how many protections we have, if 
someone asks for your password and you give it to them, 
it’s all out the window. 

I have three pieces of advice for CIOs. First, know what 
team you’re on. I’ve come to realize that my team at the 
Port includes both IT and the Directors running other parts 
of the business. To do my job, I should understand what 
they’re doing, and communicate with them clearly. We 
invite Port Directors to our IT staff meetings to get to know 
them, learn how to better support their needs, and build 
a foundation of trust. Second, develop your people. Teach 
them leadership, communications, and how the business 
works. Third, trust your staff to do the work they’re sup-
posed to do. That will open up time for you to get out and 
see what else is going on. Being well-read is important, but 
not sufficient. It’s essential to meet and interact with other 
IT executives – to bring back ideas that will continue to 
make postdigital forces more valuable to your business. 
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CIO as the Postdigital Catalyst

Flying car future
Some predict the slow demise of the CIO19 – as if IT will 
become a utility, managed as a distributed function across 
the business. We predict the opposite. CIOs will likely 
not only become omnipresent on executive committees, 
but also become consigliore to CEOs as they navigate an 
increasingly digital business environment. 

Business in the future will likely be conducted as a combi-
nation of discrete services – command and control giving 
way to service levels and outcomes. In this model, outside-
in architecture20 becomes the norm, mandating a platform 
mentality when building new capabilities. Integration and 
orchestration of services are more than technical chal-
lenges – they may become the basis for market offerings. 
Social graphs trump organizational structures, computing 
becomes pervasive and ubiquitous, event-driven replaces 
process-driven thinking, and experiences may be valued 
more than fixed processes and predefined standards. 

The CIO of the future may look a lot like a venture 
capitalist – maintaining principles for what makes a solid 

investment, defining the boundaries upon which deals will 
be conducted, and driving funding, staffing, and strategic 
support based on often-changing needs and the emerging 
value of individual initiatives. Though innovation invest-
ments may dominate the portfolio, there will still be a need 
for care and feeding of the existing operating environment. 

Postdigital catalysts are not likely to commoditize opera-
tions and maintenance, but rather use it as a feedback 
loop to guide consistent improvement and more disruptive 
efforts. How people interact, how business is conducted, 
and even how the lights are kept on can provide insight. 

Finally, completing the shift to postdigital mirrors the shift 
from a product to an information economy. Much like 
the CFO manages the capital position of the organization 
and the Chief Human Resource Officer manages talent, 
the CIO will likely be responsible for information assets in 
many forms. This is especially important with the merging 
of the physical and the digital world, and with the shift to 
open arbitrage of business IT services. CIOs have had the 
important elements to the future in their very title. The CIO 
of the Flying Car Future will likely serve as the evangelist, 
translator, and arbiter of information – not only an impor-
tant corporate asset, but also the currency upon which 
dynamic new offerings can be constructed. 

2013 Insurance Technology Trends – Disruptors
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CIO as the Postdigital Catalyst

Where do you start? 
CIOs should begin with a self-assessment of their relation-
ships with fellow C-suite officers. How is the IT department 
perceived? Does the head of sales or the CFO have an 
opinion on the value that IT is creating for the organization? 
What do they know about the emerging postdigital forces 
of mobile, social, cloud, analytics, and cyber? What are they 
doing about them? And, very importantly, how are they 
engaging with IT to pursue potential benefits? 

•	 Seed	innovation.	Create a pocket within your organiza-
tion that has goals involving research and development 
(R&D). This can be heavier “D”, but it is important to 
explore the five postdigital forces and identify specific 
ways they can be applied to improve your business. Ask 
vendors and other business partners to fuel the ideation 
– not with abstract rhetoric, but with real examples 
with tangible outcomes. Find use cases that make the 
concepts real, regardless of industry or sector alignment. 
Innovation is just as much about the import/export flow 
of ideas than the “eureka” moments. Nurture the discov-
ery of these potential catalytic possibilities. 

•	 Have	essential	conversations. Sit down and talk with 
each functional head. Understand their priorities, solicit 
feedback on your organization, and start a dialogue 
about the potential of the Postdigital forces based on 
real-world stories you’ve uncovered. Find out if they’ve 
started dabbling in any of the areas – even at the 
conceptual level. Acknowledge the need for a different 
operating and delivery model in these new spaces. 

•	 Retool.	Few IT organizations are equipped to transition 
to the Postdigital era. Increased depth in both business 

and technical skills will likely be required, with a different 
mentality about what is possible, and what new tech-
niques are needed to deliver on the possibilities. Focus 
on business and technical architecture, creating expecta-
tions for both specialization and a broader understand-
ing across solution touch points and the entire delivery 
lifecycle. This new world will likely require the close 
teaming of people with a wide range of skills, so grow 
your postdigital innovation team with that expectation in 
mind. Use it to guide hiring, facilities build-out (the physi-
cal space they’ll be working in matters), and methodolo-
gies for planning and delivery. 

•	 Prototype.	Commit to expediting concept develop-
ment using your modified approach. Ground projects in 
business objectives and simple metrics. Fight for a single, 
empowered business owner who can guide both the big 
picture direction and the tactical decisions of the project. 
Create a cadence of releasable code every few weeks – 
even if many of the incremental sprints will likely never 
be widely distributed. Pilot as soon as possible, using 
user feedback to guide the future direction of the solu-
tion. Adopt the mantra of plan big, start small, fail fast, 
and scale appropriately. Rinse and repeat – adding addi-
tional domain areas across lines of business, and building 
towards more ambitious improvement initiatives. 
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Bottom line
It is the best of times. It is the worst of times. There has likely never been more potential for the CIO to 
shape business performance and competitive stance. The collision of the five postdigital forces creates 
complexity along with opportunity. The combination of analytics, mobile, and social for new triple-threat 
potential. Cloud allows marginal investment experiments with substantial business value. Cyber is impor-
tant for risk-intelligent innovation. Pressures to deliver value persist. IT departments that aren’t seen as 
reliable, efficient, and effective will likely be relegated to utility status. 

The CIO can lead the move to tomorrow, reshaping business as usual, and driving innovation. When CIOs 
catalyze the convergence of the postdigital forces, they can change the conversation from systems to capa-
bilities and from technical issues to business impact. Plan big, start small, fail fast, scale appropriately.

CIO as the Postdigital Catalyst
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Mobile Only 
(and beyond)2

Mobile technology enables innovations in how custom-
ers buy and how insurers price insurance. Tapping into an 
insurer’s “big data” repository, usage-based pricing models 
like pay-as-you-drive (PAYD) could be refined to be based 
on a number of key factors – including driving behavior, 
routes traveled, the claim history for a stretch of road, 
weather patterns, and even the other drivers on that route 
– and then packaged as a new auto insurance product 
through the power of mobile intelligence. For example, 
Mobile Life Guard, an app developed by the University 
of North Texas, uses the various sensors on smartphones 
to analyze vehicle, road, and driver behavior and record 
the data for future use, enabling more accurate and rapid 
underwriting.1 There are also apps that enable customers 
to report and track claims (Dutch Association of Insurers), 
provide alerts and reminders (Japan Tokio Marine’s mobile 
app), and provide quotes and illustrations (Life Insurance 
Quotes by IENetwork). 

Apps are just the beginning
A bevy of statistics triumphantly proclaim the arrival of the 
mobile era – from Internet traffic statistics to device sales to 
even broad measures of how people spend their time:
• In 2012, both Apple2 and Google Play3 surpassed 25 bil-

lion app downloads
• As of September 2012, Square is processing $8 billion on 

an annualized basis, up from $1 billion a year ago,4 and 
35 million Americans have completed purchases using 
Square5

• A survey of Web-enabled phone owners found that 80% 
of the participants multitasked on their mobile device 
while watching TV6

• As of December 2012, 13% of all Internet traffic origi-
nated from mobile devices7

• In the second quarter for 2013, the total global install 
base of smartphones and tablets is predicted to exceed 
those of PCs8

The explosion of smartphone and tablet adoption in the 
consumer world cannot be denied. And enterprises have 
taken note. Mobile initiatives have popped up in almost 
every corner of the business – looking to untether the 
workforce, engage customers more effectively, and reshape 
business-as-usual. CIOs are scrambling to deal with the 
outcry. To manage, maintain, connect, and protect devices. 
To imagine, build, deploy, and promote applications. And 

all the while, many are singing the gospel of “an app for that,” 
trying to close the gap between end-user expectations and 
current offerings. 

Against this backdrop, “mobile first” became a rallying cry 
in 2012, calling for each project, solution, or investment to 
strongly consider a mobile component. That’s where many 
companies stand today: wrestling with how to use mobile 
– specifically smartphones and tablets – to veneer existing 
operations and processes. Unfortunately, it’s been slow going. 
Our research shows that across the Fortune 100, only 62% 
of companies have some kind of publicly available app. Even 
fewer, 52%, have mobile-oriented websites (that is, a mobile-
specific site with a dedicated URL, such as m.url.com or url.
com/mobile).9

But things are changing, with the mobile ecosystem moving at 
lightning speed. Smart phones and tablets aren’t the only – or 
sometimes even the preferred – targets. Advances in embed-
ded sensors and actuators are driving powerful machine-to-
machine (M2M) use cases. Pattern recognition and contextual 
analysis, ambient access and connectivity, and mass adoption 
of natural user interfaces – voice, gesture, and beyond – are 
creating new modes for user engagement. The opportunity 
goes well beyond using mobile apps to do what you’ve always 
done differently. It’s about doing fundamentally different 
things. 

We’re entering an era of “mobile only,” with outcomes that 
would be impossible without today’s mix of persistent con-
nectivity, artisanal solutions that blend creativity and UX and 
next-generation engineering with devices. Uber, Square, and 
Project Glass would not exist without mobile. Neither would 
Whole Foods’ robotic shopping carts – which double as con-
cierges and personal, in-aisle checkout machines. As the cost 
of Bluetooth chipsets and WiFi continue to drop, suddenly it 
seems everything has the potential for intelligence – either as a 
stand-alone device or by tethering to a phone, tablet, or PC. 

In the post-PC era, mobile can’t be just a hobby. It’s not note-
worthy that your enterprise has great mobile apps; it’s note-
worthy if you don’t. As you move past experimentation, make 
sure you avoid getting stuck on Mobile First. Focus instead 
on the prospect of reinvention, based on the new realities of 
Mobile Only – and beyond. 
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Mobile Only (and beyond)

History repeating itself? 
We’re still in the early days of the mobile era. Deloitte research shows that leading mobile operating systems are less than 
five years old, and enterprise adoption has only just begun.10 IT professionals are barraged with hype from vendors and 
talking heads eager to announce the arrival of a new age. Coming in the wake of incessant cloud rumblings, discerning 
CIOs are wary of getting too far ahead of mobile’s intended promise. 

What were the challenges? What’s different in 2013?

“Web era” hype • “E” everything became the rule, as vendors 
saturated the market with retooled solutions to 
take advantage of the Web. Marketing over-sold 
products with marginal business value and unso-
phisticated technical architectures. 

• Web was approached as its own, independent 
domain – organizationally, technically, and opera-
tionally. As adoption hit maturity, the distinction 
became meaningless. eCommerce was simply 
another channel and business was inseparable 
from eBusiness. Organizations were left trying to 
integrate web divisions back into the fold. 

• The switch from thick clients to web presence 
was an important shift, but it still largely focused 
on desktops and laptops with broadband 
connectivity. The result was only a modest effect 
on the nature of technology services, or the types 
of problems that could be addressed. 

• While a land grab is underway across mobile, 
there has been a remarkable amount of stand-
ardization on platforms and services. From OS 
to micro-blogging to social sharing to location-
based recommendation services, a handful of 
dominant players have emerged in each market. 
And while the futures of individual vendors are 
far from certain, the services they provide and 
the use cases made possible will likely continue 
to thrive – providing a foundation for innovating 
beyond today’s definition of mobile. 

• Mobile will likely become a solution fabric, like 
the Web – present in almost every part of a 
business. And because mobile centers of excel-
lence are introducing multi-disciplinary, Agile-
based solution approaches, their usefulness will 
likely extend beyond the shelf-life of mobile’s 
novelty – and should be easily shifted to the next 
emerging technology. Companies are learning 
from their e-mistakes, thinking about omni-
channel sales, logistics, and marketing instead of 
domain silos.

• Mobile’s impact on business can be even more 
radical than the Web’s – removing physical 
boundaries as to where business can occur and 
who can conduct it. 

Asset intelligence /  
“Internet of Things”

• Sensor and embedded-chip pricing historically 
had not hit a tipping point allowing mass market 
adoption. 

• RFID backlash and uncertainly around NFC 
adoption slowed corporate investment – exacer-
bated by competing protocols11 and visible lack 
of support12 from industry leaders.

• Recent roll-out of next-generation printable tags 
and low cost/footprint components is making 
widespread adoption feasible. 

• Sector-specific innovation is short-circuiting 
adoption cycles. mHealth advances by conven-
tional consumer goods companies (e.g., 
Casio, Jawbone, Nike) and new entrants (e.g., 
AgaMatrix, FitBit, Vitality) are creating new 
standards – and encouraging a growing popula-
tion of niche players that are innovating on top 
of their platforms.
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Mobile Only (and beyond)

Technology implications
Many CIOs don’t need convincing on mobile. They understand that its potential is only beginning to be unlocked, and they’re 
excited about the chance to play corporate Prometheus – bringing emerging technologies to the business to spark innovation. 

But they’re also dealing with the complications of even today’s modest mobile adoption: bring your own device (BYOD) pres-
sures from line employees to the boardroom. Draconian restrictions around security, risk, and legal by the Chief Information 
Security Officer (CISO) and general counsel. Constituencies that are long on app ideas (some good, some great, some awful). 
And an IT organization that is ill-equipped to deal with the tsunami. Thankfully, the same building blocks needed for the tactical 
response can likely be re-used once the business embraces Mobile Only – and beyond.

Topic Description

Security and 
privacy

Organizations need policies and tools: To authenticate users. To control devices, applications and data. To provide end-to-
end encryption while at rest, in flight, and in use. To run content filtering and malware protection. To allow security event 
monitoring, logging, and response. Security policies and profiles should be tied to specific users and plausible scenarios, 
focusing remedies on likely incidents, not the infinite range of imaginable risks.

Privacy is a universal concern – from industry regulations, to legally protected information, to sensitivity about inappropri-
ate monitoring of behavior and social interactions. Industry-leading practices should be merged with organizational poli-
cies and governance to address today’s regulatory needs. Some very real technical design considerations unfold, including 
how to present, cache, and store personally identifiable information (PII) and transactional data to comply with the Pay-
ment Card Industry (PCI) Data Security Standards, HIPAA (Health Insurance Portability and Accountability Act), and others. 

Mobile 
device  
management  
(MDM)

MDM is an important dimension of security and privacy, allowing organizations to manage and control devices – especially 
as the definition of “device” grows beyond phones, tablets, and laptops. MDM allows for policies, provisioning profiles, 
apps, and data to be enforced, monitored, and protected. Patches, software (OS/app) updates, and automatic back-ups 
can be executed over the air. 

MDM can also allow devices to be triaged, disabled, or wiped clean if compromised. Mobile OS providers are trying to 
build more detailed management tools into their platforms. At present just two platforms, iOS and Android, account for 
the bulk of frequent mobile Internet users in most countries. The Windows 8 platform does not have a lot of adoption. 
Because of the crowded vendor landscape there will likely be consolidation in the coming year.13 

Digital  
content  
management

Mobile is forcing renewed attention on digital content, asset, and rights management – and downstream activities of 
monitoring, measuring, and analytics. “Multi-channel” mandates are maturing into “omni-channel” strategies – requiring 
consistency and completeness across whatever means of interaction a customer chooses. Content is at the heart of the 
experience, and is increasingly interactive, high resolution, and dynamically allocated based on customer and location 
context. 

Mobile  
architecture

Native, responsive Web, and hybrid (Web views within native app containers) application architectures currently dominate. 
But a new generation of cross-platform development tools have “build once, deploy many” and “low/no code” approach-
es. Many organizations will need to support a combination of these techniques, with appropriate choices being driven 
by business objectives and usage scenarios. But remember, the underlying data and services layers are just as important. 
Mobile middleware is an extension to many existing integration solutions, improving message delivery by parsing/buffering 
large data payloads and allowing for offline transaction processing.

One of the biggest challenges lies in integrating mobile apps with firms’ core application environments in a secure and 
stable manner. Digital insurance teams need to work closely with their colleagues in enterprise architecture and applica-
tion development to ensure that their mobile application is scalable, and can be easily integrated with other services, 
core processes, and infrastructure, rather than building yet another technology silo. The outcome of such planning and 
future forward thinking is the confidence that the mobile experience is pulling the most relevant consumer data from core 
systems.14

Mobile QA The end-user experience is king in mobile, and mobile QA should reflect that attitude. A baseline of automated scripting is 
encouraged – with compilation and build-verification addressing compatibility issues with the target device portfolio. This 
portfolio is likely to expand. Edge-case testing simulating connectivity and usage parameters of the end user are also nec-
essary – validating graceful feature degradation as signals lose strength, traumatic event handling if devices are dropped, 
and inadvertent interaction (e.g., “pocket dialing” equivalent for apps). 

Mobile  
center of  
excellence

Many organizations are approaching mobile with a non-traditional delivery model – embracing Agile methodologies using 
a multi-disciplinary team with unconventional skills such as creative directors, graphic designers, and user experience 
engineers. Regardless of consumer- or employee-facing scope, rapid development with a heavy emphasis on usability and 
design are needed – neither of which is a core discipline for many enterprise IT shops. Mobile and, more broadly, digital 
centers of excellence, are becoming commonplace, helping to bridge the historical divide between the CMO and CIO 
organizations.
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Mobile Only (and beyond)

Lessons from the frontlines
Leave your wallet at home
To keep up with the changing landscape, insurance 
companies are testing the potential for mobile to influence 
customer behavior. Life Insurance Marketing and Research 
Association (LIMRA) examined the mobile initiatives of 53 
life insurance companies in the United States and Canada 
and already, almost a third of companies have some sort 
of mobile initiative in place and another 30 percent plan 
to launch a mobile program specifically for their produc-
ers within the year.15 US insurance companies like GEICO, 
Nationwide Mutual Insurance Company, and The Progres-
sive Group of Insurance Companies invested in mobile early 
and continue to stand out for their commitment to mobile. 
Progressive’s latest mobile app lets customers get quotes, 
file claims, pay bills, and even save documents simply by 
taking pictures with their smartphones. The adoption of 
mobile claims applications among P&C insurers has surged 
in recent years. Internal, partner and customer-facing 
mobile applications are receiving strong interest in various 
regions across the globe, especially for customer first notice 
of loss. There has been an increase in interest in mobile 
applications for e-procurement, to be used in conjunction 
with property, auto, and physical damage claims adjusting. 
These apps enable adjusters to immediately order replace-
ment parts and request services for the customer (such as 
towing or repair), making the claims-handling process more 
efficient and eliminating the transfer of money direct to 
the customer (that is, payment is handled directly with the 
goods or service supplier from the insurer).16 

Help customers report and track claims
Leaders like Nationwide have offered mobile claims func-
tionality that uses the Global Positioning System (GPS) loca-
tion of the mobile phone for three or four years. Mobile 
claims management can reassure people, help them do the 
right thing in the right sequence, and help them use their 
cameras to take photos of an accident or use the GPS to 
find the nearest tow truck. For example, the Dutch Associa-
tion of Insurers offers a mobile claims app that customers 
of all insurance companies can use to report motor claims 
by taking a picture of the number plates of the cars in-
volved; this triggers a message to the insurance companies 
of all the parties involved and a text messaging procedure 
that functions as an electronic signature.

Provide quotes and illustrations
Leading companies use device hardware features to 
simplify the quoting process for customers and agents. For 
example, Progressive’s app uses a smartphone’s camera to 
take a picture of the license plate to get a car’s technical 
specs and to take a picture of the driver’s license to get 
other information needed to complete the application. 
Quoting functionality is becoming common in the United 
States, but remains rare elsewhere. By the end of 2014 the 
vast majority of life insurers will likely have apps specifically 
designed for mobile devices that allow agents to quote 
and illustrate their specific products. Insurers such as John 
Hancock have already rolled out their quotes and illustra-
tion apps for mobile devices. IENetwork’s Life Insurance 
Quotes app boasts the ability to do life quotes for more 
than 100 insurers. Agents using Transamerica’s LifeSales 
app can generate quotes; review, compare, edit, and email 
quote estimates; and browse marketing resources with 
the latest sales ideas, flyers, brochures, product guides, 
presentations, and videos. 

Enable customer self-service
Digital insurance teams are steadily building self-service 
functionality into their apps. GEICO offers a particularly 
wide range of functionality, letting customers view full-
screen digital ID cards, pay bills, view their discounts and 
coverage, get a quote for adding a vehicle, view claims, 
reschedule claim appointments, view driver and vehicle 
information, and update that contact information. GEICO 
customers can “bump” Android phones to exchange ID 
cards with other drivers in the event of a claim. 

Provide alerts and reminders
Mobile services can provide real-time information to 
keep customers up to date with everything from relevant 
financial news to weather warnings that could influence 
insurance risks like flooding or fire. In Japan, Tokio Marine’s 
mobile app uses location to tell users how significant their 
earthquake risk is when they’re getting quotes for earth-
quake insurance, which is not covered under homeowner 
policies.

Offer human assistance
Mobile devices can be instrumental in providing good 
customer service. In the U.K., Aviva plc’s MyClaims app lets 
people speak to someone immediately. France’s Groupama 
Rhône-Alpes Auvergne uses its mobile app to route cus-
tomers who need support from the call center in a more 
efficient and visual way. The mobile app helps customers 
speak to an advisor within 20 seconds, which is the firm’s 
service goal.
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Encourage careful behavior
Mobile services can encourage careful behavior, with the 
aim of preventing potential claims from happening; they 
can also create awareness of why customers need to insure 
for risks. For example, Dutch P&C insurer Interpolis offers a 
mobile app that shows road and weather conditions based 
on the location of the smartphone. State Farm’s Steer Clear 
mobile app is part of a comprehensive program that helps 
young drivers learn safe driving behavior and stay aware of 
hazards on the road. Mobile’s more compact form factor 
means that these experiences are more personal — unlike 
PCs, which can be shared.

Help customers understand their long-term needs
John Hancock’s Cost of Care Calculator app helps custom-
ers see the average current local costs for long-term care in 
various settings and cities across the U.S.; it also helps cus-
tomers estimate future care needs and the potential costs 
that they could incur on an inflation-adjusted basis. U.S. 
insurer Liberty Mutual Insurance created a game to help 
customers understand what it’s like to complete seemingly 
simple driving tasks as a senior, aimed at helping customers 
talk to a parent or loved one about their declining driving 
skills.
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Mobile Only (and beyond)

On a recent family vacation, my daughters and I rented 
jet skis. And I noticed something: our entire rental process 
was mobile-enabled. The operator scheduled our equip-
ment, swiped my credit card, and even issued a receipt 
from his mobile phone – and I later learned that he uses 
his mobile phone to arrange for maintenance too. This 
is just one example that “mobile only” is a trend that is 
here to stay. It’s changing the way we operate in both our 
personal and professional lives. 

At Deloitte, we have a five-pronged approach to take 
advantage of the mobile trend. The first prong is hardware: 
you can’t be mobile without devices. Companies take vari-
ous approaches, from “everyone will get the same device 
– and you’re going to like it” to “bring your own device to 
work, whatever it is, secure or unsecure.” We opted for an 
approach in the middle. Once a mobile device passes our 
security testing, we believe in offering it as a choice. 

The second prong is device management. In what we be-
lieve is in the best interest of our people and clients, we’ve 
chosen a tightly-managed approach, but without adopting 
a single, heavy mobile device management application. 

The third prong is our software. How do we feel about 
tablet, PDA, and multiplatform software? We did some 
experimenting to figure this out. There are many amazing 
apps out there, but at Deloitte, we have to tune to the 
business imperative. We have an enterprise app store, and 
we’re now globalizing it to unify our software experience. 

The fourth prong in our approach is collaboration. We 
fundamentally believe that mobile is a critical enabler to 
improve collaboration with one another. We’ve started us-
ing a web conferencing solution that allows us to join web 
conferences from our tablets and smartphones in addition 
to our laptops. Mobile web conferencing helps us not miss 
a beat with our teams and clients even when we’re on the 
go.

Larry Quinlan
Global Chief Information Officer
Deloitte Touche Tohmatsu Limited

My take
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And the last prong is handling the unknown answer to 
the question of “what’s next?” Can we radically improve a 
business process, like the Jet Ski operator working in a way 
that he couldn’t before? Will mobile help us deploy our 
people? Manage skill sets? Write proposals? Maybe it’s not 
revolutionary, but what if we could use mobile to manage 
office space? Monday through Thursday our offices are 
virtually empty, yet on Friday you can’t find a seat. What if 
our badges acted as real-time sensors to improve manage-
ment of our space, and ultimately saved tens of millions of 
dollars? 

How do we measure our achievement? We’re in the 
people business, so improvements in productivity provide 
us with a competitive advantage – but the impact is hard 
to measure. However, consider this: today, if you land after 
a six-hour flight and have 89 messages in your inbox, by 
the time you get through Customs, you’ve cleared most of 
them. Before mobile, you’d have had to get to the hotel 
and fire up your laptop, and spent your night on those 
89 emails. It’s hard to argue that mobile doesn’t improve 
productivity. 

Many CIOs, myself included, like to be in control. But with 
mobile, my advice is to not try to control it completely. 
Consider an experimental approach to developing apps – it 
will likely teach you something. Listen to your people, and 
get an improved understanding of how they are using 
mobile. Build prototypes, get feedback, and throw them 
away. This is hard to embrace, since nobody has ever said 
“let’s implement an ERP system, see what it does for us, 
and scrap it next year.” But mobile brings the need for a 
different approach. 

Ultimately, success is when technology supports the way 
we inherently do our jobs, so we need to figure out how 
to tie mobile back to our fundamental business processes. 
When we can finally affect business processes with mobile 
in a way that makes people say “Wow, I never thought of 
that!”…we’ve done our job. 

2013 Insurance Technology Trends – Disruptors
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Flying car future
We are already living on the cusp of mobile’s future. Mo-
bile and mobility are converging in the form of self-driving 
cars, now legal in three U.S. states.17 Digital wallets are 
delivering on the holy grail of a singular digital identity 
crossing our personal and professional personas. Society is 
trending towards connectivity and some form of comput-
ing embedded in almost everything around us, which 
we’re interacting with in more and more natural ways. 
Four forces are taking shape, defining the new face of 
mobile:

•	Convergence.	Mobile will likely become the anchor of 
our digital identities, providing a centralized, connected, 
always-with-us hub for services, information, entertain-
ment, and convenience across our personal and profes-
sional lives. Impulse computing is moving from luxury 
to the very fabric of how we interact with the world 
around us. Mobile is already the new camera, watch, 
book store, radio, car key, dictionary, textbook, address 
book, medical health record, sales tool, cash register, 
daily planner, calculator, customer service agent, ther-
mostat, and personal assistant. How long before it also 
becomes the new doctor, personal historian, retail store, 
personal manufacturing line (3D printing and replica-
tion), and official proof of identity? More compelling 
than the individual use cases is how they’ll converge in 
a mobile footprint accessible across different devices, 
as our definition of device evolves from a discrete piece 
of electronic equipment to a collection of participating 
nodes. 

•	Ubiquity. Virtually everything and everyone we interact 
with will likely soon have the potential to be wired –
containing embedded sensors and mobile technologies 
that allow new and advanced tracking of and interac-
tion with physical things. Portability of the ever-growing 
list of converging services will likely be expected. Sync 
almost any activity across almost any device. Begin 
reading the morning paper in your bathroom mirror and 
continue by listening to the text-to-voice version from 
the dashboard of your car during traffic stops. Then 

finish through the heads-up display from your glasses 
on the elevator ride to your office. Similarly, insurance 
customers will want to interact with their insurance 
providers whenever and wherever. For the environmen-
tally conscious, the context manifest in location-based 
services from insurers like Electric Insurance points them 
to their nearest electric car charging stations.18 Mobile 
apps such as fring enable group video calls, very useful 
for advisors who need to connect a prospect with com-
plex life or commercial insurance needs to a specialist at 
headquarters.19  

•	Transparency. The user interface is evolving. We’ve 
already moved from point-click-type to touch-swipe, but 
we’re still consciously interfacing with a device. Voice, 
gesture, and location-based services are likely to become 
the primary modus operando – unlocking new use cases 
for commerce, back-office, and personal lives. For exam-
ple, thanks to mobile’s location-based services, offers for 
insurance pop up on smartphones as consumers enter 
an airport terminal or stow their luggage on a rail car, 
as well as to meet the risk needs of sports enthusiasts as 
they approach a golf course, ski lodge, or marina. When 
buying insurance, consumers can click on QR codes or 
snap tags or do online searches with their smartphones. 
Esurance Insurance’s mobile app not only serves up the 
expected location-based information like the closest gas 
station or towing company, but also recognizes that 
users might have a cupcake craving while they’re wait-
ing for a damage estimate or a crumpled fender to be 
replaced.20  

•	Extending	reality.	Augmented reality is moving out of 
games and military and scientific environments into the 
mainstream enterprise. What you can read, hear, or feel 
is delivered based on how you gesture, move, and talk – 
sensitive to location and context, with information you 
need or want in a format that can adapt to the environ-
ment at hand. The defining developmental work of Sixth 
Sense from Pranav Mistry and Patty Maes in the MIT 
Media Lab’s Fluid Interfaces Group demonstrates that 
this is not science fiction – but rather business reality.21
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Where do you start? 
Many companies find themselves off to the mobile races 
– with efforts launching across business units and across 
functions around the globe. Prioritization and focus remain 
critical, but just as important is a bold vision to think 
beyond veneering today’s business and processes. This puts 
even more pressure on the enterprise enablement front 
– how to secure, build, integrate, deploy, and manage a 
new set of devices, services, and assets that are necessarily 
dynamic. Even in this changing world, there are some foun-
dational steps that many early achievements have followed.

•	 (Accelerated)	digital	strategy. Mobile is moving too fast 
for a prolonged academic exercise in strategic planning. 
Make no mistake – strategy is important. But it should 
happen in eight weeks instead of eight months. It should 
begin with opportunity identification – helping the busi-
ness discover ideas for reshaping customer, employee, 
product, and partner experience through mobile. And 
don’t forget about enablement – creating a roadmap 
for just enough foundational architecture, infrastructure, 
and management capabilities to be slightly ahead of the 
usage scenarios. 

•	 Cross	the	streams. Is your organization funding parallel 
efforts in content management, asset management, 
social, CRM, analytics, gamification, and mobile? If so, 
you’re not alone. At best, there’s redundant work being 
done. At worst, connections are being missed, and com-
peting priorities may be leading in drastically different 
directions. These efforts don’t necessarily have to be 
corralled under a single centralized team, though they 
increasingly are. But there are enough real dependen-
cies and overlap that they can’t be handled in isolation, 
either. 

•	 Lessons	from	kindergarten. Mobile is begging for 
show, not tell – especially as you start dabbling with 
advanced features. Even your most creative end users 
are subconsciously anchored in how things work today. 
You need to bring concepts to life – whether through 
illustrated user stories or wireframes or working proto-
types. Create a mobile ‘A-team’ with a mix of talents 
that include creative, UX, engineering, and sector and 
functional knowledge. Consider starting by deciding on 
a target platform and have them come up to speed. Let 
them earn their stripes on a particularly juicy use case 
with clear business value. Also, consider using them as 
the inner circle of your mobile center of excellence – 
guiding choices as mobile moves from an experiment to 
a core strategic discipline.

•	 Eat	TechCrunch	for	breakfast. Inspiration is likely due 
more to the importing and exporting of ideas than to 
“eureka” moments of radical breakthroughs. Who in 
your organization is monitoring the start-up community 
and technology blogosphere for anecdotes that may 
seed your next big thing? Especially in mobile, use cases 
are remarkably portable across industries. Consider mak-
ing team members accountable for staying current on 
what others are doing. Create social platforms for the 
broader organization to engage around these potential 
sparks – with the added benefit that ideas and com-
mentary will likely not dissipate into the ether of isolated 
inboxes, but instead will remain persistent assets whose 
value may not be unveiled for some time. 

•	 User	down,	not	system	up. Meeting user expectations 
starts with research and data-driven inquiry to under-
stand the target users’ needs, desires, and routines. 
These insights drive the early-stage strategy and feature 
ideation process. Because customers interact with com-
panies through a variety of touch points – from browsing 
a website to calling a customer service associate – it’s 
important to consider each interaction through the eyes 
of the customer. 
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Bottom line
Mobile is more than just the latest step function in tech innovation. It is a fast-moving engine that is funda-
mentally reshaping operating models, business models, and marketplaces. The start-up and venture com-
munities have embraced this notion – but the Fortune 100 have been slow to react. Organizations should 
move boldly to establish themselves in the mobile era – and be prepared to ride the tsunami as it evolves. 
Those who do not may be left behind in its wake. 
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Social Reengineering 
by Design3

Shaking off the business constraints of  
19th century platforms
Modern corporations owe their structure and operating 
models to the birth of the industrial age, where bureau-
cracy, hierarchy, and specialization of labor were paramount 
for efficiencies and scale. Clearly defined roles and respon-
sibilities, strict processes, and a “C3” (command, control, 
and communications) mentality are tenets of the model 
prescribed by Max Weber, adjusted by Henry Ford, and 
refined by Michael Hammer. 

In a 2012 publication, the National Associate of Insurance 
Commissioners (NAIC) noted that “Insurance companies are 
using social media to increase visibility, enhance familiarity, 
develop relationships and build trust. While the generation 
of exposure is often considered the primary advantage of 
using social media, another key use of social media by the 
insurance industry is to provide customer service in order to 
build and maintain relationships with consumers. The insur-
ance industry has built its foundation on networking and 
building a good reputation. Because of this, the potential 
value of social media to insurance companies and produc-
ers is quite extraordinary. As a result, insurance companies 
are investing a great deal of time and resources in social 
media.”1

Many insurers have found success in the model. But cur-
rent business practices constrain individual responsibility, 
accountability, and capability. Sometimes that’s due to real 
or perceived boundaries of a specific job. Often it’s because 
people are simply unable to navigate the organization – 
find the right information, specialists, or decision makers 
to grow ideas, build relationships with people with similar 
interests, or effectively work together in a multinational, 
matrix reporting environment. 

Compare that with the intended goals of social business2 
to amplify individual passions, experience, and relation-
ships for the benefit of the enterprise – invisible connec-
tions and characteristics within the physical manifestation 
of our organizations. The objective is to align the interests 
of the individual with the mission of the business and every 
other employee, while harnessing universal qualities of in-
dividual worth: content, authenticity, integrity, reputation, 
commitment, and reliability.

The real potential of social business involves breaking 
down barriers that limit human potential and business 
performance. But it requires fundamentally rethinking how 
work gets done and how value is created in the Postdigital 
era – social reengineering of the business. 

The strategies, practices, and technologies of social 
business are maturing. No longer viewed as a fad or a 
distraction, different parts of many insurance organiza-
tions are already realizing the potential. Marketing and 
public relations have established listening posts to track 
consumer sentiment in the public social sphere. Sales and 
customer service are integrating customer contacts across 
channels and connecting with R&D, manufacturing, and 
fulfillment. Customer command centers move beyond pas-
sive monitoring, using social channels to actively engage 
with personalized outreach, promotions, issue triage, 
and product support. CIOs have initiatives underway to 
give employees social tools for collaboration, finding and 
mining the knowledge of the enterprise, and creating new 
intellectual property assets with a more enlightened, user-
centric approach to knowledge management. 

While this is progress, it is only the beginning of what’s 
possible. Many insurance companies are stuck on “what 
social media and social technologies should I deploy, and 
how can I get my people to use them?” They’ve adopted 
the pattern of starting with a new social tool, bolting it 
onto existing processes, and hoping for a desired result. 
This approach may improve, but it does not transform.
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Instead, reexamine your process automation designs (ERP) 
and your information automation designs (analytics) to 
seize the value afforded by a truly, transparently connected 
enterprise. Where in those designs are there assumptions 
of isolated specialization? Of limiting linear transactional 
processes? Of limited flow of information and context for 
decision and action? Of same-time, same-place require-
ments for employee productivity and capability? Where are 
the processes and systems constrained by traditional C3 
methodology? Where can you relieve organizational and 
process barriers to give customers, teams, and suppliers 
social collaboration, communication, and monitoring tools 
to help them perform?  How can you empower people to 
transcend the limits of the pre-defined processes to do the 
right thing and maximize the value of each interaction? Re-
alizing the potential of social reengineering isn’t a “project.” 
It’s a strategy. And it’s not serendipity. It’s intentional – by 
design.

Social Reengineering by Design

Because of the immediacy of posted digital images and 
video clips, and the accessibility of reaching out to insur-
ance companies via social media, the insurance industry has 
stepped up its game to become more social. Trade publica-
tion Business Insurance notes that insurers are using social 
media for company branding and marketing purposes, but 
more frequently they’re using it in claims work for bigger 
advantages.3 
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Social Reengineering by Design

History repeating itself? 
Social reengineering is predicated on social business – which is still often confused with similar sounding, partially related 
terms such as social media, social networking, and social computing. But beyond that, the concept of rewiring organiza-
tions based on technology draws comparisons to the ERP revolution of the 1990s. But this is more than BPR2.0, so what is 
different about social reengineering? 

What were the challenges? What’s different in 2013?

Social business / social  
network / social media

• There has been a lack of clarity around the 
definition of these concepts – which has caused 
misperceptions and less-than-impactful early 
adoption efforts. 

• One-off investments in social have yielded 
incremental effects. Layering in social tools to 
existing rigid processes, or without empower-
ing (and incenting) individuals to take on more 
responsibility, only adds new tools to conduct 
yesterday’s business. Gains can be seen by using 
social merely as a new channel for communica-
tion, knowledge, and content management – 
but its full potential is not realized.

• There is growing consensus over these terms, al-
lowing the focus to shift from debate to putting 
the concepts to work. 

•	 Social technologies are the tools that connect 
people, information, and assets across time and 
place. Not just about content, but more about 
context and community.

•	 Social media are the places where people as-
semble to do work. In this context, the primary 
implication is assembling and working electroni-
cally. 

•	 Social network is the actual embodiment of who 
knows what and who knows whom – the collec-
tion of connections and interests expressed in a 
connected social graph. 

•	 Social business is the concept of activating social 
networks using social technology and media 
to create business value, across any number of 
functional or business processes. 

•	 Insurance companies are now beginning to 
leverage these social platforms not only for mar-
keting and brand building, but also to improve 
the underwriting and claims process. A year-end 
study conducted in 2011 with a sample of 62 
North American P&C and life insurers found that 
16% of life and 19% of P&C insurers planned to 
adopt social media in 2012.4 

Business Process  
Reengineering (BPR)

• BPR and the ensuing ERP wave were about 
efficiencies and scale – standardizing and 
automating business processes, weaponizing 
the industrial hierarchy. This remains valuable 
for parts of the organization, especially finance 
and manufacturing. It had little concern for 
the individual employees, and even less for the 
customer. 

• Rigid processes and standardized roles and job 
functions made it hard to respond to changes – 
or to respond to individual customer requests. 
What your employees – and, in some respect, 
your business – can do had been pre-deter-
mined.

• Assumptions embedded in business cultures and 
limitations of previous technology approaches 
required command and control designed into 
systems and platforms.

• Organizational complexities have grown, 
customers and employees are more empowered, 
and market conditions are more dynamic than 
the post-industrial BPR age. Profitability is no 
longer only a function of scale, but of motivation 
and sentiment.

• Much of business continues to occur outside of 
the boundaries of traditional tools and standard 
operating procedures, relying on human engi-
neering (e.g., personal relationships, live conver-
sations) to answer questions, share new ideas, 
and do their jobs. Social reengineering looks 
to provide platforms that support the behavior 
of the leading employees, while also removing 
unnatural constraints of existing standards and 
processes. 

• Insurance companies are beginning to break 
these legacy barriers by leveraging social media 
to encourage conversation and collaboration 
among employees, customers, potential custom-
ers, and other stakeholders.5
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Technology implications
The underlying technology may be the beginning of the social reengineering journey. But providing platforms for sharing, 
discovering, connecting, and cultivating individual ideas and knowledge for the communal good is not a trivial endeavor. 
Open communities that span organizational boundaries should solve legal, compliance, and intellectual property concerns, 
without extinguishing the enthusiasm of their participants. Specific technology implications include:

Topic Description

Social computing Social tools to improve how employees codify their knowledge, share their deliverables, work jointly 
on shared tasks, and communicate – including wikis, enterprise social media platforms, idea markets, 
specialist finders, and digital asset/content management solutions. The technical implications remain 
very real: entitlement and privacy rights, archiving strategies, discoverability, version control, and more. 
But social versions of these tools de-emphasize artifacts themselves (tagged documents, explicit listing 
of skills, tight hierarchies of repositories) in favor of the power of the network to provide context and 
community – using ratings or “likes” to communicate the quality of assets, allowing interactions to be 
shared and discovered so that others can benefit from a question that was answered, and creating 
digital exhaust of who knows what, who knows whom, and how works gets done in the organization.  

Social monitoring A common part of many social reengineering efforts is building the capability to listen, track, and 
analyze brand, product, and individual customer sentiment. Tools such as Collective Intellect, Netbase, 
and others have relatively low technical complexity for initial configuration. However, greater skill and 
experience is required in tuning the models, thresholds, and analysis to yield more insightful, action-
able results. The products are progressing in interpreting nuanced emotion and subtle, sarcastic, or 
idiomatic expressions, but there is still no substitute for experienced human interpretation to calibrate 
results and adjust models.

Digital content  
management / digital 
rights management

Community and context are critical, but content also plays a significant role. Digital management of 
access, entitlements, and rights requires digital asset management, content governance, and steward-
ship, and tools to enable sharing, distribution, and discoverability of content. Regional and industry 
laws and regulations should be considered – affecting where content can be created, stored, and 
accessed. 

Social platforms and 
gamification6

Social business platforms require integration of the five postdigital forces – analytics, mobile, social, 
cloud, and cyber. Each individual force can be challenging. Therefore, a roadmap of incremental 
advances may be the right approach. The need for authenticating individual personae, enforcing their 
personalized security and privacy profiles, and allowing traversal and transaction across their collection 
of interests and connections is a foundational need for many social businesses. If the vast majority of 
activities are internally-focused, traditional directory services such as Active Directory, Open Directory 
or OpenLDAP can provide authentication and entitlement services, and social collaboration tools can 
help manage relationships and sharing preferences. Social businesses extended beyond enterprise 
boundaries pose a bigger challenge. Several vendors have created open APIs to help – but many as-
sume adoption of their own proprietary identity mechanisms. That is exacerbated with integration to 
mobile application tools and platforms. 

Finally, while gamification is a powerful approach to both enabling and transformative social business 
platforms, the gamification solutions are immature and evolving. In addition, they introduce their own 
patterns and approaches to mobile and cyber. Adoption, integration, and orchestration will likely be a 
multi-year journey.
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Lessons from the frontlines 
Behind the (reengineered) curtain
Allstate Insurance made a conscious decision (by design) 
to engage its employees – including business leaders, 
technology groups, call center specialists, and claim adjust-
ers – to help solve some of the biggest challenges facing 
the company. To do so efficiently, Allstate utilized Spigit, a 
social innovation platform that employs crowdsourcing – a 
technique for gathering input from many people at once – 
to find transformative ideas that drive growth. 

Allstate’s innovation team used Spigit to collaborate with 
an internal business partner to crowdsource ideas specifi-
cally focused on an issue that a partner wanted to address. 
This idea-generating activity is known as a “blitz”. Over 
the past two years, the innovation team used Spigit to 
stage one to three blitzes per month and engaged over 
20 distinct Allstate business partners. Together, Allstate 
Insurance employees generated over 2,500 ideas. Through 
this process, Allstate reduced its product development 
cycle time by as much as eight weeks and has successfully 
implemented ideas including claims leakage improve-
ments, employee recognition concepts, and mobile phone 
applications.7

Instant feedback
Increasingly, insurers are using social media as a plat-
form for affordable, effective market research. By asking 
customers to rate new product offerings and encourag-
ing product and marketing ideas, insurers are generating 
feedback for use in enhancing products and reducing time 
to market. 

In 2009, USAA engaged ratings and reviews service Ba-
zaarvoice to present feedback tools to members on the or-
ganization’s site USAA.com. Within the year, thousands of 
members had provided reviews, which USAA used to drive 
product improvements, improve website conversion, and 
increase interactive marketing effectiveness. This imple-
mentation garnered significant interest among members. 
Within seven months of its initial implementation, USAA 
received 16,275 reviews across its various lines of business, 
with an average product rating of 4.4 out of a possible 5 
stars. Of the member posts received, USAA recorded an 
approval rating of 86%, compared to the average rate of 
71% of other financial service websites. In addition, the 
percentage of shoppers who viewed the auto loan product 
page that went on to start an application in the same ses-
sion increased from 28.4% to 30.1%. Similarly, quote starts 
on the auto insurance side grew from 30% to 31.1%. 

USAA estimates that in the first year alone, this increase 
in application starts resulted in almost 16,000 additional 
products and policies across its five main product lines. 
Additionally, there was a marked improvement in USAA’s 
marketing effectiveness. For example, a USAA banner ad 
with integrated ratings and reviews by members resulted 
in a 32-fold increase in acquisition versus a banner without 
the ratings and review element.8

Collaboration at the speed of social
Global reinsurer Swiss Re had struggled with the loss of 
institutional knowledge due to attrition, reduced travel 
budgets, and knowledge workers spread throughout its 
global offices. To continue to deliver value to its customers, 
the company needed to build its intellectual property and 
reduce operational costs. 

Using Jive, a social business software platform, and closely 
integrating it with existing tools, Swiss Re implemented a 
self-service community that allowed employees to organize 
themselves and address the company’s business topics 
while collaborating on client services. Called Ourspace, 
the platform facilitated teamwork across business units, 
regions, and time zones as measured by broad-based 
participation and engagement. Seven weeks into launch, 
over 61% of potential users were involved, more than 375 
groups had been formed, 600 people had generated con-
tent, 1,000 people replied and commented on discussions, 
and 2,200 people had changed their profiles or joined a 
group. This collaboration resulted in use cases with clear 
positive business impact and Swiss Re realized cost savings 
from decommissioning legacy systems and technologies 
and reducing travel budgets.9

Community problem solving
What do chess rankings, grocery shopping, pharmaceuti-
cal development, and space travel have in common? These 
represent some of the topics for predictive modeling 
competitions hosted on Kaggle, a two-year-old platform 
for big data analytics. Organizations pose issues such as 
“when will shoppers go grocery shopping next?” or “how 
do we predict the likelihood of side effects during the drug 
development phase?” and provide a dataset for analysis. 
Kaggle then converts the issue and dataset into a contest, 
and the research community competes for a prize paid by 
the sponsoring organization. 
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Kaggle provides a social platform for entrants to test and 
demonstrate their skills, as well as open up opportunities 
for collaboration. Entrants into Kaggle competitions come 
from more than 100 countries and vary in disciplines from 
computer scientists and statisticians to students in glaciol-
ogy and signature verification.10 Cross-disciplinary teams 
naturally form as competitors reach out to each other to 
collaborate in contests. 

In its two years of operation, Kaggle’s community members 
have contributed nearly 180,000 entries and participated 
in 67 competitions. By having multiple participants testing 
different techniques in a competitive atmosphere, promis-
ing solutions bubble to the top in a timelier manner than 
in a typical problem-solving process. For example, in one 
competition, the Kaggle Community was able to improve 
Allstate Insurance’s claim prediction ability by 271% in three 
months.11 

Kaggle has also recently collaborated with Greenplum to 
allow companies interested in contracting big data jobs to 
reach out to the organization’s community members.12 By 
identifying leading minds in data analytics, organizations 
that want to improve their predictive capabilities can mine 
for talent across the globe.

Secure communication and collaboration
While life and P&C insurers have adopted social media in-
ternally, it remains uncertain how many can effectively man-
age interactions on social networking sites like Facebook, 
LinkedIn, and Twitter to enable collaboration between 
agents and their customers and prospects. An additional 
challenge with enabling collaboration is the requirement set 
by insurance industry regulators that conversations on social 
networks be supervised by their firms. 

For these reasons, Northwestern Mutual has leveraged 
the tool Hearsay Social, a social media compliance and 
management platform that can increase leads, referrals, 
and revenue while complying with the Financial Industry 
Regulatory Authority and state insurance advertising re-
quirements. Northwestern Mutual has equipped more than 
6,000 agents with this tool, enabling them to increase the 
opportunities social networking has to offer.13

Improved marketing ROI
Aflac, a large provider of supplemental insurance, wanted 
to increase awareness of its products and services. As 
part of its strategy, the company launched a social media 
campaign known as “The 10 Second Challenge” through 
Facebook and YouTube. The company offered a grand prize 
of $25,000 for the best 10-second video describing Aflac’s 

value.14 Within the first two weeks, the insurer acquired 
170,000 new Facebook fans and almost 200 consumer-
produced videos featuring the Aflac brand watched more 
than 250,000 times that could be leveraged in future 
marketing initiatives. Without spending much money, this 
initiative led to very high customer engagement brand 
exposure for the company.15

Global expansion and enterprise collaboration
Having employees in 11 countries and customers in almost 
200 countries, Bupa, a UK-based healthcare organization 
with travel and health insurance services, suffered from 
its global expansion, which led to many of its employees 
effectively working in “silos.” The company needed to ad-
dress the most efficient way to remove barriers that would 
allow employees to communicate and work together across 
multiple countries, time zones, and work sites to best serve 
their customers’ needs.

Bupa explored a number of different options and eventu-
ally became convinced that the Jive platform would help 
lead them to a viable solution. The company rebranded the 
platform Bupa Live, which offers forums, discussion groups, 
polls, blogs, news feeds, video and document creation, and 
keyword tagging capabilities for communicating, collabo-
rating, and sharing information across business units.

Value was quickly realized – and at a large scale. A survey 
of 700 employees estimated cost savings that totaled over 
$300,000 through enhanced collaboration and engage-
ment, which could translate into millions of dollars if 
extrapolated to all users. Bupa estimated that 1% to 2% of 
the 10% sales increase in the business-to-consumer Tele-
sales & Telemarketing Group can be attributed to the team 
supporting each other on Bupa Live. An iPhone app took 
less than half the expected time to develop, saving over 
$30,000 for the Mobile Development Group – progress 
that would not have been possible without Bupa Live. Bupa 
has also reported event cost savings of over $72,000 for its 
annual Bupa Business Forum, cost and time savings in set-
ting up communities of practice of $3,000, improved global 
communications, and increased employee satisfaction and 
engagement by 10% – all of which can be attributed to the 
transparency that Bupa Live provides.16 

Summary
While forays have been made in the use of social media 
by insurers, social reengineering is still in its infancy. Some 
insurers are already moving in the direction of social media; 
however most others are hesitant about such a sudden 
change in company practice, and will likely be slow to work 
with social media as a preferred mechanism. 
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Social Reengineering by Design

John Hagel 
Co-Chairman
Deloitte LLP Center for the Edge

My take

Social Reengineering by Design involves using technol-
ogy in a more thoughtful and broad-based way to meet 
business needs in a social context. It is front and center to 
the question of How can and should people connect to 
advance business objectives? 

The traditional 20th century corporation was often about 
efficient scale through tightly specified and highly integrat-
ed activities. There was a predictable performance curve, 
but at times it turned out to have diminishing returns. It 
seemed the more experience you had in an industry, the 
harder it was to get to the next level of performance. This 
pattern made it difficult to tolerate – much less encourage 
– innovation, experimentation, and learning. Today, change 
is occurring at an accelerated pace, as past practices and 
approaches become less suited to new market and industry 
needs. What was once efficient isn’t always efficient 
anymore; there are often people in the wrong place, at the 
wrong time, scrambling to reorganize to meet the needs 
of the marketplace. The opportunity exists to create a new 
set of platforms – social platforms – to scale learning and 
effective innovation, while still supporting efficiency. It’s 
not “either/or,” it’s “both/and.” 

Social platforms can be applied to achieve both broad and 
narrow business goals. For example, social reengineering 
can be used for exception handling – managing the things 
that get thrown out of automated processes that individu-
als need to resolve. Social technologies can allow people to 
handle exceptions in a more efficient way, perform pattern 
recognition, and see what exceptions may be indicative of 
changing needs in the marketplace. 

Another application for social reengineering involves learn-
ing and talent development to support building skills wher-
ever, whenever, and for whomever. If you’re serious about 
learning, driving performance, and developing talent, look 
both inside and outside the four walls of your organization. 
Bill Joy famously said, “No matter who you are, most of 
the smartest people work for someone else.”17 Connecting 
inside with outside can change your frame of reference. 
Often, the more people you draw into your network, the 
faster the entire network learns. 

How can we articulate not just the opportunity but the 
imperative to move toward scalable learning? How can we 
go in – in a very surgical way, with modest resources – and 
demonstrate the impact of this shift? Begin by systemati-
cally identifying the metrics that matter. Senior executives 
are typically focused on financial performance. Middle 
managers are usually more concerned with operating met-
rics. Frontline managers often address the activities and 
behaviors affecting those operating metrics. 

First identify specific opportunities in the financial metrics, 
drill down to the important operating metrics that impact 
those financial metrics, and then look for the frontline 
metrics that can impact the operating metrics that mat-
ter. By taking this approach, you can target the deploy-
ment of social technology in ways that get the attention 
across levels of management and move the needle for 
the entire organization. Second, resist the temptation to 
get a gold-plated solution. Use an adequate product for 
social-enabling the target area of the organization. Actively 
monitor the impact on the relevant metrics, perform timely 
iterations to strengthen impact on these metrics, and 
engage broader support and sponsorship. And third, keep 
an eye on the bigger picture. The absolute level of per-
formance is often less relevant than the pace of progress; 
the snapshot of year-over-year performance is often less 
telling than examining the trajectory over time. In a rapidly 
moving business environment, even strong performance 
can be overtaken – winners can accelerate performance 
improvement over time.

Social platforms help address the important element 
of tacit knowledge – experience that’s hard to express, 
and gained in time. Scalable learning is often less about 
codified knowledge and more about connecting, building 
relationships, and developing trust that prompts people to 
share what they know. Connecting to knowledge is often 
less important than connecting with one another. That’s 
the design of social reengineering. 
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Flying car future
In business today, content is king – the things I know, the 
things I do, the things I produce. This applies both to “I” 
at the corporate level and at the individual contributor 
level. Looking five or ten years down the line, there may 
be a fundamental shift – where context and community 
become at least equal (if not more important) players than 
content. A more fully socially reengineered world of busi-
ness platforms. What does such a future look like?

Context in its simplest form is the interrelated conditions 
in which something exists or occurs. For example, a claim 
is the content – the where, when, and by whom the claim 
is made is the context. Who is the policyholder? What 
does his/her recent social media activity look like? Can 
any patterns of behavior be identified? Is the policyholder 
connected with other parties involved in the claim? This 
context can provide analysis of a claim to determine 
whether or not it is legitimate, which is important given 
that fraudulent claims account for 10% of the P&C indus-
try’s loss adjustment expenses. 18

The explosion of geo-location data; big data tracking 
digital exhaust across social, web, and inside-the-enterprise 
sources; and mobile devices capturing video, tempera-
ture, location, bio-metrics, and other data are providing a 
treasure trove of context. The inevitable convergence of 
personal and professional digital identities is an important 
factor – promoting correlation across an individual’s mul-
tiple personas – to unlock the power of context. 

Communities will likely continue to evolve the meaning and 
utility of relationships. As highly specialized social platforms 
emerge, lexicons will likely form to guide how a given topic 
is discussed. Social currencies will likely form around levels 
of knowledge, engagement, and cooperation. The organi-
zations of tomorrow may see a shift in employment models 
– instead of having the majority of work conducted by 
full-time employees, dynamic workforces may be tapped 
based on well-described areas of need. This already exists 
for low-level, low-skill tasks. But it could easily expand to 
more strategic functions. The tendency to stockpile knowl-
edge and protect with a “need to know” mentality would 
shift to value knowledge flows, with “need to share” ruling 
sensibilities.19 

If context and community become the basis for flying car 
competition, then the ability to dissolve and reconnect 
business processes and their underlying systems becomes 
critical – responding to the community’s needs based on 
the context of the market and operation conditions of the 
company. Outside-in architecture20 moves from a thought 
experiment to a mandate. Information and attention 
become the scarce resources, and the new economy is 
dominated by those organizations that can identify, share, 
and amplify experience – across geography, language, and 
domain constraints. 

Very real constraints are in play today that can curb this 
vision – HR policies, regulatory, labor agreements, tax, and 
international trade, to name a few. There will likely be a 
chance to influence some changes based on the realities of 
the new market – and to push broader reform in light of 
demonstrated business innovation. 

Social Reengineering by Design
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Where do you start? 
Social reengineering by design is about a deliberate ap-
proach to recognizing legacy assumptions that may be 
constraining your business performance, and making your 
business social. It can require applying the social mantras 
of transparency and trust, creating new ways to motivate 
your employees and customers, and reshaping the content 
and context of work. While this is about technology-
enabled transformation of business, the correct order of 
operations is still often strategy, then people, then process, 
then technology. 

•	 Choose	your	target.	To start, select a business objective 
in an area which could potentially be positively disrupted 
if viewed as a social platform. Find areas where there 
is a natural community of stakeholders that could be 
tapped, but are currently poorly activated. Places where 
people, information, and potentially operational assets 
could be brought together in a social network for a 
business purpose. Don’t let today’s behaviors limit ex-
ploration. One example might be complex life insurance 
cases or planning scenarios – linking your agents with 
specialists in the home office, consumers or third parties, 
such as accountants and attorneys. Think through busi-
ness objectives for the area, and what outcomes could 
be influenced if reengineered using a social mindset.  

•	 Social	discovery. Identify the social network(s) relevant 
to accomplishing the selected business objective. This 
may cross your organization, customers, and business 
partners – but also external third parties (other vendors, 
academics, luminaries). Social reengineering is about 
community, context, and content – in that order. For 
likely candidates, do some digging. Who are the players 
that form the community – across internal hierarchies, 
within customer organizations, at business partners, 
or external parties? What are their relationships to the 
target objective? What content and context could em-
power the community? 

• Carrots and sticks. Articulate meaningful incentives for 
the identified social network to engage in the selected 
business goal. Participation is personal, so this is likely to 
be customized to the various personas being engaged. 
How do their interests align, and what are the kinds of 
personalized incentives could be laid out to encourage 
participation in the social platform? 

 

•	 Think	from	scratch.	What constraints are holding 
back the target area – operationally, organizationally, or 
technologically? They could be functions of the corpo-
rate structure, communication gaps, unwillingness or 
inability to collaborate, geographical concerns, perceived 
inequalities based on career levels, “not invented here” 
biases against external parties participating, or general 
political distractions. Or they could be well-defined 
restrictions based on regulatory or legal issues. Reengi-
neering will likely require some drastic changes. From 
the constraints identified, which ones are within your 
company’s control? Will leadership help break through 
conventions and support the team through what may 
be an uncomfortable transition? Resist the instinct to 
standardize the new process up-front. Set boundary 
markers to guide behavior in the reengineered world, 
but leave freedom for experimentation and observe how 
work is getting done, and how the community is engag-
ing. Let people stroll in the proverbial grass – and wait 
to pour concrete sidewalks until you understand where 
they are actually walking. 

•	 Final	stop	–	the	tools. Now is the time to look at tools 
and technology solutions – after clarity around business 
objectives, social platforms, communities, incentives, 
and reengineering ambitions. By now there’s likely a 
handful of solutions deployed across the various lines 
of business. These opportunistic social efforts don’t 
necessarily need to be shut down, especially as they’re 
likely aligned to “no regret” pieces of the social value 
prop – listening, analytics, and customer outreach. See 
what investments have been made and what can be 
reused, but don’t give undue preference to a stack just 
because a pocket of the business has already procured 
it. Make a strategic platform decision based on the 
broader transformational nature of the reengineered 
vision. Of course, looking at the tools may generate new 
ideas about constraints, incentives, or span of the social 
network, so don’t be afraid to iterate.

Social Reengineering by Design
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Bottom line
The postdigital forces, led by social, can be used to shape business and the way people naturally interact. 
As time, attention, and engagement of your employees and customers becomes a more precious resource 
than compute power or standardized efficient processes, social platforms can relieve rather than serve 
traditional organizational constraints. 

We’re no longer building technologies to enable just interaction – social platforms can be built for specific 
business purposes: specialized content, enhanced with context, enriched by the power of communities. 
This calls for a deliberate, intentional course to rethink how business gets done, using social to reengineer 
processes, systems, and organization for the new economy. It is a course driven not by efficiencies and 
scale, but by mindshare and engagement.

Social Reengineering by Design
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Design as a Discipline4
Design should be much more than a  
project phase
Design is already part of the IT vocabulary. Functional 
design. Technical design. Detail design. Testing design. User 
interface (UI) design. Technical architecture design. And, 
more recently, user experience (UX) design – a hot area of 
focus as consumer technology experiences are resetting ex-
pectations for corporate IT. Throughout its history, however, 
design has generally remained a discrete set of deliverables 
or project phases, completed by specialized teams at dis-
tinct points during a project’s lifecycle. Individual facets of 
design have reflected little understanding of other related 
project activities, much less the broader context of the busi-
ness vision and expected outcomes. 

Meanwhile, usability, intuitiveness, and simplicity have 
moved from aspiration to mandate, with the business 
having access to new ways to get what it wants: directly 
procuring cloud services, digital solutions, and mobile apps 
that are “good enough” to meet their needs. In this open 
marketplace for IT, business relevance and user engagement 
are competitive currency. Many CIOs find their organiza-
tions lack the skills and craft to mint the new coin. 

What’s missing may be a commitment to design as a busi-
ness discipline, a commitment that takes shape by asking: 
What benefits would we gain if design were a pervasive 
and persistent aspect of each part of the enterprise? This 
kind of thinking moves design from just another software 
development lifecycle (SDLC) phase to an integral part of 
the IT environment. It shifts the focus from “How do I meet 
the requirements?” to “Why is this important in the first 
place?” and “How could we innovate to improve it?” Enter-
prises can reach this vision, but it often takes a deliberate 
approach, intentionally applied, by a new mix of talent. The 
CIO is positioned to make it happen.

A commitment to disciplined design as a business practice 
is no small task within the insurance industry. An industry 
that, as a whole, has traditionally operated in design and 
delivery silos from a business and IT perspective faces a 
paradigm shift in the way services are developed and deliv-
ered to customers. P&C and life insurance market leaders 
must recognize the demand for design as a discipline and 
promote the innovative mindset necessary to harness it.

Pockets of disciplined design within the insurance sector 
are emerging, but rarely go beyond the front-end interface. 
Even so, many P&C and life insurance companies have 
yet to demonstrate that they recognize the importance of 
a pleasant user experience – traditionally in the form of 
a website, but increasingly in the multitude of channels 
through which insurance companies interact with custom-
ers. Additionally, a strong user experience is a necessary 
first step to improving the productivity and satisfaction of 
insurance agents. User interface (UI) is important, to be 
sure, but design shouldn’t stop there. Front-end design is 
only as good as its foundational architecture – and only as 
valuable as the resulting user engagement. Poorly designed 
transactional services, data feeds, social platforms, and 
underlying infrastructure can derail even an elegant UI. This 
is particularly relevant to the agent experience, as P&C and 
life insurance agents have cited technology as one of the 
key areas for improving the agent experience. Recognizing 
agent priorities is paramount for carriers to enable efficient 
delivery of their services. Satisfying agent priorities requires 
a comprehensive digital strategy that extends beyond the 
look and feel of interfaces into the underlying components 
of products, services, and solution speed. Utility and ergo-
nomics are important, but not in the absence of reliability, 
security, scalability, and maintainability, particularly in a 
hyper-hybrid cloud environment.1 Jack Dorsey reflected 
on the artistry and imagination behind the Golden Gate 
Bridge, but one of its most important features is rarely 
mentioned: resiliency. Seventy-five years later, the Golden 
Gate Bridge is still standing.2 
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Design as a Discipline

A mind shift is likely required to start the process. Think 
“system” as in systemic, not as in software. Focus on 
designing experiences, not just user interfaces. Zoom above 
the development lifecycle and look at design as a cross-
cutting discipline. It’s not an “IT thing” or a “marketing 
thing” or a “product engineering thing.” It’s an “enterprise 
thing.” New skills, capabilities, tools, and methods are 
often required to sustain the journey. Taking ideas from 
the fields of architecture and industrial design, or from the 
application of anthropology and behavioral psychology, into 
each stage of solution definition, ideation, and realization. 
Multi-disciplinary teams should practice concurrent design 
in a highly collaborative model, blending creative, UX, 
engineering, and functional knowledge to encourage the 
cross-breeding of ideas. Transparency is the ultimate design 
objective – where the UI is invisible and things just work. 

Consider the banana – a nearly perfect design. It fits 
perfectly in the user’s hand. No manuals are required to un-
derstand or use it. The packaging is non-slip, easy-to-open, 
and bio-degradable. And it dynamically communicates 
status information. The skin color broadcasts its readiness 
for consumption – green is too early, brown too late, yel-
low just right. An unconventional example? Perhaps, but it 
illustrates the point. And you can expect that it will likely be 
both challenging and humbling for technology designers. 

IT can create a new niche for itself by cornering the market 
on design. On the front-end, on the back-end, creative, 
user experience, applications, services, data, and infra-
structure. Design weaponized as a repeatable, deliberate 
approach. Design as a discipline. 
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History repeating itself? 
Design has spurred research and debate throughout the modern industrial age – historically by visionaries such as Horst 
Rittel, Bryan Lawson, and Nigel Cross, and today by the likes of Dieter Rams, Philippe Starck, and Frank Gehry. Design also 
has a presence in many top companies, though often as something that lives between sales and marketing, and less so as 
a set of skills or underlying core competency across a business’ functions. Too often design has been relegated to a phase 
of a project, or a silo of activity, with fixed inputs and outputs to the rest of the organization. 

Design as a Discipline

What were the challenges? What’s different in 2013?

Design thinking •	Design thinking is an old term that has seen a 
resurgence of interest. Coined by Herbert A. Simon 
in 1969,3 it has gained recognition in recent years 
through the work of the design firm IDEO,4 as well 
as programs such as the Hasso Plattner Institute of 
Design at Stanford.5 Agencies and product vendors 
are trying to capitalize on the new-found popularity 
– crowding the market with different messages on 
the what, why, and how of design thinking.

•	Design thinking is often interpreted as a distinct 
process, prescriptively combining divergent and 
convergent ideation, anchored in achieving a well-
defined goal. In this model, design thinking can 
become compartmentalized, as opposed to a new, 
holistic, disciplined approach.

•	Design thinking has too often focused on front-
end/surface level interactions, whether it is a nice 
website customer experience or a pretty interface 
for internal IT system, and back end data flows 
necessary to support a nice UX. 

•	Design thinking is not a term that has been tradi-
tionally associated with the insurance industry. Lines 
of business commonly operated in separate silos, 
and even business and IT functions within lines of 
business lacked the unified approach to design.

•	Design as a discipline represents a systemic 
expansion of design thinking. It looks at the 
important intersection between creative, business 
experience, domain knowledge, and technical 
engineering – creating shared language, shared 
approaches, and shared goals toward problem 
solving across the enterprise.

•	Design as a discipline can knock down the 
compartmentalized boundaries of design thinking, 
moving beyond product marketing and R&D 
to various parts of the organization. Shifting to 
an enterprise-wide conversation – where each 
project strives to include creative, business, and 
engineering talent. It can take an iterative, ex-
perimental, and experiential approach across the 
technology lifecycle – from portfolio planning and 
requirements gathering to new capabilities around 
monitoring, improvement, and release planning. 

•	P&C and life insurance firms increasingly recognize 
the need for a unified front when it comes to 
design – for customers, agents, and develop-
ers alike. As such, enterprises are beginning to 
integrate resources and functions geared towards 
innovation with overall IT operations groups. At 
the very least, this allows for an increased focus 
on disciplined designed thanks to an increased 
budget and resource pool to source from. More 
optimistically, this can unlock synergies between 
previously segregated IT resources.

User engagement6 / User  
empowerment7

•	User engagement emphasizes working backward 
from an end-user persona to guide experiences 
that get automated. The mantra of designing from 
the user-down – not system-up – continues to hold 
true. The danger lies in stopping at the front-end or 
focusing on creative and user-interface components 
without understanding downstream, back-end 
implications. 

•	User empowerment adds to user engagement the 
forces of consumerization and democratization of 
IT. Users and customers expect to get technology 
from the enterprise that is at least as good as the 
technology they have at home. And they expect to 
get it when they need it, without undue time, cost, 
or bureaucracy. The challenge has become how to 
be responsive to these demands yet remain true to 
the disciplines of risk management and quality.

•	Design as a discipline builds on the user engage-
ment and user empowerment mantras – extend-
ing the persona-based approach to the underlying 
data, application, and infrastructure services.

•	 Insurance companies are more prepared to 
handle the demands of multi-channel customer 
engagement and distribution. Reliable technology 
is paramount in a world where the primary touch 
point with a customer is no longer face-to-face 
agent-to-customer interaction, but rather instant 
transactions and feedback from a multitude of 
channels.

•	Design as a discipline shifts from separate, adjunct 
processes to being embedded in overall solution 
delivery. Instead of having a separate team work-
ing to enable ERP through mobile, usability and 
user experience design skills are embedded across 
the entire ERP project, informing not only mobile 
use cases, but also more conventional threads like 
business process templates, business intelligence 
visualization, and interface specifications.
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Technology implications
Art meets science at the heart of design as a discipline, but there is still plenty of science involved – in the underlying tech-
nology layer assisting solution development, and in the deliberate approach that infuses creativity into the system. 

Topic Description

Digital backbone The need for a reusable set of services and solutions across an organization’s digital domains is becom-
ing critical. These solutions are important building blocks for design as a discipline. Potential areas 
include content, rights management, mobile, social, web, eCommerce, customer analytics, identity, 
credential, and access management – as well as heavy sales and marketing capabilities, including 
customer relationship management, sales force automation, campaign management, and search 
management. An enterprise-wide digital backbone can accelerate design as a discipline adoption and 
create clarity about the integrated nature of foundational technologies. 

Integration /  
orchestration

Being able to bring together data and transactional services for end users is a universal need. A 
detailed integration layer is important to allow tiered quality of service for orchestrating between data 
and systems and for managing trade-offs between reliability, speed, and performance. The ability to 
consume data and services across an increasing number of channels is table stakes for carriers looking 
to remain competitive in the P&C and life insurance space.

User experience (UX) UX is an indispensable ingredient in design as a discipline – and it involves much more than abstract 
aesthetics or screen layout. It involves a mix of field research, the creation of detailed user personas 
and stories, build-out of service diagrams, information architecture of the actor, tasks, and broader 
context, and conceptual design of the end-user experience. The desired skill set requires a mix of 
creative designer and anthropologist, ideally with a layer of specialization based on solution channel 
(e.g., mobile, web, social, digital ERP).

Customers have indeed benefitted from a focus on UX design. A website is often the first opportunity 
for an insurance company to differentiate itself to potential policyholders. Rich, interactive content 
engages the user and provides a sneak peek of the value to be gained by being a policyholder. 

Insurance companies must also focus on the user experience of an internal audience: agents. The 
”agent experience” should not be overlooked. By improving the usability, functionality, and design of 
the portals and systems agents interact with on a daily basis, insurance companies can improve both 
the satisfaction of its agents and their ability to provide policyholders with differentiated services.

Agile development Long ago, industrial design leading practices standardized on close collaboration across multi-disci-
plinary teams. IT departments spearheading design as a discipline should follow suit. That requires 
business and domain specialists, creative, UX, engineers, and QA to work together through each phase 
of the project. A focus on timely development can force the breakdown of project goals into discrete 
digestible components, with each iteration resulting in a potentially releasable end product. Design will 
likely evolve as incremental features are built, responding not just to technical specifications, but also 
to the actual usability, utility, and experience of the end product. Many organizations claim to have 
dabbled with Agile in the past, but few ever moved beyond an iterative waterfall approach (affection-
ately known as “wagile” or “agerfall”). Part of the challenge in adoption is likely to include shedding 
biases, rewiring delivery models, and mechanically building out the tools for new ways of handling 
requirements, release and configuration management, and testing.

Prototyping Moving quickly from concept to prototype is a core tenet of design as a discipline. Just as industrial 
designers use three-dimensional printers to vet potential product concepts, IT departments need 
the ability to realize working interactive models of potential solutions. HTML5-based frameworks, 
native mobile development tools (such as Apple’s Interface Builder, Eclipse’s Graphical Layout Editor 
for Android, and Microsoft’s Visual Studio 11), and third-party tools (e.g., FluidUI, OmniGraffle, and 
Wireframe Sketcher) are viable approaches. Choose platforms aligned with your overarching digital 
strategy.

Design as a Discipline
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Design as a Discipline

Lessons from the frontlines
Industry leaders embrace multi-channel
It is the new norm for insurance companies to employ 
broad channel integration to create a smooth, on-demand 
customer experience across the spectrum of distribution 
channels. Providing a quality, consistent experience across 
each of these touch points is key to engaging custom-
ers. While personal relationships between customers 
and agents used to drive the insurance industry, faceless 
technology is now standard. Failure of a website or mobile 
application could send fickle customers to a competitor. 

As the primary touch point for customer interactions, the 
website has been the focus of disciplined design from a UX 
perspective. The home page must help the user achieve 
specific goals through clear navigation and efficient orga-
nization of task flows. The presentation must be appeal-
ing, and the overall feel of the site must convey trust to 
the user – both from a security perspective, as well as in 
terms of assisting the customer through the data input and 
decision-making process.

Within the insurance industry, auto insurers are the leaders 
in website design – logical, given the fact that many auto 
insurance processes are driven by simple data entry and 
automatic calculations of liability, risk, and coverage. 

Allstate focused on providing specific recommendations 
from simple user inputs with its “Bumper to Bumper 
Basics” tool. The tool captured basic information about 
the car, the user’s financial situation, and desired coverage, 
and provided multiple quote options in an easily compa-
rable presentation to facilitate the purchasing decision. 

Other insurers have followed suit, with the web browser 
being just one of a many pronged approach of delivering 
a consistent message to potential customers. Progres-
sive, with a heavy push in TV advertising, has managed 
to mimic “pick your price” message from television to its 
website – complete with charismatic spokesperson. The 
clear, consistent message across Progressive’s delivery 
channels provides a level of familiarity, if not comfort, with 
the information present to the user. 

The consistent experience now extends beyond the desk-
top website design, with most insurers providing tablet 
and mobile optimized web pages with functionality that 
aims to mimic a desktop homepage. Beyond just websites, 
insurers also offer a rich suite of mobile applications, 
ranging from quotes, claims submission, and insurance 
cards (no more scrambling for proof of insurance!). When 
it comes to mobile, GEICO provides a leading example.  It 
provides a broad user experience within the constraints 
of a mobile device, with simple navigation, easy-to-read 
prompts, and a broad suite of functionality, including 
billing, claims reporting, and even policy and coverage 
updates.

Customers are not the only beneficiaries of a streamlined 
multi-channel experience. Insurers are developing mobile 
applications with functionality designed to optimize the 
ability of agents to perform their duties on the go. State 
Farm’s Signage app allows a mobile phone or tablet to 
become a fully customizable digital business card, placard, 
billboard, or pamphlet customized to the agent’s needs. 
Additionally, a seemingly endless supply of third-party 
applications extends the toolset of an insurance agent like 
never before. With applications tailored to marketing, so-
cial networking, and productivity exemplifying some of the 
best UX design and functionality on the market, the ability 
of insurance agent to stay connected and provide a better 
service to policyholders has never been easier.

Balancing function and form
One would be hard pressed to find a policy administration 
agent who laments the demise of legacy ”green screen” 
interfaces. Policy administration systems have grown by 
leaps and bounds from simple automated transaction pro-
cessing and recordkeeping first introduced over 50 years 
ago. Additional functionality is continually added based on 
agent desires and customer demands. Software vendors 
(and, by proxy, the insurance companies they serve) are 
constantly adding buttons, widgets, and dials in a race to 
possess the most functional administration platform in the 
industry.8
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Design as a Discipline

A question can be raised then – is reactive, component-
based expansion for the sake of increased functionality 
really a sustainable form of progress? One-off integrations 
piled on top of one another can hardly be considered 
”disciplined” design. Implementation costs build, mainte-
nance costs increase across an ever growing portfolio of 
point-solutions, and training costs climb as users struggle to 
maintain a grasp of the seemingly endless functionality at 
their fingertips.

P&C and life insurance companies can benefit greatly from 
the design philosophy of the late Steve Jobs and Apple. 
Form is an integral part of function; usability, simplicity, and 
practical, disciplined design should not be discarded in the 
name of added features and functionality. Simplicity ought 
to be a guiding principle, both in terms of the functionality 
and user interactions, as well as the system interactions and 
back-end infrastructure. 

A balance must be found between a search for the holy 
grail of ”market-leading” functionality and a yellow-tape 
philosophy of restrictions on functionality additions that the 
principles of simplicity and usability favor. A great example 
of disciplined design reducing complexity without inhibit-
ing ‘progress’ is USAA’s deployment of a single back-end 
system to aggregate interactions from customer and agent 
systems across its multi-channel distribution and administra-
tion features. By implementing additional solutions with a 
disciplined approach that considers complexity implications, 
insurance companies can avoid the potentially productivity-
hindering impacts of having ”too much” functionality. 

Design born on the Web
A recent study examining 20 leading car insurance carriers 
websites’ capabilities to allow consumers to complete 
common activities associated with claims, coverage, policy 
updates, quotes, and payments found that, as a whole, the 
overall level of self-service was poor – despite the growing 
preference of consumers to use online resources to manage 
accounts and answer questions. 9

Perhaps not surprisingly, Esurance – “the auto insurance 
carrier born of the Internet age”10 – ranked highest among 
its competitors. While having been one of the early pio-
neers of online auto insurance certainly contributes to the 
success of Esurance’s website, it’s the carrier’s organization-
wide, customer-centric philosophy that likely sets it apart.

Many auto insurance carriers’ company-centric websites – 
designed around internal departments such as products, 
claims, and customer service – force consumers to under-
stand how the company is organized to know where to 
start their online tasks. The objective should be to structure 
the website around tasks such as obtaining a quote or filing 
a claim. Additionally, instead of using industry jargon that 
may confuse many customers, the objective should be to 
provide a glossary explaining industry terms in everyday lan-
guage; further, it reinforces these simpler terms throughout 
the site and even provides pop-up boxes explaining industry 
phrases during common tasks. In an industry where the 
prevailing focus of websites is to provide an online repre-
sentation of carriers’ internal corporate structure, Esur-
ance’s customer-centric design attempts to differentiate the 
company from its competitors.
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I live and breathe and bleed design – but I’m also extreme-
ly critical of the formal discipline and programs commonly 
taught today. I grew up making things, and got into design 
because I thought it was about creative problem solving. 
In school I became disenchanted with how architecture 
and product design felt disconnected from real world chal-
lenges. That’s why I started my own nonprofit to practice 
the kind of design I believe in: the nitty-gritty, rigorous 
problem solving, physical, making kind of design.

I teach design and construction skills at REALM Charter 
School in Berkeley, California. Dubbed “Studio H,” it’s an 
engaging program that develops very marketable people, 
but it’s not about resume building or vocation. It’s about 
enabling the 4 Cs of design – critical, creative, complex, 
and communicative skills.

Previously, I taught the same Studio H program in rural 
North Carolina with students who had never taken an art 
class and could not even read a ruler. After 12 months 
in our program including one summer with us, they had 
designed and constructed an award-winning building – a 
community farmers’ market for their hometown that 
created a dozen new jobs and two new businesses. Many 
of our students walked away feeling like everything is pos-
sible, and that they had the tools to make things happen. 
They learned that you don’t need to settle. The designer’s 
“yes, and…” mentality taught them to keep pushing the 
constraints of the situation and the quality of their own 
work to create something both functional and beautiful.

While it takes specific training, skills, and experience to be 
a strong designer, I argue that almost anyone can – and 
should – use design-thinking principles. I equate it to being 
able to pull the scientific method out of a scientist’s pro-
cess and apply it generally at work. Some people mistake 
design as solely about the creative process. It is, but it’s 
also very rigorous. You might have to start your thinking 
over many times during the design journey, because you 
don’t initially know where you’ll end up or which path or 
paths you should take. You should be comfortable with 

Emily Pilloton
Founder and Executive Director
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that. You should be brave, vulnerable, and raw enough 
to allow change to really happen. You can’t be all about 
control. In many ways, design thinking is antithetical to the 
modes of operation business leaders have been socialized 
to use – where things are linear, step-by-step, replicable, 
and homogenous.

The good news? You don’t have to throw schedule and 
budget out the window. Some of the best designs typically 
happen within really tight constraints, so use them in a 
positive way rather than as a shackle. The project in North 
Carolina had a $70,000 budget for everything – student 
stipends, permits, contractors, nuts, and bolts – and the 
students had only 90 days to complete the building. Those 
constraints pushed the students to make really creative 
decisions.

I believe you can’t design a good product unless you talk 
to people. We can each be a specialist in our own area 
and have our own awesome thing. It’s more about open-
ness and collaboration and a healthy codependence. A 
developer isn’t taking away from his abilities by talking to a 
marketer; he’s enhancing his ability to do his job. You can’t 
do your own awesome thing well unless you open your 
arms to others.

Incorporating design as an enterprise discipline requires 
strong leadership: you need a champion who can help 
others see the value. Sometimes, those who do embrace 
design do it with about 10% of the intensity they should. 
Many people hear “design thinking” and say “I want that 
in my team.” But it tends to become just another meeting 
people have to go to, and it doesn’t permeate the culture.

Design as a discipline is not for every business or organiza-
tion. It can require being comfortable with being uncom-
fortable, and innovating at the core instead of around the 
edges. If you’re going to attempt it, then I say “go big or 
go home.” Not everyone needs to get on the design band-
wagon, but if you do, get on and stay on.
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Design as a Discipline

Flying car future
Leonardo Da Vinci established the credo that “simplicity 
is the ultimate form of sophistication.”11 Design as a disci-
pline is following this cue – moving towards transparency 
and smooth integration across computing devices, applica-
tions, and increasingly connected physical devices. 

Transparency is the evolutionary path of the user interface. 
We’ve moved from character-based interaction with main-
frame and DOS programs, to mouse-based interaction with 
client/server and Web-based solutions, to touch-based 
interaction with today’s mobile devices. All require an 
explicit step of tactile manipulation of a computing node. 
The future will likely continue the journey, relying on voice 
controls, gestures, and context – knowing who you are, 
where you are, and what you’re likely trying to do – to trig-
ger ambient functionality. For example, walking through 
the check-out with your cart full of goods could trigger: 
facial recognition to confirm identity, calculation of the 
amount due, searching through social profiles to determine 
coupons or other promotions, and processing payment 
from a mobile wallet – all without requiring you to directly 
interact with any explicit piece of technology. 

Behind the scenes, this scenario requires a staggering level 
of integration – in both the design of solutions to pair 
user experience with the underlying technical demands, 
and also across the various components allowing for the 
end-to-end experience. In the example above, identity and 
entitlement management services are performing the user 
authentication, point-of-sale scanners are working with 
pricing engines to determine amount due for the specific 
cart of goods, sales and marketing engines are interacting 
with public social profiles and loyalty services to determine 
potential savings, and mobile wallet services are interacting 
with checkout scanners and back-end payment processors 
to settle the transaction. 

Many of these services will likely be designed without 
knowing exactly how they will be used, or with what 
systems they’ll be interfacing. The back-end aspects of 
design as a discipline require a services-based approach – 
at the business level (what problems they’re trying to solve) 
and at the technical level (having a well-defined, contract-
based interface compatible with Web services standards). 
Solution components need to represent equal parts Lego 
and Play-Doh – well-defined standardized building blocks, 
complemented by solutions that can adapt to less-pre-
scribed needs. 

Industry standards will likely evolve to help unify data 
models (similar to what FIX and SWIFT did for electronic 
exchange of financial information in the early 1990s), and 
technical components will likely continue to support open, 
standards-based protocols for session management and 
information exchange. But another turning point will likely 
be when policies are encapsulated and externalized – the 
business rules and analytical models that drive the behavior 
of companies’ underlying systems. The “plug and play” 
nirvana of our flying car design as a discipline can likely be 
realized only if semantic meanings of data and underlying 
business logic can be shared and more universally under-
stood – within and across organizational boundaries. 
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Design as a Discipline

Where do you start? 
Design as discipline efforts often encounter two broad  
objections. They are seen as either too daunting given 
existing talent pools, or too nebulous and fluffy. Modest 
beginnings can lead to profound changes.

•	 User	first. Begin by taking a persona-based, user-
focused approach – understanding who the stakehold-
ers are, how they live and work, and the context of the 
problem you’re trying to solve. Empathy is critical – from 
field research on how users are behaving today, to 
divergent thinking to capture “out there” ideas about 
how they might behave tomorrow. Design as a discipline 
prioritizes user stories, conceptual designs, and proto-
types to solicit feedback on potential design options 
using “show,” not “tell,” techniques – often discovering 
features and capabilities that would be missed in conven-
tional requirements JAD sessions.

• Solution design. It’s not enough to focus on gorgeous 
visuals and intuitive front-ends. Solution engineers should 
participate in each phase of the project – from up-front 
visioning to solution ideation to finalizing conceptual 
design. This helps keep the “art of the feasible” present 
as concepts are being explored. Technical complexity 
might be required because of truly differentiated features 
or complex end-user needs, but it should be a conscious 
choice. Don’t get caught in a situation where technical 
lightweights drive scoping and front-end design without 
understanding how to make concepts real. 

•	 Product	mindset. Similar to their industrial design breth-
ren, IT shops should adopt product marketing and engi-
neering mentalities – committed to frequent incremental 
releases, with freedom to react in a timely manner to 
opportunities. Product owners from the business become 
critical members of the extended IT community – own-
ing the product vision and roadmap. Goodbye bloated 
once-a-year budgeting and static portfolio prioritization 
exercises. “Just good enough” releases may become 
standard, releasing partially complete solutions to garner 
real-world usage feedback and drive the next iteration of 
features and fixes. 

•	 Avoid	tissue	rejection. Choose an early business spon-
sor with simpatico sensitivities. The big picture goal of 
design as a discipline involves extending across the enter-
prise at large. But manufacturing or finance might not be 
the right places to start. Some CIOs have initially focused 
on marketing departments – groups who appreciate 
design and UX skill-sets, have grown wary of traditional 
IT approaches and solutions, but are charged with 
making massive IT investments as digital changes their 
worlds. Sales is another good place to start, where you’ll 
likely find vocal user advocates working in well-defined 
processes with potential improvement from a user-based, 
design-oriented approach.
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Bottom line
Having in-house design knowledge is a strategy to stay relevant to business executives who are enticed by 
new ways of procuring technologies outside of the CIO’s purview – from one-off cloud purchases to depart-
mental and line-of-business technology initiatives. Consumerization and democratization can be threats to 
the IT department, or they can be the impetus for design as a discipline – moving information technology 
from its existing cross-roads forward, with intent, to a preferred state. 

For corporate IT, design as a discipline is the “so what” and the “or else” of today’s consumerization wave. 
It is a chance to change how solutions are delivered – borrowing from industrial designers and architects 
– by combining highly complementary skill sets to foster divergent ideation, innovation, and streamlined 
product build-out. It is also a chance to change perceptions of what to expect from IT, setting a baseline 
of engaging, elegant solutions that combine intuitive interfaces with reliable, secure, scalable, performing 
technology stacks. And as importantly, it is a way to bring new approaches to the realization of business 
needs – showing responsiveness to the new normal of usability in consumer technologies.

Design as a Discipline
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Insurance Telematics:  
The Time Has Finally Come5

The auto insurance industry is on the verge of a quantum 
shift, as more companies launch Usage Based Insurance 
(UBI) and telematics programs to incorporate individual 
driving habits into their risk selection and pricing practices, 
moving away from a strict reliance on proxy measures of 
risk like credit scores and driving history. 

UBI and telematics have been touted for years as ways to 
help insurers manage underwriting risks more effectively. 
After years of unmet hype, conditions are forming for 
telematics to emerge as a widely adopted and disrup-
tive force in underwriting, policyholder engagement, and 
insurance industry innovation. Insurers are looking for ways 
to differentiate, while consumers are growing more open 
to new types of connected relationships with companies. 
Meanwhile, the cost of building a telematics program is 
falling and tools are emerging to address the complexity 
of managing massive and complex data sets. Finally, it is 
expected that three of the largest auto insurers will have 
countrywide telematics offerings on the market by late 
2013 or early 2014.1,2,3  Thus, the barriers to launching 
telematics programs are falling rapidly while the pressure 
to get in the game is rising precipitously.

However, it is not a foregone conclusion that most U.S. 
insurers will rapidly launch insurance telematics programs. 
Significant technological, data, legal, and regulatory barri-
ers remain that will likely prevent many small and midsize 
insurers from readily adopting telematics. Thus far, only 
the largest insurers have jumped into the telematics fray. 
These insurers are getting ahead of the game as their data 
volumes become sufficient for ratability. 

This puts the remaining insurers between the proverbial 
rock and a hard place – stuck between mounting pres-
sure to act and the need to keep their expense ratios in 
check. In the absence of other factors, this dynamic would 
threaten the viability of many insurers’ businesses. Yet we 
see three trends emerging that will likely lower the barriers 
to entry for insurers across the industry and contribute to 
the wide-scale adoption of telematics:

1. Mobile devices will likely emerge as a cost-effective and 
dominant means of data capture

2. Insurers’ adoption of cloud-based big data capabilities 
will likely enable them to develop and scale analytical 
models and truly understand how driver behaviors cor-
relate to risk

3. Cooperative business models will likely emerge that 
enable small and midsize insurers to lower the remaining 
barriers to entry

These three trends will likely help drive adoption of 
telematics among auto insurers in the near future.

This chapter will explore the value that telematics data 
represents to insurers and will look into these three emerg-
ing trends in more depth. It will focus primarily on the 
technology trends and implications of insurance telematics 
and will not cover other business or strategic implications 
in great detail.4  

Behavior-based data: unlocking hidden value
Current auto insurance risk models are based on corol-
lary data. Drivers are grouped into classes of similar risks 
based on inferences made using data that is known to be 
correlated to risk and loss experience, though not directly 
related to risk and loss. Insurers have historically exploited 
innovative data sources and proprietary underwriting 
models (see Table 1) to maintain an underwriting-based 
competitive advantage. In the 1990s, credit score became 
a major factor in estimating risk, and early adopters saw 
significant improvements in underwriting by leveraging this 
new class of data. However, these gains have been eroded. 
The widespread adoption of sophisticated analytical tools, 
copycat pricing, and actuarial consultancies have leveled 
the playing field. Thus, insurers are looking for a new edge 
in underwriting. 

Behavioral data captured via telematics may provide this 
edge. Insurance telematics gives insurers the ability to 
track, measure, and manage risks at the individual driver 
level on a trip-by-trip basis over long periods of time. 
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When correlated to losses, these individual observations 
allow insurers to conduct refined segmentation, risk selec-
tion, and pricing at the level of the individual, unlocking 
new value and opening opportunities for innovative busi-
ness practices.

Yet underwriting and pricing represent just the beginning 
of what telematics promises to create. The insights gained 
from individualized behavioral data has the potential to 
revolutionize how insurers view and engage with their 
policyholders. By understanding individual policyholder 
behavior, insurers will likely be able to offer customized 
and valued services, such as safe-driving gamification, fuel 
saving tips, and teenage-driver feedback. The use of mobile 
apps will give insurers a way to interact directly with their 
policyholders, with driver feedback and other customized 
services always at their policyholders’ fingertips. Moreover, 
driver data will provide insights that will streamline claims 
processing, help insurers proactively identify fraud, and 
increase marketing ROI.

Insurers must react to the threat of disruption
It is expected that by early 2014, State Farm, Allstate, and 
Progressive will launch countrywide telematics offerings, 
driven by large marketing campaigns and discount pro-
grams that will disrupt this price-sensitive industry.5,6,7 As 
a result, we anticipate insurance telematics will enter the 
public consciousness and demand will begin to rise rapidly. 

Table 1. Risk segmentation, selection, and pricing have become more refined with innovations in data and 
analytics

Generation 1
Coarse segmentation

(Through 1970s)

Generation 2
Advanced segmentation

(1970s – 2010s)

Generation 3
Micro segmentation

(2010s forward)

Experiential data rising in importance

Insurers grouped risks into broad categories 
based on basic corollary data

New data sources and enhanced analytical 
capabilities enabled finer segmentation and 

pricing of risks

Direct observation of driving behaviors enabled 
individualized selection and pricing

Underwriting based solely on corollary data Experiential data limited to past incidents,  
such as tickets and accidents

Experiential data becomes the  
focal point of underwriting

Key underwriting factors
• Regional geography
• Marital status
• Gender
• Age
• Broad vehicle types

Major innovations
• Aggregated data (credit score, 

loss experience, driving history)
• Adavanced statistical and 

segmentation models
• Refined vehicle classifications

Examples of behavioral data
• Excessive speed
• Hard turning
• Driving patterns (time/miles)

Insurers that do not adapt will face the likelihood of losing 
their best risks to competitors with telematics offerings. 
Given the industry’s low organic growth, persistently high 
combined ratios, and several years of poor investment per-
formance, telematics could threaten the viability of many 
insurers across the industry.

The cost of inaction is not limited to lost market share. 
Insurers will miss critical learning-curve effects if they stall 
in launching an offering. Insurers must develop expertise 
around telematics processes, data management, and 
analytics to run successful programs. Analytical knowledge 
generated will create a sustainable competitive advantage 
that will be difficult to overcome if insurers fall behind.

In short, telematics has the potential to create significant 
benefits for those insurers that adopt early, allowing them 
to cherry pick the best risks, and may create a significant 
competitive disadvantage for those that are late to the 
market. 

So what’s stopping insurers from going full steam?
Much of the attention on insurance telematics has been 
focused on pricing and discounts. Telematics can therefore 
appear to be a significant threat to margins as the best risks 
are discounted without a concurrent increase in rates for 
the worst drivers. However the insights enabling insurers to 
discount their best risks will inherently uncover risk-pricing 

Insurance Telematics
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mismatches in higher risks as well, allowing insurers to raise 
rates broadly while preserving the equilibrium of indus-
try economics. Moreover, telematics programs will likely 
reduce the frequency and severity of loss experience among 
participating drivers, thereby improving loss ratios. Lastly, 
the value of telematics extends well beyond volume growth 
through discounting to include a range of policyholder and 
operational benefits.

Uncertainties in the legal and regulatory environment, high 
operational costs, and complexity of the current telemat-
ics solutions have also slowed market entry. Additionally, 
insurers face the daunting task of launching programs to 
collect tremendous volumes of behavioral data, creating 
the models and capabilities to analyze this new data, and 
incorporating the output into their current underwriting 
and business systems (e.g., marketing, rating, underwriting, 
billing, and claims). These challenges have kept most insur-
ers on the sidelines.

Methods for capturing driving behaviors
Today there are three groups of devices8 that are used to 
capture driver data from the vehicle: 
1. Plug-ins/connected: Plug-in devices connect to a 

vehicle’s on-board diagnostic OBD-II port. Plug-ins have 
become the mainstream device for data capture because 
of their low technical complexity, high accuracy, and ini-
tial lack of suitable alternatives. However, plug-ins come 
with a downside. Insurers must pay for both the devices 
and the cost of cellular data transmissions. Additionally, 
insurers have to own and manage physical inventory, 
which requires the operation of a procurement network. 
Further, provisions must be made to have the devices 
installed and uninstalled in the car, and device malfunc-
tion can interfere with the car’s systems. 

2. OEM/embedded: Original equipment manufacturer 
(OEM) platforms are built into cars by automakers at the 
time of manufacture and provide telematics and infotain-
ment services. These platforms are attractive, as they 
eliminate device and data costs to the insurer. However, 
they pose challenges due to the high fragmentation 
of proprietary platforms across automakers. While a 
standard will likely emerge among automakers, this 
development will probably not occur quickly enough to 
allow OEM platforms to become a significant component 
of insurance telematics in the short run.

3. Mobile/disconnected: Mobile platforms rely on soft-
ware applications loaded onto smartphones or black-box 
devices that capture and preprocess observed behavioral 
data without directly connecting to the vehicle. Insurers 
are attracted to mobile platforms due to the low cost 

– both device and communications expenses are borne 
by policyholders – as well as the services insurers can 
provide through the user interface. 

Device types may soon begin interacting with one another 
to collectively provide data collection, data transmission, 
and a user interface. As an example of this “hybrid con-
nectivity,” an OEM system may collect driver behavior data, 
which would then be transmitted via a Bluetooth-tethered 
smartphone, and the phone and OEM head unit would 
each serve as user interfaces to provide driver services. This 
integrated “connected car” would improve data quality by 
capturing data onboard while lowering telematics costs by 
shifting the costs for connectivity to the driver.

Three trends are likely to promote the  
adoption of telematics
In the coming months, three trends are likely to help accel-
erate adoption of telematics in the auto insurance industry:

A shift to mobile 
The device that dominates in the short run will have mobile 
telematics apps, which meet data collection needs, have 
significant cost advantages, are not operationally complex, 
are simple to use, as well as provides opportunities for 
enhanced engagement with the policyholder. The latest 
smartphone and app-based technology uniquely provides 
this combination of characteristics. Mobile devices are 
therefore now in a position to make widespread adoption 
of insurance telematics a reality.
• First-generation mobile devices (Mobile 1.0) could not 

reliably collect ratable data, did not have auto-calibration 
(which distinguishes phone movements from true car 
movements), and rapidly drained phone batteries. They 
were primarily used by third-party app vendors as auto 
insurance ad-delivery platforms. 

• Mobile 2.0 devices have evolved to enable the collection 
of high-quality data that is now sufficient for ratability 
(although it is not yet as accurate as plug-in sourced 
data). Mobile 2.0 also solves many of the technical issues 
typical of Mobile 1.0, such as auto trip detection, auto 
calibration, and battery use management. 

• Finally, app-based device fulfillment is virtual, eliminat-
ing the need for inventory management. Thus, a shift to 
mobile will lower the barriers to entry and help small and 
midsize insurers launch telematics offerings. 

Some insurers using plug-in devices have found creative 
ways to contain costs, like rating for the first policy period 
only and rotating device inventory from car to car. These 
insurers may ultimately be at a disadvantage, however, as 
insurers with mobile-based platforms reap the benefits of 
long-term data collection. Further, mobile provides a user 
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interface through the phone’s screen, which insurers can 
use to deliver near-real-time driver feedback and other 
customized “concierge” type services to create a differenti-
ated experience.

Mobile will also likely revolutionize pricing models as the 
data collection will be untethered from the car and tied in-
stead to the individual. This will allow insurers to shift from 
car-based to driver-based underwriting, and pricing and will 
provide policyholder insights that may eventually impact 
other lines of insurance. 

Increasing availability of analytics and big data tools 
Regardless of device type, insurers collect two types of 
data: stream and event data. Stream data includes sampling 
and transmission of observed data such as speed, loca-
tion, and time of day sent in a constant stream. Event data 
includes inferred behaviors that occurred throughout a 
trip, such as instances of hard braking, excessive speeds, 
and trip start and stop times. Insurers are therefore able to 
amass a tremendous amount of detailed driving behavior 
data and analyze driver performance on a trip-by-trip basis. 
Over time, this trip-level analysis reveals a unique behavioral 
“fingerprint” for each policyholder that becomes the basis 
of telematics-enabled underwriting.9

Like data collection, the data management and analytics 
required to identify driver fingerprints are also steep bar-
riers for most insurers. Each trip a driver takes generates 
substantial quantities of raw data that insurers must absorb 
and process. In aggregate, insurers may need to collect 
billions of driving miles for national ratability.10 Manag-
ing and analyzing these volumes of complex data requires 
sophisticated big-data tools. 

While big data is key to unlocking value and building differ-
entiated underwriting and customer engagement offerings, 
it creates IT complexity and will require the development of 
new capabilities. Only those with the very largest IT budgets 
have so far been able to justify the significant investments 
required to build big data capabilities.11 Yet this trend is 
beginning to reverse. “Today, the growth of open-source 
platforms, cloud computing, social media, and analytics 
technologies has eroded much of the large-enterprise scale 
advantage” and implementing those solutions often costs 
on average 20% less than traditional systems.12 Thus, the 
backbone systems of telematics solutions are becoming 
within reach of all industry players.

By gaining a deep understanding of driver behavior, insurers 
can again differentiate through advanced risk selection and 
pricing and by translating insights into valued offerings to 
policyholders. Insurers who can translate terabytes of driver 

behavioral data into meaningful behavior-based driver  
portraits will likely be the firms that win with telematics. 

Insurance telematics will evolve into a model  
of coopetition   
Many insurers have launched insurance telematics pilots 
to experiment with behavioral data and explore the 
requirements of launching a full program. Given the cost, 
complexity, and amount of data needed, few insurers have 
launched full offerings, while most have taken a wait-and-
see approach. 

Yet a “do-nothing” approach is not an option. Insurance 
telematics will become an industry disruptor as the largest 
insurers siphon off the best risks with pricing discounts 
and leave other firms with the highest-risk, highest-cost 
insureds. At the same time, a “go-it-alone” approach will 
likely prove too costly and complex for many firms. 

However, a third option may emerge in this insurance 
telematics arms race. Insurers may gravitate toward a coop-
erative standardization around data collection methods and 
will look to pool their data as a way to remain competitive. 
Differentiation will come from how an insurer leverages 
the data, not the gathering of the data itself. According to 
Gartner, “Advancements and consolidation in the solutions 
market, which today is fragmented and diverse, as well 
as future business process outsourcing (BPO) services, will 
allow small to-mid-size insurers to offer pay-as-you-drive 
products without these substantial infrastructure invest-
ments.”13  

Such an approach will parallel the industry’s long-standing 
reliance on data agencies providing services such as mo-
tor vehicle records reports, loss-cost reporting, and FICO 
scores. A cooperative model has the potential to create 
significant scale economies, offload non-core functions to 
third parties, and help insurers overcome minimum data 
requirements. Insurers may also rely on shared resources 
to handle program logistics, such as management of the 
mobile app environment and rate-form filings.

With data management and program logistics handled 
cooperatively, insurers will use the insights generated to 
compete through differentiated underwriting, policyholder 
engagement, and innovation.

The shift to mobile can lower costs and pave the way for 
rapid consumer adoption of telematics, while big data will 
allow insurers to unlock the value in driver behavior data. 
If mobile and big data are the necessary conditions, a co-
operative model will likely provide sufficiency and catalyze 
the industry, allowing the reality of telematics to meet its 
potential. 
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Driving change

What were the challenges? What’s different in 2013?

Shift from plug-ins to mobile Plug-ins
• The precision allowed by plug-in devices comes 

at a cost – often $10 or more per month to the 
insurer 

• Plug-in devices create fulfillment challenges. 
Consumers have been slow to adopt, in part 
due to the hurdle of having the device installed. 
Insureds using the devices are often slow to 
return them after the monitoring period, creating 
cost and logistics issues for insurers 

• The use of plug-in devices requires a procure-
ment and logistics network

• Plug-in devices may impact the functioning of  
the car

Mobile
• Mobile 1.0 app-based platforms had critical 

limitations including: 1) rapid battery drain and 2) 
an inability to distinguish phone movements from 
car movement, and 3) an inability to auto-identify 
when trips started and ended

• Mobile 2.0 devices have overcome the technical 
limitations that previously prevented adoption. 
Advances include:
–  Auto trip detection – on-board triggers that 

identify beginning and end of trips  
–  Auto calibration – the phone can distinguish 

between movements of the car and the 
phone

–  Low battery drain – the phone manages 
processing and data transmissions to lower 
energy consumption

• Mobile platforms have significant cost advan-
tages – the policyholder covers the cost for both 
the device and data transmission

Power of big data • Big data tools were in their adolescence and 
provided limited reliability and functionality 

• The cost of managing big data was prohibitive to 
all but the largest insurers

• Massive data sets were complex and unwieldy
• Specialized talent needed to effectively analyze 

massive data sets was hard to come by14

• Insurers had not built the capabilities to operate 
in a big data environment

• Big data is a maturing science, with the 
emergence of advanced, cost-effective tools to 
structure and manage massive data sets (e.g., 
Hadoop, MapReduce)

• Broadening availability of required data scientist 
skill sets required for analysis15

• Storage and processing costs are falling
• Tools now exist to enable insurers to create poli-

cyholder fingerprints, which allow for the distinc-
tion between when an individual is the driver or 
passenger, or is taking public transportation

Cooperative data capture  
and management prevents 
wasteful arms race 

• Telematics was still an unproven entity, with 
insurers waiting on the sidelines for proof of 
concept 

• Telematics environment characterized by a lack of 
standards and uncertainty as to which collection 
devices would prevail

• Insurers leverage shared underwriting data (e.g., 
credit scores, ISO data),16 but telematics data 
regarded as a trade secret

• Rising presence of telematics offerings by top 
insurers raises the threat and creates pressure for 
insurers to find a viable response

• Early signs of emergence of telematics-based 
data bureaus
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Technology implications
Launching a telematics program will require CIOs to address complex issues that span multiple functions across  
the organization.

Topic Description

Data capture and trans-
mission

Insurers using plug-in capture devices will have to build or outsource supply chain capabilities, includ-
ing procurement, fulfillment, and device returns. Building this supply chain will create new challenges 
for insurers that typically have minimal supply chain infrastructure in place. Carriers must also consider 
product liability issues, given that the plugin devices integrate with the car’s electrical and computer 
systems and have, in some instances, been reported to cause auto malfunctions. 

Integrating with automaker’s OEM platforms such as GM’s OnStar can eliminate the issues inherent 
with plugin devices, but may open up a new range of challenges, including partnership formation, 
multi-party systems integration, and data ownership issues. 

Mobile devices also come with their own set of opportunities and challenges. CIOs will need to part-
ner with app vendors or build their own apps and algorithms in-house. While mobile is much cheaper 
and more flexible than plug-ins, its data is considerably noisier due to phone movements independent 
of the car. App-based platforms give insurers new opportunities for customer engagement, but also 
thrust insurers into the consumer sphere in new ways. This rapidly changing domain requires a pace of 
change unique to the insurance industry.

Given the expected shift away from plug-in devices and toward mobile and potentially OEM, CIOs 
should engineer flexibility into their systems to accommodate multiple forms of capture devices.

Data storage and  
processing

Insurers must be prepared to receive and manage tremendous quantities of data. Infrastructure flex-
ibility and scalability become crucial. CIOs will need to either build their own infrastructure or leverage 
cloud-based solutions. Most insurers will benefit by launching in the cloud, given its flexibility, rapid 
setup times, and low initial cost. However, insurers may consider an in-house solution so they can 
maintain control, address data security concerns, or realize cost economies as data volumes grow. 

Data analytics Firms will need to decide which analytics engine to leverage in order to handle the mountains of data 
they will amass. Traditional analytics platforms used by insurers may prove inadequate to deal with and 
scale to these high volumes of unstructured data.

Moreover, sourcing analytics talent will be a key challenge for insurers. They will need to “make data 
science skills a priority in recruiting and training efforts”17 to ensure the development of effective 
analytical capabilities.

Systems and process 
integration

Driver behavior data is not expected to supplant traditional underwriting data for many years. Insights 
from telematics will likely augment existing underwriting models, requiring integration of telematics 
and legacy underwriting systems. 

Moreover, CIOs will need to stand up applications and database ecosystems that offer smooth 
communication across all functions in the organization. Telematics will likely impact various business 
functions in the following ways:
• Claims – Telematics will enable accident analysis to support claims settlement and assist in fraud 

detection
• Customer service – Telematics will create new service requirements and call centers will need training 

on the telematics platform. Call center representatives will need access to telematics systems to 
troubleshoot problems and complaints

• Billing – Telematics can create flexible billing options, such as premium rates that vary by month as 
miles driven fluctuate. Systems will therefore need to accommodate this flexibility

Other affected functions include policy administration, marketing, risk management, and policy 
development.

Privacy and data security Although policyholder interest is rising in telematics and the “digital consumer” is growing increasingly 
more comfortable sharing personal data in exchange for perceived value, insurers must implement and 
communicate strong privacy policies and procedures. 

Further, insurers must implement leading-class measures to safeguard policyholder data from internal 
and external prying eyes. 
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Lessons from the frontlines
Insurers have been hearing about the potential of telemat-
ics now for more than a decade. As far back as 2008, 
Forrester Research declared that pay-as-you-drive insurance 
was already “long overdue,”18 and yet, five years later, 
neither insurers nor consumers have adopted telematics en 
masse. 

Multiple firms have piloted insurance telematics programs 
or developed limited offerings, yet only a select few have 
developed full telematics programs. Farmers Insurance 
Group, Liberty Mutual, Nationwide, Travelers, and Ameri-
can Family Insurance, collectively holding 19% of the mar-
ket, have explored the space with pilots, focused offerings 
such as teen driver programs, or commercial offerings.19 
Yet only State Farm, Allstate, and Progressive, with a just 
under 40% of market share, are thought to have full offer-
ings either in place or on the near horizon.20,21

Even Progressive’s telematics program – called Snapshot® 
– was under development in one form or another for 15 
years before hitting the national market in early 2013.22

But the early evidence in favor of insurance telematics is 
telling. By the end of 2012, the annual premium writ-
ten through Progressive’s Snapshot® topped $1 billion, 
besting the total personal auto premiums of all but 22 
insurers.23 Progressive has claimed that lifetime premiums 
on Snapshot® policyholders is 25% higher than average.24 
CEO Glenn Renwick calls telematics-based insurance the 
“most exciting breakthrough in rating in my career.”25 

Similarly, Hartford Financial Services has seen the impact 
of telematics through its TrueLane pilot program. Hartford 
President Andy Napoli has claimed that telematics data has 
“redefined the way we think about pricing auto.” Accord-
ing to Napoli, those companies that sit on the sidelines 
will eventually find they attract poor risks previously turned 
down by telematics-enabled competitors.26

Progressive, State Farm, and Allstate are going to drive the 
telematics market when their programs are fully opera-
tional. These firms have among the highest marketing 
budgets in the industry, totaling 35% of all P&C advertising 
expenditures.27 The pressure they place on the industry will 
force other players to band together and engage in coop-
erative business models to overcome the barriers of entry 
and quickly get telematics programs on the ground.
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My take

As the former head of MetLife’s Auto & Home busi-
ness, I have been watching with interest the role 
that telematics data may play in the auto insurance 
business. While we have long realized driving behavior 
information has the potential to fundamentally change 
risk selection, the high cost of data collection and 
analysis, coupled with the requirement to enroll drivers, 
presented significant and prohibitive challenges. 

Auto insurers that have entered telematics have done 
so in different ways. Some companies have been 
amassing and analyzing driving behavior data to 
understand its ability to predict loss. Many others have 
collected modest amounts of data to better understand 
the requirements of working with this information, but 
have not used it to change their business models. Most 
companies, however, have done very little – waiting 
to see what impact telematics will have on the market 
before making the decision to invest in their own 
programs. 

For companies that have been patiently watching, the 
waiting game is over.

The insurers that have the most experience with 
telematics data are convinced of its power. They are at-
tracting the preferred risks with discounted pricing and 
are modifying their business models to bring new prod-
ucts and services to the market. It will become increas-
ingly difficult to compete against these companies.

Further, I anticipate consumer adoption will begin to 
rapidly rise. Consumers have begun to understand that 
this data can translate into value for them. A recent 
Gartner study found that 52% of consumers were 
interested in learning more about usage-based insur-
ance offerings.28 Further, agents are receiving inquiries 
from their clients about these programs and whether 
they are suitable. I am convinced that the predictions 
of widespread adoption will come true.

Fortunately for insurers, technology innovations are 
bringing down the cost of capturing and managing the 
vast quantities of driver data needed to compete effec-
tively. Auto insurers need to begin accumulating and 
analyzing data now. They need to understand how this 
information impacts their businesses and assess how 
they will adjust their business models to compete ef-
fectively. Regardless of how a company intends to use 
this information – to retain its key customers through 
pricing actions, to attract new business, or to create 
a more intimate customer experience –  auto insurers 
need a playbook. They must understand how this data 
will change their businesses and how they will respond 
if they begin losing market share to those companies 
that use telematics data most effectively.

Based on how the auto insurance market will change 
with the use of telematics data, I believe the time to 
act is now. It takes time to accumulate a sufficient 
amount of data to conduct meaningful analysis. It 
also takes time for companies to adjust their business 
models to reflect the changes needed to compete in 
this new environment. The risk of remaining on the 
sidelines has become too great. As consumer and 
agent demand rises and more insurers bring telemat-
ics-enabled solutions to the market, companies not 
able to offer competing products risk losing a large 
segment of their most profitable customer base. 
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Flying car future
Insurance telematics and the connected car
Telematics fits within the broader currents of mobile tele-
com-based transformations that are reshaping traditional 
products and creating products and services previously 
unimagined. The automobile is a case in point. The car is 
undergoing radical re-imagination and emerging as a new 
hub of information and entertainment. Moving beyond 
basic navigation capabilities, the connected car integrates 
smoothly with the driver’s digital life, providing social 
media services, rich media content, and a range of other 
infotainment and utility services. 

In providing infotainment offerings, automakers are cap-
turing the same location and driver-performance based ser-
vices insurers rely on for usage-based insurance. Thus, the 
connected car creates a complimentary, but not entirely 
overlapping, set of interests between automakers, insurers, 
and mobile telecommunications providers. Automakers are 
capturing data to create services for drivers, insurers are 
looking for driver behavior data, and telecom companies 
are working “hand-in-glove with automakers to deliver on 
the potential of the wired vehicle.”29 This opens a space to 
create a common solution platform serving each industry’s 
needs.

Each industry also faces a common challenge – determin-
ing who will pay for data transmission. If the burden of 
costs for telematics devices shifts to consumers, it has 
yet to be proven that consumers will want to pay for a 
vehicle-based data plan in addition to the smartphone 
plans they already own. It is likely that the smartphone as 
the data connection method will prevail, and smartphones 
will tether with the car’s on-board systems to create hybrid 
solutions in which telematics “goes along for the ride”, 
enabling widespread adoption. 

Insurance telematics and the digital self
While telematics will be a major disruptive force within 
auto insurance, it is a small part of much larger movement 
toward the “connected consumer” and rapidly evolving 
customer expectations. Companies like Apple, Google, 
and Facebook are opening new channels for consumers to 
engage with firms, which is setting a new bar for how con-
sumers wish to interact and transact with companies. Insur-
ance is no exception. By launching a telematics platform, 
insurers will have the tools in hand to meet rising consumer 
expectations. Rich driver behavior data will enable new 
methods of engaging with policyholders that elevate the 
relationship with insurers beyond that of statutory necessity.
 
Yet the data collected through insurance telematics pro-
grams is but a singular example of the emergence of the 
overall digitization of day-to-day life. Technologies on the 
horizon will soon capture a multitude of individuals’ data, 
from health monitoring to property sensors to consump-
tion. The combination of insurance telematics data, emerg-
ing consumer data streams, social graphs, and traditional 
data sources (such as those provided by Neilson) provides 
a “digital introspection” into the way a person thinks, acts, 
and does. This confluence of data streams gives birth to the 
“digital self.”

By participating in telematics, insurers become part of a 
trend that will provide value far beyond the boundaries of 
auto insurance. Knowledge of the digital self will impact 
other lines of insurance, including homeowner’s and small 
business insurance in the P&C space, and life, disability, 
long-term care, and health insurance more broadly.  In 
addition, it will provide consumer, telecom, auto manufac-
turers, and Insurers opportunities to launch new business 
models that monetize these insights across the multiple 
industries.
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Where do you start? 
Before launching a telematics initiative, insurers should 
determine how they intend to fit telematics within their 
broader strategy. Telematics can be used to promote three 
broad strategies – leadership in risk selection and pricing, 
customer experience, and product innovation. An insurer 
may gain the most from telematics by letting its corporate 
or product strategy dictate how it implements telematics, 
versus letting the benefits of telematics set the strategy. It 
is critical that telematics contributes to existing corporate 
objectives. Otherwise, resources, systems, and managerial 
attention will be mismatched, creating an increased risk of 
initiative failure.

Insurers should then assess their capabilities and ensure 
their operating models are optimized to support the 
telematics offering. Telematics gives insurers the opportu-
nity to build relationships with policyholders in much the 
same way as modern technology and consumer products 
firms. Yet to operate effectively in the consumer space and 

to build a big data or cloud-based business will require 
keeping pace with rapidly changing consumer expecta-
tions and technological capabilities. An insurer’s organiza-
tion therefore needs to be nimble, and the insurer must 
build new capabilities and attract new types of talent. 
Governance and decision-making policies may need to be 
amended to shorten turnaround times. The firm will also 
need to ensure ancillary business functions and technolo-
gies are enabled to support the telematics initiative. From 
claims to service to billing, telematics will place new 
demands on the organization and its systems.

Given the range of challenges and novelty inherent in a 
telematics offering, insurers will have to decide to what 
extent to build in-house or develop external partnerships 
to manage program development, launch, and execution. 
Many insurers will find the challenges of the “go-it-alone” 
approach too daunting and will likely rely on third-party re-
sources, industry associations, and cooperative agreements 
to build and operate portions of their offerings.
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Bottom line
Insurance telematics will unlock significant benefits across insurers’ value chains. It will reintroduce the 
ability to differentiate through superior underwriting and will give insurers tools to create a rich, engaged 
experience with their policyholders. But insurers need to get moving. By late 2013 or early 2014, at least 
three of the top auto insurers plan to roll out national telematics programs which could drastically tilt the 
industry’s economics in their favor. The question is no longer “if” insurers should enter telematics, but 
“how long” they can afford to hold out? The emergence of mobile app platforms and big data tools will 
lower the barriers to entry, while cooperative models will open the door to all insurers. 

We anticipate that the firms that move early and take a meaningful stake in telematics will be those that 
are positioned to move the industry and capture value across multiple lines as insurance becomes a more 
consumer-driven business. 
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Finding the Face  
of Your Data6

Hidden patterns in big data can trigger 
breakthrough insights – if you have the data 
scientists to guide discovery 
In December 2012, an Internet search for “big data” 
returned more than 100 million results. A 2012 report from 
the Wikibon community pegged the big-data marketplace 
at $10B in 2012, growing to $48B in 2015.1 In the past 
year, over $1B has been invested into private companies 
that focus on big data solutions.2 The majority of big-data 
market growth can be attributed to business’s increasing 
interest in related analytics capabilities to drive improved 
decisions through improved insight. Not surprisingly, some 
business executives feel big data is over-hyped. Others 
claim its value is under-realized. 

As early as 2001, Gartner’s Doug Laney coined three Vs 
that make data “big” – volume, velocity, and variety.3 For 
the insurance industry, significant data volume is noth-
ing new. Insurance organizations have always dealt with 
large amounts of data, and the volumes will only continue 
to grow with the sheer availability of data today and the 
introduction of unstructured data sources. An increase in 
data variety is the most significant change amongst the 
three Vs. an insurer now has better ways to leverage exter-
nal structured data as well as unstructured data to better 
understand customers and identify risk. For example, data 
visualization techniques can now be applied to existing 
data such as hail, flood, and fire incident data to improve 
risk assessments. 

As data volumes grow and data variety changes it is impor-
tant for carriers to enable their data to have a face – to be 
made personal, to foster a more meaningful relationship, 
and to be expressive. That first requires knowing your data 
– understanding what exists inside and outside of your 
walls, with some sense of accessibility, quantity, quality, 
and context. It also requires interpreting your data for big 
(and little) insights. Many leading organizations recognize 
that harnessing data requires a special blend of talent and 
technology – man and machine – to create the magic of 
breakthrough insights. 

The evolving nature of the available data is helping insurers 
see the face of their customers more clearly. Insurers had 
previously been limited to demographic data – such as age, 
gender, and ZIP codes – and are evolving to make use of 
lifestyle and behavioral data, such as purchasing history, 
club memberships, and charitable giving. As a next step, 
insurers are tapping into their customers’ digital footprints 
to continually capture their behavior. From data collected 
through social networks, smart phones, and supermarket 
scanners, insurers are capturing more customer behavioral 
data to learn more and more about them, including how 
they drive, what and why they buy, what they read, and 
where they travel. By seeing their current and potential 
customers more clearly, marketing becomes more effective. 
The data helps identify the specific customer segments 
to target and the segments to avoid. The improved view 
of the customer also helps determine the most effective 
marketing mechanisms.

While knowing more about current customers to more ac-
curately evaluate risk is a good thing, knowing more about 
potential customers may be even better. Since the number 
of potential customers will almost always outnumber 
current customers, understanding how to reach this pool 
of uninsureds and competitors’ customers is a potential 
game-changer. For example, life insurance companies 
have a good view of their current insureds, but not much 
is known of their beneficiaries besides some basic data 
that may have been collected years ago. By leveraging 
new external data providers, life insurers are able to collect 
beneficiary information such as behavior, lifestyle, income, 
education, and interests – as well as how these data points 
change over time. This information allows life insurers to 
gain a better understanding of their customers and identify 
high-value customer segments. By identifying these seg-
ments, carriers can extend existing relationships, execute 
marketing in a more efficient and effective manner, and 
convert these opportunities into revenue driving business.
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Changing the way we interact with information
Humans can do many things really well, things that ma-
chines have yet to master: visual feature detectors for ana-
lyzing adjacency and symmetry; and contextual, symbolic, 
and idiomatic semantic analysis for sentiment and meaning. 
Empowered by visualization tools, the human mind can also 
carry out initial pattern discovery and supervise cleans-
ing, correlation, refinement, and anomaly identification. 
Machines are suited for pattern mining, running complex 
analytical models, and exposing possible insight areas in a 
feedback loop with their human counterparts. The cycle of 
consistent refinement is important – supplementing sophis-
ticated programmatic learning with human experience to 
discover the potential of your data assets. 

The importance of human thinking to combine data and 
technology is significant – as many organizations have 
learned – and the talent is in short supply. Finding data 
scientists and data professionals with both IT and line-of-
business knowledge (e.g., supply chain, claims, customer) 
can be frustratingly difficult. In fact, Harvard Business 
Review recently called the data scientist the “Sexiest Job of 
the 21st Century.” 4 Experienced professionals in the new 
information landscape are similarly scarce across various 
disciplines: storage, transmittal, mining, visualization, auto-
mated heuristics, and predictive modeling. Publicity around 
analytics in the 2012 U.S. presidential election has further 
raised the profile of – and demands for – advanced pattern 
discovery.5

Finding the Face of Your Data

Big data alone, however, creates no new value if it doesn’t 
lead to insights – about questions you haven’t answered 
before, or perhaps more importantly, about questions you 
didn’t know you could ask. For that, you’ll need new ways 
to capture and explore data, to enrich data and to interact 
with data. You should also identify new patterns in areas 
you’ve never explored, anticipate potential value and in-
sights, and zero in on specific crunchy questions whose an-
swers can lift performance and competitiveness. Man and 
machine, working together, to find the face of your data. 
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History repeating itself? 
Finding the Face of Your Data is an evolution of long-standing research practices – including sense-making, artificial intel-
ligence, ontology, machine learning, pattern matching, and visualization.6 It also represents the culmination of enterprise 
data disciplines – from data management to information automation to business intelligence. Beyond core technical 
advances, a difference in 2013 is the readiness of the business to explore advanced information techniques – and combine 
these foundational elements into a deliberate, multi-tiered approach. 

Finding the Face of Your Data

What were the challenges? What’s different in 2013?

Data mining •	 Focused primarily on internal structured data 
with early exploration of external unstructured 
data.

•	 Outcomes were focused on inventorying and 
cataloging; build-out of metadata, tagging, and 
taxonomy is important, but only valuable if the 
ground-work is harnessed for business insights. 

•	 Recognition that four dimensions of data – internal, 
external, structured, and unstructured – are valid asset 
categories; mining efforts expanding across all data 
universes.

•	 Tagging evolves into taxonomy discovery and opens 
new insights to both structured and unstructured data.

•	 Emergence of pattern discovery techniques goes deep 
in structured, unstructured and the seam in between 
– semi-structured. Discovering new answers, and even 
new questions.

•	 Domain experience has been recognized as indispens-
able in guiding discovery – with requisite skills added to 
efforts for context and guidance.

Data across the  
enterprise

•	 The inability of database technologies to support 
enterprise wide queries resulted in data siloed 
by function (claims, underwriting / actuarial, 
marketing).

•	 Underestimated benefit assumptions related to 
the value of a holistic data view. Insurers are 
migrating from a siloed product-centric view of 
their business to a customer-centric view that 
spans product lines, distributions lines, and the 
lifecycle of the customer relationship.

•	 Common waterfall type, “big-bang” delivery 
methodologies lead to long delivery timelines, 
delaying and ultimately limiting the business 
value of big data projects.

•	 Technical architectures were ill suited to ac-
commodate big data, with many carriers not 
having the experience to understand how to 
plug this capability into their existing technology 
ecosystem.

•	 Multiple performance improvements have improved 
querying and analytics, reducing response time through 
the usage of technologies such as massive parallel 
processing and MapReduce. 

•	 Better understanding of the benefits associated with a 
360-degree customer view.

•	 Appliances can now bring in data incrementally and 
infer data relationships. This allows for prototypes to be 
created as well as incremental additions of functionality, 
thus reducing the need for costly, multi-year implemen-
tations.

•	 Big data can be an important complement to existing 
information assets – running specialized algorithms on 
massive data sets and feeding the results into traditional 
solutions, such as existing business intelligence dash-
boards and portals.

Analytics •	 Analytics remains a huge opportunity area, 
but many companies are still struggling with 
foundational data management layers – and find 
themselves struggling to generate operational 
reporting, much less predictive and prescriptive 
analytics.

•	 Confusion around the relationship between 
traditional data techniques such as data ware-
houses, business intelligence, and operational 
data stores versus emerging topics such as big 
data, visualization, and machine learning has 
contributed to stalled investment momentum. 

•	 Core data management disciplines lie at the heart of 
Finding the Face of Your Data. They can also accelerate 
analytics adoption.

•	 Growing understanding about the complementary 
nature of traditional data disciplines, big data, visualiza-
tion, and analytics. With adoption will likely come 
industry standards, leading practices, and reference 
architectures to further clarify relationships and inter-
dependencies. 
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Technology implications
Discovering useful patterns in big data – and knowing how to exploit them – often requires a baseline of data quality,  
governance, and stewardship of the raw information assets – as well as the ability to understand and correlate  
relationships between data sources. “Garbage in, garbage out” remains a truism – and can undermine efforts to  
empower discovery, automate decision-making, and take advantage of human intuition and insight. 

Finding the Face of Your Data

Topic Description

Telematics Telematics provides a great opportunity for insurance carriers. In its early stages, insurers are leveraging 
only a very small portion of the massive amounts of data being collected from vehicles that have installed 
telematics devices. The type of information received such as miles driven, location, usage, and speed can 
be used to improve risk assessment. However, single carriers typically don’t have enough data to make ac-
tuarially accurate determinations. Even if they had this data, it is unlikely that carriers would want to store 
every data point required to more accurately assess risks. A more efficient solution is to allow third parties 
to aggregate data from a large number of carriers, host the raw data, and provide meaningful risk scores.

Methods, modeling,  
and statistical data  
professionals

Many organizations will likely need to source data science talent from outside the business – especially in 
early stages of adoption. While business domain experience is equally important and may be found within 
the company or industry, advanced mathematical, statistical, and computing skill is also often required, 
including in natural language processing, information retrieval, knowledge representation and reasoning, 
machine-learning technologies, and cognitive computing.

Master data manage-
ment

Understanding relationships between master data entities across and beyond the organization is critical to 
identifying advanced patterns. Techniques can be as simple as managing look-up tables or as sophisticated 
as probabilistic matching algorithms and bidirectional automated maintenance of updates across systems 
of record. Master data management is the foundation for harmonizing parties and the roles they play in 
insurance, whether that be an agent, broker, policyholder, driver, named insured, beneficiary, claimant, or 
adjuster. Through master data management, an individual or organization can be viewed centrally, with 
linkages to the roles they play on policies and claims and the relationships between each other. But without 
correlation of master data, associations could be missed – leading to incomplete or incorrect conclusions. 
Availability of shared digital identities can help simplify master data disconnect – either internally, or using 
common social platform identifiers such as LinkedIn profiles or Facebook Connect authentication.

Data architecture This involves the physical manifestation of data governance and master data relationships. New capabilities 
in big data and analytics introduce new tools and techniques – including in-memory computing, appliance-
based hardware/software composite solutions, distributed computing, and non-relational and column-
based databases. Compression, archiving strategies, and sourcing options (including vendors and cloud 
versus on-premise solutions) can further complicate the picture. 

Visualization Geospatial data – such as flood plains, fire zones, earthquake zones, parcel boundaries, and weather 
events – have been around for some time, but access has often been limited to actuaries, and the ability 
to make effective use of the data across the organization has been limited. When this data is presented in 
columns and rows, it becomes difficult for humans to see patterns and identify risks. 

Visualization tools, such as ClickView, MicroStrategy, Spotfire, and Tableau provide the ability to view this 
same data, in a different manner, and come to quicker conclusions. For example, with these tools it is 
possible for a claims manager to view a map depicting the segmentation of risk profiles in a given area 
prior to a hurricane. A geospatial map can depict flood zones, obstacles such as mountain ranges and 
rivers, and cellular towers with underserved communication areas. Combine this with spheres representing 
total insured value, colors representing risk type, and saturation representing policy counts. Add in parcel 
boundaries and a combination of three-dimensional shapes and colors to represent desired segmentation. 
Overlay just-in-time weather feeds, and the claims organization now has the ability to anticipate and target 
impacted customers, identify gaps, and take action for serving these customers before and after weather 
events.

Flows versus stocks The velocity characteristic for big data – sometimes called “fast” data – has implications for the network as 
well as for raw processing speed. The emerging need is to process flows versus stocks. That is, extracting 
insights and signals from data streams in near real-time instead of storing “everything” for later consider-
ation. Combined with the basic transmittal challenges of unstructured data types, such as video and raster 
image, there are still fundamental technology challenges in the data center, the core network, edge and 
content delivery networks (CDNs), and last-mile and high-bandwidth interconnects.
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Lessons from the frontlines
Winds of change 
From tracking crime statistics and reports of graffiti to 
building permits, the city of Chicago has collected enough 
data to fill more than 400 servers in its multiple data cen-
ters scattered through the city.7 And now the city is pulling 
together their data sets into one public platform to find 
new ways of making the city a better place to live.

The city began building a massive data portal, using 
primarily open-source software, pulling in unstructured 
data such as real-time transcript excerpts from 911 and 
311 calls, as well as structured data from disparate systems 
across 30 agencies and departments. The goal of the portal 
is to give city officials a way to combine data from different 
agencies to reach new conclusions. For example, if crime 
is trending up in one area, analysts can look for causal 
factors, such as the density of liquor licenses or changing 
patterns of police protection. City officials can then use the 
data to predict and prevent new problems. For example, 
one investigation revealed that garbage cans in a particular 
zip code often disappeared when the alley lights went out. 
If the city could replace alley lights more quickly, they could 
avoid having to replace garbage cans as often.8 

The data portal has the added benefits of increasing gov-
ernmental transparency and enhancing its ability to deliver 
services in a timely manner. For example, the city analyzed 
what information is most often requested using the Free-
dom of Information Act (FOIA), and published those data 
sets first. To increase accountability, the city built the Public 
Performance Management Dashboard to evaluate how 
well each department delivers services. Built using feeds 
from the portal, the dashboard is already helping some 
departments make improvements in operations.9

The city is continuing to develop the platform over the 
next couple of years and has already seen progress in soft 
metrics, such as increased public trust and collaboration 
with the developer community.

A prescription for insight
Recombinant10 began as a company focused on cohort 
identification for health care systems – identifying patients 
with specific characteristics needed for clinical research 
studies. The Recombinant team built a practice on the 
implementation and extension of i2b2, an open source 
software application funded by the National Institute of 
Health that provides clinical and research analytics. 

While working with pharmaceutical companies, Recombi-
nant realized that analytic tools being used by health care 
systems could also be used to improve clinical trials. Phar-
maceutical companies face many of the same problems as 
health care systems, notably, that work is being completed 
in silos. For example, a drug may be tested in clinical trials 
for both rheumatoid arthritis and psoriasis – but the data 
from the clinical trials for the two diseases aren’t analyzed 
together or with outside data sets to identify deeper 
insights. Recombinant used i2b2 to create a database that 
added genomic signals to the clinical information with the 
goal to identify correlation signals inside large datasets and 
to create data liquidity across studies and within an orga-
nization. Recombinant then extended the platform for use 
at multiple pharmaceutical companies under a new open 
source project called tranSMART. 

Recombinant is continuing to work with clients to extend 
the applications of tranSMART. For example, a company 
may want to conduct new studies for drugs that fail to 
gain FDA approval. Say a drug gets approved in Phase I 
and II of clinical trials, but fails Phase III because 5-10% 
of patients benefitted and many experienced side effects. 
tranSMART could be extended with relevant data sets to 
identify predictive biomarkers that would help identify 
patients to include in the next trial who would likely see 
desired results with the drug. By discovering hidden pat-
terns in the biological data, the next trial could benefit 
90% of patients with adverse side effects for 2%. This 
could rescue and reposition the previously failed drug and 
provide patients with a new drug to fight their disease. 

Computers are great at detecting patterns, but these stud-
ies come with a risk of false discovery. Bioinformaticists and 
other experienced team members are critical. They can de-
termine what signals are valid and reproducible, and refine 
the analytics in way in which computers aren’t capable. 
Pharmacogenomic pattern discovery is a new discipline for 
the pharmaceutical industry and opportunity abounds for 
those who embrace it.

Finding the Face of Your Data
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Surveying the data landscape
With a commitment to customer service, American Express 
continuously looks for ways to enhance their customers’ 
experiences with their products. The Global Advertising and 
Brand Management team at American Express administers 
a survey to its customers which essentially asks, “How likely 
are you to recommend our products to others?” The survey 
contains both structured data and unstructured data in the 
form of comments about customers’ experiences with its 
products. American Express uses the survey data to drive 
product changes to continue to meet their customers’ 
needs. 

Customer comments range from high-level thoughts to 
specific, detailed experiences with a product. Until recently, 
the company that administered the survey on behalf of 
American Express was manually reviewing hundreds of 
thousands of survey responses. The process was time-
consuming and sometimes specific insights and trends 
were overlooked due to the variation with which employ-
ees at the company interpreted comments from around 
the world. So American Express’ Risk and Information 
Management team invested in big data infrastructure and 
innovative text mining techniques to improve the process. 
They shortened the time required to conduct the analysis 
of survey data from weeks to hours.

Automating the survey analysis with text mining tech-
niques, American Express was able to more quickly process 
survey data and identify new patterns in customer experi-
ences such as cardmembers’ appreciation of features and 
services that help them improve the management of their 
personal finances. A self-service tool developed for the 
Marketing organization allowed them to see, first-hand, 
general customer preferences at a specific moment as 
well as how those preferences changed over time. Adding 
visualization tools, American Express was able to see trends 
in the data that are leading them to build products that 
fit customers’ changing needs. And although American 
Express has only used this technique for customer product 
survey data, the method is scalable across the company’s 
other services, such as travel, rewards, and corporate 
cards. 

Finding the Face of Your Data
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At JPL, we have a fundamental philosophy that “IT” 
should stand for “Innovating Together.” The jobs of 
the IT leaders are to provide the environment for 
that to happen – where our employees can work 
with virtually anyone, from anywhere, with any 
data, using any device, at any time.

Consumer-driven IT, big data, and mobile are im-
portant factors for our increasingly IT-savvy users. By 
adding pervasive cloud and immersive visualization 
and interaction, we have a formula for Innovating 
Together. When talented, curious people interact 
with high-V data (high volume, velocity, and/or vari-
ety) in high-performing collaborative environments, 
they can discover valuable new things (the fourth 
V is for value). Assemble a team of scientists from 
different disciplines such as oceanographers, climate 
change specialists, statisticians, aerospace engineers, 
and economists – either in person or virtually – 
and they will likely uncover insights that wouldn’t 
otherwise be found. Human behavior is what really 
drives analytics – the computers bring the data to 
the people who can infer the results.

The challenge is that these multi-disciplinary teams 
should include data scientists – individuals who 
can teach the data to tell an interesting story we 
didn’t already know. These are individuals who can 
look at data – both structured and unstructured – 
manipulate it, use data mining and machine learning 
capabilities, determine statistical relevance, and then 
model and communicate the results so that others 
care. That’s a tall order for one person – and so the 
data scientist may actually be a group of people. 

We used this multi-disciplinary approach at JPL and 
created collaboration centers, which are essentially 
“Conference Rooms ++.” For example, we thought it 
was about giving visualization tools to our mechani-
cal engineers, but they were already accustomed to 
translating blueprints into three-dimensional images 
in their minds. Those who really benefitted from the 
visualization tools were the electrical and propul-
sions systems folks. With the visualization tools, 
the team was able to see the same thing together, 
enabling breakthrough insights. The true Big Value 

Tom Soderstrom
 IT Chief Technology Officer, Office of the CIO
 Jet Propulsion Laboratory

My take

from Big Data can come when we provide real-time 
visual analytics to co-located specialists from different 
disciplines and let them innovate together.

For outreach, we put information in public clouds in 
order to share interesting information about NASA and 
science. We’ve also done mission-critical work this way, 
putting Mars Exploration Rover data in the cloud to 
assist scientists all over the world to collaborate more ef-
fectively. It was secure, and saved us an order of magni-
tude on cost and two orders of magnitude on response 
time – which is critical when you can only communicate 
with spacecraft once a day. 

If I were to give advice on this trend to other technology 
executives, I would focus on four things:
1. Redefine “IT” as Innovating Together. We have un-

expectedly IT-savvy people within our organizations. 
For example, we had a librarian who turned out to be 
a closet developer and made publications collabora-
tively available on tablets. If you tap into those skills, 
both customer satisfaction and overall productivity 
can skyrocket. 

2. Use Innovating Together to make IT a consulting arm 
to the business. A customer focus and a consulting 
mindset can result in solutions that are co-created 
and fit for use. It’s often easier for an end user to 
convince another end user that a solution is good. 
Using this approach, we can get many prototypes 
going simultaneously.

3. Start with analytics in a novel way – maybe some-
thing mobile – and develop a high Return on 
Attention (ROA). Especially when prototyping, an 
investment is often worthless unless you have at-
tention from interested users. Once you have results 
somebody cares about – once you have their atten-
tion – funding further investment is straightforward.

4. Get started. There are many startups now with 
resources for big data, and there is likely to be 
consolidation later. Don’t wait on the sidelines for 
the “perfect” tool. Strive to learn from fast failures to 
create lasting achievement. Be nimble, avoid big bets, 
and you’ll be more likely to survive and thrive. 
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Flying car future
Making the most of big data requires a strong feedback 
cycle between human analysts and automated engines 
– allowing manual manipulation and evaluation of new 
and evolving data sets, and consistent tweaking of the un-
derlying machine learning, associated models, and results 
thresholds. 

The future appears to be heading toward advanced natural 
language processing, semantic analysis, and cognitive 
computing that will likely reduce dependencies on the hu-
man operators and scientists; ambient, continuous analysis, 
and refinement – with background scenario planning, 
knowledge engineering, pattern detection. As context, 
biases, and non-linear relationships are identified through 
semi-autonomous pattern detection, self-learning will likely 
continue to build a taxonomy and ontology able to achieve 
goals in pattern discovery on the first try – without offline 
intervention or guidance. 

Will artificial intelligence and knowledge discovery replace 
the need for human intervention and judgment? Not 
anytime soon. However, consumer solutions like Siri and 
Google Now are already demonstrating the power of natu-
ral language processing – allowing business users to ask 
conversational questions without a sophisticated knowl-
edge of the human-machine interface. These solutions are 
limited by the small number of data sources and services 
available to inform context and content of answers. Fast-
forward to similar systems with broad data and service ac-
cess. When coupled with cognitive machine-based learning 
algorithms, the potential can boggle the mind.

This leads us to the real flying car future – one where 
behind-the-scenes, prescriptive analysis can drive not just 
decision-support, but transactional execution for an in-
creasing number of business processes. Like the auto-pilot 
on the airlines, a host of core services across sales, finance, 
manufacturing, and customer service functions can take 
advantage of trusted autonomous processing, creating an 
autonomic nervous system for the business. Users can shift 
their focus to a very broad range of information available 
for a highly specialized domain specialist to explore using 
voice and gesture controls – where a dizzying combination 
of machine learning and raw statistical analysis is being 
delivered across zetabytes of data to smoothly render 
results in real-time. Think of a symphony conductor – one 
surrounded by potential relationships and data patterns 
instead of musicians, allowing insights to be uncovered 
to refine the automated core, or lead to more significant 
strategic shifts according to market dynamics. 

One by-product of increasingly autonomous systems is 
machine ethics and morality. On-the-fly decisions will 
require a combination of pre-scripted business rules and 
tolerance thresholds, and confidence for the machine to 
interpolate desired action for unprecedented encounters. 
A self-driving car may need to make a decision: do I hit the 
child who darted in front of me or swerve into oncoming 
traffic?11 The soul of the machine will inform the character 
of the business as much as it will drive its performance in 
the market. 

2013 Insurance Technology Trends – Enablers

Finding the Face of Your Data



58

Finding the Face of Your Data

 
Where do you start? 
Information has been the white whale of the last decade 
of IT investment, but few organizations have mastered 
core data management across the enterprise – much less 
higher-order disciplines like business intelligence, visualiza-
tion, or advanced analytics. Does that mean you shouldn’t 
press forward? Hardly. 

Coupling data scientists and machine learning with visual-
ization and other data interaction tools can allow timely re-
sults with less infrastructure build-out – and gives a higher 
tolerance for error. Imperfections of data sources and the 
limitations of machine learning are hedged by intuition and 
cognitive insights of human counterparts. Technology ad-
vances allow for data crunching that would have crippled 
sophisticated servers just five years ago. Some specific 
areas to start the journey: 

•	Stack	the	deck.	Don’t play without talent. Start with 
business domain experience – people to help inventory 
and categorize the information assets at your disposal, 
understand line-of-business priorities, and work with 
technology specialists to determine short- and long-term 
needs. 

•	Look	to	the	source.	Finding the Face of Your Data 
begins and ends with data sources. The problem is 
that those sources are often an unknown quantity. You 
should understand not only your own data, but also the 
third-party sources available to supplement and extend 
your own purview. Open source, governmental, and 
subscription-based feeds may provide crucial missing 
links to discover new patterns and insights.

•	Start	the	clock. Big data projects can spiral in com-
plexity and scope. Identifying sources, integrating the 
data, massaging the data, running models, and creating 
visualizations and reports can exhaust an enthusiastic 
business sponsor’s appetite. Start small – delivering 
something quickly before the business users lose inter-
est. 

•	Manage	expectations. Trying to launch this effort with 
enterprise-wide plans would likely be daunting. Choose 
specific domains in which to begin (e.g., customer, prod-
uct, pricing, risk). Focus on places where your available 
people are most knowledgeable. Instead of dealing with 
hypothetical super-sets, focus on tangible, bounded 
focus areas. Run some experiments to test the data and 
deliver results. But once the scope has been anchored, 
don’t limit yourself to just one domain. Investigate 
seemingly unrelated data sets. You never know where 
an “aha” relationship may be lurking. 

•	Good	hygiene. Big data is still data, and you’ll still need 
data disciplines. Core data management, master data 
management, integration, and stewardship are impor-
tant – even if only for the small domain slices upon 
which early initiatives are sighted. This is the structural 
foundation for future efforts. Enough of a strategic 
roadmap should be laid out to monitor that short-term 
enablement is in line with long-term vision. 

•	Stay	on	target. Before you can determine the right 
questions to ask, you’ll need to illuminate the possible 
questions that could be answered. Then define relative 
priorities and associated metrics to assess what changes 
could be enacted based on insights. Early focus should 
be on areas that involve no more than first- or second-
degree inferential analysis. 
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Bottom line
Information as an asset is moving to the forefront of the business agenda; from basic analytics to sophis-
ticated visualization; from taking advantage of big data to pattern discovery and sense-making. Despite 
many advances, we remain a long way from completely automated discovery and contextual analysis. Ma-
chines are very good at finding patterns, but we should still have human analysts – augmented by visualiza-
tion tools – to determine real meaning and value. 

In Finding the Face of Your Data, we are building on the foundational elements of previous cycles and 
trends, while recognizing the importance of balancing people, data, and computing power to discover 
questions that previously couldn’t be answered – or even asked. The goal remains the same: data-driven 
decision making, with higher speed-to-value.

Finding the Face of Your Data
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Gamification  
Goes to Work7

Moving beyond points, badges,  
and leaderboards 
Gamification is having a real impact on businesses world-
wide. By taking the essence of games – fun, play, and pas-
sion – and applying it to real-world, non-game situations, 
gamification can instill challenge, pay-off, and new per-
spective into day-to-day tasks. And as business becomes 
increasingly social, our professional and consumer lives are 
being built using digital interactions. This momentum can 
be tapped to augment performance by embedding gaming 
mechanics into traditional processes. In fact, this is already 
happening. Gartner predicts that by 2015, 40% of Global 
1000 organizations will use gamification as the primary 
mechanism to transform business operations.1

It is more than just points, badges, and leaderboards 
however. It is about increasing individual engagement. 
Organizations can harness gaming principles to influence 
behavior, and get stakeholders passionately engaged in 
everything from finance, sales, HR, policy management, 
and more. Using the transparent rules and boundaries that 
come with gaming, organizations can accentuate compli-
ance and leading practice adoption by aligning game 
objectives with the desired outcomes of the enterprise. 

Historically, gamification has been consumer-driven. M2 
Research reported that in 2011, 91% of the gamification 
market was consumer-driven and only 9% enterprise-driven.2 
But it can be much more – systematic, integrated, and a 
driver of enterprise engagement. And in fact, M2 Research 
estimates that by the end of 2013, game design within the 
enterprise will become the dominant segment of gamifica-
tion.3

Gamification is already having an impact on insurance 
companies and that impact is expected to grow in the com-
ing years. It provides a way to influence customer behavior, 
through the use of transparent rules and boundaries, and 
can help achieve desired business outcomes when game 
objectives are properly aligned with those outcomes. Several 
insurance companies have already made the move to incor-
porate gamification and others still are working to use it as a 
driver of enterprise engagement. Now is the time to secure a 
place in the winner’s circle.
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History repeating itself? 
Games, challenges, and competitions have been consistent features of human society. Similarly, companies have long tried 
to meet objectives like engaging clients or encouraging employees to work together more effectively. Despite a compel-
ling case for how embedding gaming mechanics in business can benefit these corporate goals, the history of effective 
gamification is just beginning. That’s because it is difficult to entrench gamification firmly within the organization. Effective 
game principles often rely on deep and accurate understanding of internal organizational workings, as well as the needs 
of customers externally. It’s ultimately a cultural change. Overcoming this barrier may be critical in 2013.

Gamification Goes to Work

What were the challenges? What’s different in 2013?

Behavioral economics • Behavioral economics has caught the attention 
of a number of industries. Principles include 
nudge tactics, gradual engagement, and 
framing. These principles seek to apply be-
havioral changes based on how choices were 
presented to people. A limitation of behavioral 
economics has been not acknowledging the 
effects of customers’ and employees’ social 
networks.

• Gamification shifts the focus from just behavior, to be-
havior and experience. Behavior economics try to affect 
an outcome. Gamification aims to design a journey that 
evolves, engages the participant, and tries to create a 
sense of fun. This ties in well with the general shift from 
product interface to user experience in the corporate 
world. 

Early gamification efforts • Early gamification efforts focused on single, 
non-game processes. Common examples were 
marketing teams using it as a technique to 
attract and retain customers, or HR using it to 
supplement performance management pro-
cesses. However, the number of players and 
scope of activities that had been monitored 
and shaped was limited.

• Data collection is in place in many organiza-
tions; many already collect click-level behavior, 
but it was rarely used to trigger feedback, feed 
rewards, or guide personal growth. 

• Gamification seeks to unify an individual’s various 
personae to guide growth, behavior, and engagements. 
Isolated instances can be effective, but a broader, inte-
grated approach can give a richer view of performance 
and incentives, and can yield more than incremental 
improvements. 

• Points, leaderboards, and badges can still be valu-
able. But first organizations should take a hard look at 
objectives, processes, solutions, and players – feedbacks 
and rewards tied directly to the employee, customer, or 
consumer. 

Process engineering • Process engineering shares historic links with 
systems thinking and management science. 
Over the years, however, process engineering 
has often been misinterpreted by manage-
ment; co-opted by executives to design and 
enforce processes with austere rule sets that 
seek to allow them to command and control.

• Gamification has the opportunity to increase the visibility 
of processes within an organization and across its value 
network. It can incorporate the real experience of inter-
acting with colleagues, customers, and suppliers such 
that players have a far deeper feel for their roles and the 
roles of others. It makes visible the competing objectives 
of various departments and facilitates an equitable 
outcome. In short, the real system can be made visible. 
Gamification acknowledges that there are those who 
would seek to ‘game’ the system, and includes this in the 
reckoning.

Simulation and  
serious gaming

• For serious gaming, practitioners in non-en-
tertainment fields saw potential in developing 
heavy business simulations and war-gaming 
applications as sophisticated models to emu-
late complex behavior. However, there is a high 
barrier to entry, as a serious game is likely only 
as good as its underlying rules and models. In 
addition, these simulations are more apt to 
be point-in-time studies in dedicated, “safe” 
environments versus integrated with real work 
processes.

• Serious gaming continues to be an effective training and 
risk management tool for several industries and business 
functions. However, gamification looks to take gaming 
principles from the walled garden of a simulation into 
day-to-day operations, affecting (and understanding) 
employee and customer engagement, and behavior as 
business is conducted.
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Technology implications
As gamification expands, organizations should embed game elements into core systems and processes across the business. 
This has far-reaching implications – for security and privacy, integration, data, and social platforms. But penetration will 
not likely be immediate. A layering approach should be applied, where focus and pace of adoption is likely to differ by 
industry and individual company dynamics. 

Topic Description

Game mechanics platform The success of game element deployment lives and dies within the design and user experience of 
the game itself – the underlying rules engine, event monitoring and triggering, and an engaging user 
interface to drive player behavior. A number of solutions have emerged that provide plug-ins or third-
party services for pieces of game elements. Many organizations are also building their own – tightly 
aligned with policy engines and digital content management systems for consistency and ease of 
maintenance. 

Social business Games are inherently social. So goes gamified business processes. Integration into collaboration and 
social enterprise tools is important for internal efforts – sharing motivation, creating support mecha-
nisms, and tapping into existing real-world relationships. Additionally it can circumvent hierarchies to 
bring diverse teams together to do their jobs differently. Hooks into public social media platforms are 
equally important – for enterprise connectivity, as well as for authentic interaction with customers and 
third parties.  

Integration For gamification to truly go to work, it is likely to require deep integration with enterprise systems. 
Game mechanics are fueled by feedback and rewards – requiring visibility into individuals’ day-to-day 
activities. Exposing transactions and data from underlying ERP, customer, and analytics solutions is a 
challenge, particularly if gamification will be externalized or centrally managed. Equally challenging is 
embedding gamification elements into the native logic of current platforms. The challenge for design-
ers is to determine the platforms through which the system or business process will manifest. The 
complexity can increase for global or multinational companies with language, cultural, market, and 
infrastructure nuances in each geography.

Cloud and open  
external systems

With the trend towards hyper hybrid-clouds and open APIs, organizations should have clearly defined 
policies and governance structures to accommodate flexible application portfolios that embrace 
gamification. It is likely only a matter of time before customers and staff start to deploy their own 
applications – bring your own application (BYOA). This essentially gamifies the enterprise application 
build and deployment process.

Big data and analytics The current use of badges, virtual gifts, rewards, leader boards, and the social commentary that 
accompanies the implementation of these game dynamics often results in a sizeable increase in the 
amount of data that is available both internally and externally for an organization to analyze. You 
should develop a data taxonomy system that allows meaningful tags. Once established, this data can 
be used to determine behavioral, business, product, and organizational patterns that – if acted upon 
– may lead to a more agile organization. The storage, privacy, and accessibility of these large data sets 
are likely to continue to challenge the CIO and the governance officers within an organization. Finally, 
what gets measured usually gets done. New business intelligence and analytics capabilities should be 
stood up for visibility into desired business outcomes – to help fine-tune the gamification elements, as 
well as to understand the effectiveness of the effort. 

Mobile With the ubiquitous nature of the mobile phone and the adoption of bring your own device (BYOD), 
workers are often no longer desk-bound. This opens up multiple new dimensions of game dynamics 
that can be incorporated into a business process, ranging from geo-tagging, video, photo-embedding, 
and social plug-ins. Security over what is published, stored, and recorded becomes critical for brand, 
reputation, and potentially business continuity. Mobile also allows advanced techniques like appoint-
ment dynamics, where specific actions or rewards are available only if a user is in a predetermined 
physical place at a specific time.4
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Gamification Goes to Work

Lessons from the frontlines
Insurers are using gamification in mobile apps and digital 
platforms to drive positive customer behavior and educate 
consumers on the value of insurance.

Driving customer behavior
GEICO created “GEICO Tricky Traffic,” a mobile app aimed 
at teaching the importance of safe driving and demonstrat-
ing the basics of driving. In the game, players are required 
to navigate through busy intersections and to avoid 
pedestrians as well as other cars. The GEICO Gecko also 
appears to provide safe driving tips in order to help players 
overcome obstacles.5 The app awards points for correctly 
answering quiz questions for point multipliers,6 educating 
customers on the impact of unsafe driving. 

Similarly, Progressive has produced “Route-Rageous” with 
the intended goal of teaching players to be safe drivers. 
Each level requires the player to map out a route to avoid 
obstacles and other vehicles to arrive safely at the finish 
line. Progressive has also gone to the extent of developing 
an app that helps customers navigate the insurance-buying 
process, including concepts introduced in its commercials, 
such as bundling and SnapShot®. “Superstore Shuffle” has 
the player guide as many customers as possible through 
the insurance-buying process before time runs out.7

Promoting the value of insurance 
Insurance companies are also using games to educate 
consumers on the value of insurance. 

Northwestern Mutual launched a Longevity Game on its 
website to give customers “a peek into [their] futures by 
identifying the factors that can lead to a healthier, more 
productive life…and to provide tips on how [one] can 
make positive changes.”8 

Another life insurer, AXA Equitable, launched an online 
game and mobile app called “Pass it On!” which “distills 
the concept and value of life insurance into a series of 
choices”. In the game, “players create avatars and guide 
their virtual families to a better financial future by saving 
game currency, managing expenses, and making important 
decisions about life insurance.”  According to an AXA press 
release, with “Pass It On!”, AXA Equitable hopes to “bridge 
the education gap about life insurance [and drive adoption 
of an important financial planning tool.]”9

Companies, such as Farmers Insurance, are also promoting 
their brands and educating consumers through non-
proprietary and third-party games and apps. In the Zynga 
game FarmVille, players can acquire virtual insurance from 
Farmers Insurance to protect their in-game assets, thus 
improving the gaming experience10 and educating players 
on the benefits of property and casualty insurance.
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In the technology industry, where I’ve spent my 
career, ideas are processed quickly – from “hot new 
idea” to “everybody has this figured out already” 
and the range in between. Gamification has be-
come a buzzword, for sure, but many enterprises 
have just scratched the surface of its potential. Over 
the next year, gamification is likely to morph from a 
tactical to a strategic concept. 

Currently, gamification has specific uses, such as for 
help desk or sales process enablement. In the next 
phase, gamification will likely be used to funda-
mentally reengineer human capital and the way 
systems interact with people. The hard work – the 
strategizing – hasn’t been done yet. 

Inside enterprises, training and development folks 
are the early adopters of gamification, in response 
to employee dissatisfaction with training programs. 
You can easily picture it. Someone says, “Everybody 
in the conference room for software training!” – 
with nothing but blank stares as people file in. 

For a gamification strategy to ignite, it has to begin 
with the C-suite asking this strategic question: 
“How do we rewire what we do?” The CIO should 
be the first strategic actor, as he or she has the 
enterprise software problem to solve. 

Gamification both resembles and differs from other 
new movements, such as social. Many early gami-
fication startups gained tremendous momentum 
with their energy, capital, and entrepreneurs, shap-
ing the discussion at the outset. Larger software 
companies may not be nimble enough to engage 
early, so they may acquire companies to enter the 
space. The buzz-and-investment cycle can raise 
awareness and enterprise experimentation – first 
tactically, and eventually strategically. It’s a familiar 
story, playing out anew. 

What’s different about gamification? Many large 
companies were already well down the path of 
home-grown gamification projects before they 
really knew what they were doing. It wasn’t until 
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My take

the gamification community started to coalesce – and the 
term entered the popular parlance – that people spoke 
up and said, “I’ve been doing this for years.” 

One dynamic that has fueled gamification vendor growth 
is the “double dip”: a company engages with a focus 
on customers, and then, seeing results, it engages the 
vendor again to employ gamification programs for its 
employees. This is great for software companies, but it’s 
another reason enterprises should start thinking about 
gamification strategically. 

As you embark on that strategic journey, an important 
thing to understand is the demographic trend underpin-
ning gamification. Millennials are dramatically different. 
They likely won’t accept a boring approach to work, 
tolerate delayed gratification, nor work for the same 
company for 15 years – unless they have thoughtful 
rewards, progress, and incentives. 

Working as both a strategy and a tactic, gamification 
has demonstrated itself to be cost-effective and scalable, 
disciplined, and metrics-oriented. Organizations can 
adopt it and receive significant benefit, notably strate-
gic competitive advantage when it comes to recruiting, 
retaining and training top talent, and gaining customer 
adoption. These early leaders are also increasingly turning 
gamification into a source of revenue, a trend I see repre-
sented by the case studies in leadership presented at the 
industry’s main conference, GSummit.11

With all this in mind, I see a new role emerging in the 
enterprise – partly tied to gamification but also going be-
yond it. We call this role The Chief Engagement Officer: a 
leader focused on engagement science, techniques, and 
design disciplines to engage employees and customers 
of the organization. And if it isn’t a single person, it will 
likely be a cross-functional working group. 

It bears reminding, however, that we are still in early 
days. New insights based on gamification and, more 
broadly, behavioral psychology are just now emerging. 
Are there limits to where gamification can take us? We’ll 
find out – but today, the trend line heads straight up.
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Flying car future
The future of gamification will likely blur virtual personas 
and reality – where much of what we do is tracked, mea-
sured, and linked to personal and professional rewards. 
At present within our corporate lives, a very small part 
of what we know and what we do is used to measure 
relative worth and performance within the organization. 
What is evaluated is often done, so through the subjective 
lens of a supervisor or manager, it is likely removed from 
the vast majority of our daily routine. Gamification allows 
for granular, consistent, and real-time feedback, rewards, 
and growth – driving consistent individual and workplace 
improvement. 

Some will likely fiercely resist dissolving the boundaries 
between work/life balance. Privacy issues are important. 
Just because something can be measured, should it be? 
And who should control disclosure to your employer, to 
your insurance provider, or to local authorities? 

Finally, refereeing and adjudication in gamified business 
process will likely become a full-time function. People may 
bend rules to “win,” outright cheat, be accused of cheat-
ing, and accuse others of cheating. How will disagree-
ments be resolved, and how will game dynamics evolve 
over time? But then again, how does it really differ today?
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Where do you start? 
The building blocks for gamification are familiar – starting 
with business objectives, desired outcomes, and under-
standing the audience. For gamification to truly go to 
work, however, it is important to understand the inner 
workings of the organization, process interdependencies, 
and behaviors, including the interplay between human ac-
tors and the underlying technologies. Some initial steps: 

•	 It’s	a	social	business	thing. Like any social business 
investment, the first step is to clearly articulate the busi-
ness problem to be addressed. Next, identify the social 
networks relevant to that objective – spanning both the 
virtual and the physical world. Third, explore incentives 
that may cause the networks to engage on that objec-
tive. Finally, explore opportunities to greatly decrease 
traditional constraints with the methods, technologies, 
and media of gamification. These steps may seem 
pedestrian, but many failed gamification efforts start 
with a specific game mechanic or platform they want to 
introduce – not the “why,” “for whom,” and “so what.” 

•	 Design	is	a	team	sport. The construct of a game will 
likely touch on individual incentives, operational and 
organizational goals, analytics, end-user interface, 
and underlying IT systems. A multi-disciplinary team is 
needed to represent these dimensions – including social 
scientists, marketers, game designers, line-of-business 
managers, data scientists, back-end systems engineers, 
and architects. Business systems are complex and have 
causation. When applying game dynamics to a business 
process or the business as a whole, designers should 
understand the complexity of the rules that govern the 
organization – and how to increase interaction and 
engagement with audiences. The game design itself 
should maintain clarity of its benefits to users – as well 
as to the organization. 

 

•	 Measure,	tweak,	and	iterate. Intangible effects and 
lack of measurement criteria have led to the perceived 
failure of some early gamification efforts. Benchmark 
current performance, measure the output once the appli-
cation is activated, and don’t hesitate to revise assump-
tions, approaches, or tools in response. Almost nothing 
kills an innovation in business process like failure to move 
the initiative beyond the pilot implementation. There are 
three dynamics which need monitoring. First, be sure 
to maintain momentum within the “interest corridor.” If 
the game dynamics are too difficult, the participant will 
likely lose interest and disengage. The same is true if the 
dynamics are too simple. 

 Secondly, by gamifying a process, the organization will 
likely have access to a significant amount of new data 
that was previously unavailable. Through a feedback 
mechanism, you may have insights on how to adapt in 
real time. If harnessed correctly, organizations will likely 
be able to refine their strategy in real time.

 Finally, keep an eye on long-term objectives. Tweaking, 
measuring, and enhancement should be an ongoing 
process – not a one and done effort. Be sure to fine-
tune the model. But more importantly – to keep players 
engaged over time. What will keep this process exciting 
and interesting after the first level or achievement is 
reached? And how will the data that is analyzed regard-
ing behaviors and outcomes cause one to rethink the 
rewards, incentives, and recognition?  
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Bottom line
Badges and leaderboards have their place, but they are a part of a larger, more interesting opportunity. 
By following vendor leads, companies may become stuck with isolated one-off concepts, incrementally 
improving a small part of the business. Instead, view this as a chance to rethink what a gamified business 
looks	like	from	the	ground	up.	Understand	who	you’re	trying	to	engage,	what	motivates	them,	and	how	
gamification can change the way they look at – and work with – the organization. Don’t hit the snooze 
button, or the opportunity to put gamification to work in your business may be game over. 

2013 Insurance Technology Trends – Enablers
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Reinventing  
Core Systems8

New vendor offerings can drive  
performance
Rigid and disparate policy administration, claims, and 
billing applications have comprised the core systems of 
the P&C and life insurance industry IT landscape for many 
years. In an industry where change is gradual and risks 
are to be managed, and not taken, these solutions made 
sense. But in an effort to evolve along with customer ex-
pectations, innovation, agility, and flexibility have become 
more than just buzzwords. Marketplace competition is 
relentlessly increasing and it is the insurers who can rapidly 
offer innovative products and services to their customers 
through multiple channels who will be the winners.

These systems are no strangers to technological advance-
ment, evolving from the mainframe to client/server to 
Web-enabled technologies. However, these enhancements 
were just “paving the cow path” and lacked the ability to 
provide true agility. If anything, these new technologies 
only made the resulting integration environment more 
complex and brittle. Thus, this wave of leading solutions 
promised to modernize the industry’s IT landscape, but the 
complexity of integrating these disparate solutions quickly 
eliminated the expected benefits.

The traditional core systems made sense in the days of 
automating planned, predictable, and repeatable business 
processes, but times are changing. Business processes are 
less planned and predictable than in the past. The advent 
of 24-hours call centers and the Web have already pushed 
these systems to their limits, as carriers have been forced 
to support frail systems with patches and workarounds. 

The fact is that the end consumer is changing. There are 
opportunities to differentiate offerings based upon product 
coverage and service. Creating access to new distribu-
tion and communication channels, and flexible products 
tailored to meet their situations are paramount. Peripheral 
technologies, such as mobile and social media, are gaining 
prominence. But these technologies cannot stand alone, 
and the legacy platforms that have supported the insur-
ance industry for so many years are simply not up to the 
task of enabling this new breed of technology. 

Fortunately, vendor offerings have improved significantly in 
the last decade, offering carriers solutions built on modern 
technology architectures, delivering the flexibility and 
broad capabilities they need. These modern technologies 
provide a great deal of flexibility through configuration, 
limiting the need for complex and costly customizations. 
The core systems insurance suite has emerged, with several 
vendors today offering robust products that support end-
to-end insurance operations, including rating, underwrit-
ing, policy issuance, claims, and billing. In some cases, 
vendors are beginning to include once-traditional ERP 
capabilities into their core offerings.  
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History repeating itself? 
We’ve seen a push to modern core systems technologies in the past with the migration from legacy mainframe applica-
tions and leading components. While these moves were an improvement from the long-standing legacy applications, the 
promises of business agility and flexibility did not materialize. What’s different now?

Reinventing Core Systems

What were the challenges? What’s different in 2013?

Use of core system suites • Vendors tended to focus on one component, 
such as policy administration, while their other 
offerings, such as claims or billing, were less 
mature. This led to insurance carriers selecting 
leading components from several vendors.

•	 Multiple vendor platforms forced carriers into 
handling multiple contracts and implementing 
uncoordinated upgrades. 

•	 Integration and maintenance of leading solu-
tions added additional portfolio complexity and 
cost.

• Vendor offerings have improved significantly in the 
last few years, offering carriers the flexibility and 
broad capabilities they need through configuration, 
limiting the need for customizations. 

• By implementing a common suite, insurers gain the 
advantage of common data models and architec-
tures, simplifying integrations and reducing mainte-
nance costs.

 IT dependence • Legacy mainframe systems were inflexible, and 
often contained hard-coded logic. Any changes 
to business rules, products, or workflows 
became significant IT projects, limiting a carrier’s 
flexibility and increasing maintenance costs.

• By externalizing rules and improving process models 
and workflows, business users are less dependent on 
IT resources.

• Modern platforms enable business users to model 
and implement product changes or new products, 
with less dependence on developers.
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Technology implications
In a world of standardized and rigid business processes, core systems were built to be industrial-grade: high transactional 
scale, and pools of dedicated processing resources to deal with sporadic, large, long-running batch cycles. The new world 
looks different at each layer of the enterprise technology architecture, with implications to the rest of the IT portfolio. 

Topic Description

Smooth integration front 
to back

Previously, integration of core systems to the supporting back-end was difficult. The emergence of new 
vendors in the core systems space has made the process more palatable. Pre-built integration of these 
systems through to insurance ledgers, financial/management accounting, enterprise performance, and 
data management modules makes the duration of these implementation cycles shorter and more cost 
effective.  

System configuration Today’s software suites allow for easier changes by business users through updates to externalized 
business rules and workflows. Unlike systems of the past, these changes can be done without writing 
complex code, allowing business resources to enhance the system and improve their processes. 

Today’s user-friendly systems not only provide a quick and straight-forward way to implement applica-
tion changes, but also support auditing and change-control capabilities. This allows for the building 
and testing of prototypes with the ability to back out changes as required.

Product configuration As noted, customer preferences are changing, and both P&C and life insurers need the ability to imple-
ment new products rapidly. Many new platforms allow for rapid product prototyping and testing. New 
product catalogs allow a more structured approach to managing products, including hierarchies and 
product inheritance.

Flexible integration In addition to the ability of the system components to integrate with one another, a variety of periph-
eral applications, some known – such as mobile devices – and some unknown will need to be quickly 
integrated. 

Leading vendor solutions and their preferred system integrators are coming to market with pre-built 
adapters to speed integration with supporting systems across the policy life cycle, including policy 
administration, rating, rules engine, print, third-party data sources, and downstream systems as well. 

Enterprise service bus and industry data standards, compatible with both ACORD and ISO Base data 
models, enable implementation to focus on the aspects that make each business unique.
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Reinventing Core Systems

Lessons from the frontlines
A global insurer was seeking enterprise-wide solutions to 
provide support to various strategic lines of business with a 
mix of package systems capable of supporting some or all 
of the approved enterprise business requirements.

In the past, this would have required a multi-year effort 
and a mid-nine-figure investment. However, carriers are 
now pursuing these ventures in focused efforts with 
incremental value and ability to deliver value within six-to-
nine months. The firm worked to acquire solutions at an 
enterprise level through an executive-sponsored program. 
This new approach will focus the needs of enterprise senior 
management, provide experienced program management 
for the task, and leverage a high level of support from the 
business and technical users throughout the organization.

Leveraging the out-of-the-box functionality, coupled with 
pre-built adapters for interoperability, enabled increased 
speed to market in the delivery of the solution, accelerat-
ing delivery of capabilities from months to weeks in some 
cases. 

Where do you start? 
Core systems’ efforts can be a sensitive topic in many 
organizations, and for good reason. Significant financial 
and political capital has been spent in getting to today’s 
current state, with personal careers made (and lost) based 
on the outcome. It is likely the biggest single part of the 
insurance IT landscape, influencing a significant percentage 
of IT spend, and involves in an even bigger percentage of 
the business’ operations. Reinventing any part of the core 
systems landscape should give pause, and will likely draw 
scrutiny. 

But that doesn’t mean it should be avoided. Vendors 
are already positioning for the next potentially disruptive 
wave – one where total cost of ownership is transparent 
and hyper-competitive, and where ubiquity is expected. 
Markets are being displaced by companies where old prob-
lems are getting solved in new ways, new questions are 
getting asked and answered, and new businesses are being 
explored. Here’s what companies can do to prepare: 

· Experiment at the edge. Explore opportunities to 
adopt revamped core systems in underserved or mono-
line environments, creating new capabilities to test the 
company’s ability to drive positive outcomes. 

· Don’t upgrade, revolutionize. Many have hedged 
against technical upgrades and are generations behind 
the latest versions. Rather than spend the time and 
money to get compliant, invest in new capability. Com-
panies can defray the investment and take advantage 
new breed benefits – speed, ubiquity, and flexibility.

· Evangelize. Become the change agent of the “so what” 
by asking what the business can do differently and how 
the organization’s mission can be better served. Under-
stand the implications of the “what” and “how” so you 
don’t oversimplify the migration effort or overpromise 
the expected outcomes. Vendors and partners can 
provide scenarios and benchmarks of potential business 
impact because of the foundational changes. Competi-
tor and cross-industry examples are good, but rarely 
does something compare to a handful of impactful use 
cases from your own business.  
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Bottom line
New core systems improve the process-driven ways of yesterday, and enable the event-driven possibilities 
of tomorrow. Overhauled technologies allow cheaper and timely passage along the well-worn tracks of 
existing automated processes. But technological breakthroughs suddenly mean industrial-grade perfor-
mance can be coupled with maneuverability. This provides more than efficiency and cost gains; it allows the 
underlying business problems to be approached in new ways. It allows more efficient data access, lead-
ing end-users to ask additional questions and explore new ways to exploit their core systems’ data – and 
unlock the potential of their information.

Of course, companies can rationalize their infrastructure and application footprint. But the real questions 
are more strategic. What would you do differently if you could? What products or services would you 
develop with double the capacity? What new channels would you serve? How would your sales strategy 
change if all distribution were individually executing daily sales forecasts? The new core systems provides 
the tools to answer these questions and more. 

Reinventing Core Systems
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No Such Thing  
as Hacker-proof9

You’ve been breached, or you soon will be. 
Now what?
Who can forget that great line from the movie Field of 
Dreams? “If you build it, they will come.” It’s an inspiring 
incentive of future rewards to be reaped for challenging 
work today. But in the realm of cyber-threat defense, it is 
also an unfortunate likelihood. If you build something of 
value, others will likely come to steal it. No matter how you 
secure your environment. No matter how many redundant 
walls or how many futile moats you have.

Cyber criminals targeting insurers are often well-resourced 
and potentially even nation-state sponsored. Attacks on 
financial and insurance firms raise significant liabilities 
and losses associated with a cyber-attack that could have 
devastating corporate consequences.1 The cyber criminals 
can be highly capable, methodical, and patient – and their 
tactics keep shifting. To be sure, “smash and grab” attacks 
still occur, with hackers compromising a system to steal 
something like credit card data, and then moving on. Now, 
though, there is growing occurrence of the “long-term 
dwell.” Adversaries can gain undetected access and main-
tain a persistent, long-term presence in critical IT environ-
ments, operating below the radar of the victim insurance 
organization’s cyber team. 

Despite the historically high scrutiny of the information 
security infrastructure by state and federal insurance 
regulators within the insurance industry and proactive 
measures taken by insurers to “comply” with the regulatory 
requirements, the average insurance cost for crisis man-
agement services has continued to increase significantly 
over the years. Recent attempts at calculating the costs of 
cyber-attacks have found that the attacks have become fi-
nancially more costly over time and have increased various 
postmortem costs of identifying the root-causes and put-
ting in place corrective measures. A study by NetDiligence 
based on insurance claims submitted in 2011 for breaches 
and attacks occurring between the years of 2009 to 2011, 
purports that the average insurance cost for crisis manage-
ment services increased by $183,000 to $983,000 over the 
two-year period.2 While the legal damages from the data 
breaches present a majority of calculated costs, the true 
cost is the loss of customer trust and increased concerns 
regarding the safety of customers’ personal information. 

Meanwhile, many insurance organizations may have a 
false sense of security, perhaps even complacency, result-
ing from their investments in non-agile security tools and 

processes they have relied on for years. Yet firewalls, antivirus 
software, intrusion detection systems (IDS), and intrusion preven-
tion systems (IPS) are increasingly less effective as attackers leverage 
encryption and other innovative techniques to evade them. Many 
insurers are failing to detect long-dwell cybercrimes in their IT 
environments and misallocating limited resources to lesser, more 
generic threats. Basic security blocking and tackling is valuable, but 
is in no way sufficient. Richard Clarke, former cyber security advisor 
to the White House, believes “every major company in the United 
States has already been penetrated.”3

As a consequence to better protect themselves against the emerg-
ing cyber-attack trends, insurers need to up their games, particu-
larly since cyber risk is no longer just an IT issue, it has become 
a strategic risk management issue and most of the insurers are 
committing more resources to mitigate the risk.4, 5

This would require changing the lens through which they view 
cyber risk – not relying upon traditional security controls revealing 
tell-tale signs of an effective attack – but leveraging intelligence and 
advanced techniques to identify the coming threat and proactively 
respond. A few channels that insurers are looking to adopt include 
leveraging intelligence from both internal and external sources, us-
ing forensic and analytic techniques to drive timely decision-making 
and proactive responsiveness to hostile activities in the network, 
mining intelligence for improved incident attribution to develop a 
deeper understanding of the origin of the attacks, and tracking of 
specific adversaries to enhance future risk analysis. 

Kelly Bissel, a principal at Deloitte & Touche LLP, sees another more 
specific channel to curb cyber-attacks. He envisions a clearing-
house, established by private organizations and working with law 
enforcement agencies, that serves to compile data on cyber-threats 
launched at organizations across the country. “This clearinghouse 
should analyze the collected data and share it with federal law 
enforcement officials, who could then act on it. Furthermore, when 
hackers launch an attack against a particular company, the clearing-
house – acting as a monitoring agency of sorts – could alert other 
companies in the same sector that they may be vulnerable. Col-
laborating in this way, the public and private sectors could identify 
the bad guys, develop a greater understanding of where and how 
they operate and thwart attacks the moment they commence.”

That said, remember: there is no such thing as hacker-proof. 

Does that mean companies should surrender the fight? Of course 
not. There have been and will likely be breaches. Move forward 
boldly, advance your tactics to meet those of the adversary, and 
contain the risk against your valuable assets. 

2013 Insurance Technology Trends – Enablers
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History repeating itself? 
Network security and data protection have been the focus of information security programs for many years. Additionally, 
compliance initiatives such as SOX, PCI DSS, GLBA, and HIPAA6 have further stressed the need for access controls, vulner-
ability management, security patching, and more. In response, many insurers have deployed a wide range of technologies 
to protect themselves and meet compliance requirements. Many started by hardening the perimeter defense. 

Respondents of the Chubb 2012 Public Company Risk Survey placed cyber risk as their number-one concern and reported 
that 52% of the companies represented in the survey are committing more resources to mitigate risks.7

Today the cybercrime landscape represents a set of highly specialized criminal products and services that are often able to 
target specific organizations using sophisticated malware exploits and anonymization systems, which routinely evade many 
of the security controls established over the last several years. 

No Such Thing as Hacker-proof

What were the challenges? What’s different in 2013?

Threat detection  
and intelligence

•	 Hardening and detection efforts were focused 
on the perimeter – expecting threats to emerge 
from external forces. 

•	 Breach response was event-based, triggered 
when systems or people detected the effective 
exploit of an identified vulnerability.

•	 Standing budgets for security remained small, 
in some cases dwarfed by the sum of costs for 
fire-drill responses to incidents.

•	 Insurers didn’t focus on understanding their 
information assets, collecting and correlating 
threat intelligence, and devising solutions com-
mensurate with risk. Too many security agendas 
were (and in many cases still are) based on 
generic, non-specific threats. 

•	 Security technology focused on broad signature-
based network security and endpoint protection 
solutions to identify attacks, combat viruses and 
worms, and protect against incidents. 

•	 Detection systems are likely insufficient – as are 
prevention systems. Tactical skills should change. 
The focus now should be on understanding 
internal and external activities – integrating today’s 
threat detection into an event management 
system and intelligence-driven approach. 

•	 It is not enough to protect tomorrow from yester-
day’s threats. Solutions should be put in place to 
understand and mitigate risks – not just as compli-
ance checks. Cyber-attacks and security breaches 
are increasing in frequency and sophistication, 
with discovery usually occurring well after the fact, 
if at all.

•	 Security should now be viewed as a smoke detec-
tor instead of a fire truck, with proactive agendas 
based on risk and value. Incident response should 
be required, but is not likely the primary objective 
of the Chief Security Officer (CSO).

•	 Many insurance organizations are initiating “cyber-
threat intelligence” assessments to understand 
how information is managed internally – and 
valued externally. They are also deploying continu-
ous sense-and-adapt approaches that leverage 
next-generation network security technologies.

•	 Tools and processes should move from manag-
ing incidents to recognizing patterns, allowing 
automated identification, prevention, and closure 
of risks.

•	 Current perimeter-intrusion detection, signature-
based anti-malware, and antivirus solutions often 
provide little defense and are becoming obsolete. 
For example, cyber criminals now often use 
encryption technology and malware production 
toolkits to avoid detection.

Cyber criminals •	 Drivers for security attacks were fairly straight 
forward (notoriety, financial gain, etc.), widely 
dispersed (targets of opportunity), and often 
quite noisy – the digital equivalent of the 
“smash and grab.”

•	 Increasingly there appears to be a nexus between 
cybercrime and a variety of other threats including 
hactivism, terrorism, industrial espionage, and cy-
ber warfare. Commercial and federal organizations 
are likely targets of choice, not chance.
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Technology implications
Building tomorrow’s intelligence-driven, proactive cyber program requires a systematic enterprise-wide approach – equal 
parts governance, change management, process redesign, and technology. The people and operational impacts can be 
significant. But so are the required underlying technologies needed. Insurance organizations should build out capabilities 
to defend, detect, model, predict, respond, isolate, and recover in order to prepare for today’s advanced threats. What 
does a modernized, battle-ready cyber-threat program look like?

Topic Description

Identity, Credential,  
and Access Management 
(ICAM)

Core security requirements continue to be critically important, building from traditional enterprise 
identity, credential, and access management solutions. Authenticating users, assets, and systems; 
managing entitlements; and encrypting data at rest, in flight, and in use. These requirements (and 
others such as vulnerability, asset and patch management, etc.) help form the foundation of technical 
risk management and are table stakes in developing an advanced cyber-intelligence capability. Many 
leading organizations are also integrating logical and physical security – another step towards one 
unifying view of authorization and entitlements for individuals, and a more holistic treatment of the 
threat landscape.

Threat awareness Automated network and malware forensic analysis are needed, as well as intelligence collection from 
honeypots or other ‘baiting’ operations. This can require dynamic and continuously evolving threat 
registries, as well as dedicated security analysts that can correlate external threat intelligence with 
internal threat analysis based on knowledge of the business.

Security Information & 
Event Management  
(SIEM) solutions

Detailed logging and SIEM are also table stakes when it comes to building advanced cyber-threat 
management capabilities. The stream of event data, when combined with internal and external intel-
ligence, can allow correlation, analysis, and subsequent detection of threats that would otherwise go 
unnoticed.

Additionally, a SIEM solution can serve as a fundamental building block in developing a threat defense 
architecture and related automation to monitor the evolving threat landscape, and take precautionary 
measures before incidents occur.

When incidents do occur, event data is critical in order to triage what has transpired and respond in a 
timely manner.

Unstructured and  
semi-structured inputs  
and intelligence

Develop sources for intelligence internally and externally. Leverage open source and commercial intel-
ligence regarding known botnet signatures, malicious IPs, hostile domains, malicious hash values, etc. 
Harvest data from internal systems via SIEM, as well as directly from infrastructure components (e.g., 
DNS lookup data, DHCP lease information, and proxy logs).

Invest in data collection and analysis solutions – allowing automated crawling and information parsing 
from web logs, email, RSS readers, social networks, and transactional system activity. Use cyber analyt-
ics – linked to threat rosters and known business risks and fraud issues – to identify potential areas of 
escalating risk.

Cyber intelligence Render the intelligence actionable – add cyber forensics and analytics to develop a cyber-threat intel-
ligence database and analyst portal with integrated threat response playbooks. Improve the quality of 
the intelligence through analyst contribution and intelligence tagging. Cultivate strong relationships 
with security researchers, law enforcement, and CERT teams to share information and extend your 
network – which can be critical during investigation and take down. Finally, address cyber logistics – 
secure supply chain, operational security, personnel security, and facility security – as the fourth leg of 
the cyber-intelligence approach.

Asset protection A combination of change, device, rights, and content management is needed. For physical assets, 
focus on the need to maintain inventory, monitor usage, and promote firmware and operating 
environment updates to servers, desktops, mobile devices, and equipment. For digital assets, classify, 
encrypt, and protect structured, semi-structured, and unstructured content from being accessed or 
manipulated.
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Lessons from the frontlines
To the thief go the spoils
The U.S. insurance industry has found itself the target of 
several multi-year cyber-attack campaigns that targeted 
business leaders in order to compromise field exploration 
and bid data, as well as field production information. The 
tactics have varied in small ways but appear to follow the 
same general approach:

• Conduct direct attacks against Internet-facing systems, 
as well as spear phishing (targeted email attacks) of 
managers and officers in the company, in an effort 
to gain access to systems that open the door to the 
broader network

• Once access is gained, the attack deploys additional 
tools to harvest user credentials and identify sensitive 
data on network drives and in email. This can be done in 
ways that avoids detection and remains in the network 
for months or even years

• Once sensitive information is obtained, the data is ex-
tracted from the organization’s network without raising 
alarms or suspicion

The weakest link
A number of effective recent attacks often started not with 
the victim organization itself, but a ‘trusted’ partner or 
service provider. Adversaries will often profile an organiza-
tion, including its business partners and service providers 
upon whom the company relies, looking for the path of 
least resistance. For example, the easiest way into a corpo-
rate network may be through a partner’s VPN connection. 
Though a partner is often seen by the victim as a trusted 
source, such partners may not have the same degree of 
protection in place and little ‘real world’ visibility into their 
partner’s security posture.

Additionally, cyber security companies themselves are now 
coming under attack, as adversaries seek to compromise 
the products that organizations use for protection. Without 
transparency into the broader ecosystem, organizations 
may be missing important parts of the security picture.

“Free” IP
There’s no shortage of examples of advanced persistent 
threat (APT) breaches at insurance companies, where 
non-public personal information is a primary hacker objec-
tive. In October 2012, Nationwide fell victim to hackers. 
The breach affected an estimated 1.1 million individuals, 
including non-customers who had sought insurance quota-
tions. Additionally, Allied Insurance, a direct Nationwide 
subsidiary, was also affected.8 Nationwide acknowledged 
that the breach affected customers in all 50 states, result-
ing in numerous state departments of insurance issuing 
releases based on the insurer’s notification.9

Identity fraud and identify theft are a large and grow-
ing problem in insurance and financial services, and data 
breaches of policyholders only exacerbates the problem. 
Sophisticated hackers leverage these data to exploit cus-
tomers’ personal financial information. At the same time, 
insurer’s internal information hacked through persistent 
cyber-attacks sponsored by competitors could be leveraged 
to develop preemptive pricing and new product strategies.

Cyber insurance
Despite high-profile cyber-attacks, most companies lack 
cyber security insurance to protect against losses from a 
breach caused by a cyber-attack, a glaring weakness in 
companies’ risk-control efforts. About 72% of the 153 
companies that responded to a Towers Watson survey pub-
lished in April 2012 said they had not purchased network 
security/privacy liability policies.10 Experts say that more 
companies will buy policies in the coming year because 
of the Security and Exchange Commission’s requirement 
mandating companies to disclose “material” cyber-attacks 
and their costs to shareholders. The guidance specifically 
requires companies to disclose a “description of relevant 
insurance coverage.”

A comprehensive cyber insurance policy should cover intel-
lectual property theft; the cost of lost business; notifica-
tion costs; credit-monitoring services; public relations, 
legal, and investigation expenses; class-action lawsuits; 
regulatory investigations; civil fines; and even extortion 
demands.11 Cyber security insurance is an evolving market, 
wherein the need for the insurance is recognized, but due 
to the lack of competition among insurance providers, 
companies are finding it expensive. This is especially true 
for small and midsize companies. As more players enter the 
market, rates will become competitive. At the same time, 
as the economy recovers from recession, and CIO budgets 
free up, the adoption of cyber insurance will become more 
common.
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My take

When it comes to information security, our adversaries 
have become much more sophisticated and greater in 
number, from nation-states exercising rogue diplomacy 
across thousands of miles, to “hacktivists” infiltrating 
systems in the name of political demonstration. Moreover, 
many have moved away from “smash and grab” tactics 
and now try to embed themselves in networks indefinitely, 
leading information security professionals to put a focus 
not only on preventing breaches before they happen, but 
on detecting them – as quickly as possible, not in weeks or 
months or even years after the fact. 

Despite this ever-changing landscape, we continue to hear 
about new technologies purporting to “hacker-proof” 
corporate systems, evoking the century-old claim – tragi-
cally debunked – that the Titanic was unsinkable. So rather 
than measure ourselves against what is an elusive goal, it is 
incumbent on each of us in the security profession to raise 
the level of skills within our organizations on a daily basis – 
by strengthening the technological and cultural infrastruc-
ture to thwart our adversaries, anticipating threats on the 
horizon, and empowering our team to decisively address 
breaches in security as they happen. 

The first step is strengthening barriers to entry into our 
organizations – not by deploying whatever new security 
technology is the flavor of the day, but by focusing on the 
basics and doing them well. The initial compromise in 90% 
of breaches requires a low-to-medium skill level, which 
demonstrates the importance of having the security funda-
mentals firmly in place – such as a secure network, timely 
patching, robust logging and monitoring, strong access 
controls, and end-user education and training designed to 
enhance the culture of security within your organization. 

Second, with a stronger culture and security infrastructure 
in place, protecting an enterprise requires a clear under-
standing of who the adversaries are, their methods and 
objectives, and what assets they may target. Since there 
is no way to spend your way to total security, this “threat 
profile” can help organizations make risk-based decisions 
about where they can invest in security programs and 
where to introduce controls to mitigate the most likely 
threats. Periodically update this threat profile to keep up 
with new innovations and processes throughout your 
organization, which often introduce new risks that should 
be considered and managed.

Finally, but most importantly, surround yourself with 
a team of security professionals that are as skilled and 
passionate as your organization’s adversaries – a team of 
“digital first responders.” Time and time again organiza-
tions often deploy security technologies assuming that, on 
their own, the technologies will somehow protect their 
enterprises. But without capable security professionals who 
can articulate the threats and risks, identify the detective 
and preventative controls, and work to operationalize ef-
fective solutions, these technological investments are often 
in vain. 

While there is no “hacker-proof” silver bullet, if history is 
any indicator, the ingredients for success likely lie in the 
day-in, day-out focus on improved security skills within 
our organizations. By having a dedicated focus on the 
fundamentals of information security, anticipating threats 
on the horizon, and developing the best talent possible, 
enterprises can be prepared for the worst. 

2013 Insurance Technology Trends – Enablers
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Flying car future 
Today’s cyber-threat solutions are reminiscent of clinical 
medicine. Under the Hippocratic Oath of “do no harm,” 
much attention is placed on identifying symptoms, triaging 
to root cause, and judiciously prescribing treatment based 
on the specific diagnosis. 

But defending digital assets will likely only become more 
challenging. Enterprise networks are expanding to include 
partners, customers, suppliers, and mobile employees. 
A growing number of mobile devices are in play. Cyber 
security teams are challenged with funding, talent, and 
resource constraints. And with the coming explosion of 
sensors, biometric, and nanotechnologies, the threat land-
scape will likely only become more complex and increas-
ingly difficult to understand and control.

As a result, cyber intelligence of tomorrow should operate 
more like the human immune system. When a foreign 
agent is detected, antibodies are produced, with white 
blood cells attacking the intruder. The body acceler-
ates blood flow and increases temperatures to create an 
inhospitable environment for the threat. The identity of 
the threat is not always known – nor its source, intent, or 
potential ultimate effect. The body isolates and attacks the 
intruder, destroying the foreign party, and extends its own 
protections to be prepared if the threat reemerges. 

A similar approach can be envisioned in our cyber land-
scapes, with systems that won’t need to identify some-
thing in absolute terms to know that it should not be 
there. Detected incidents would be quarantined, allowing 
the threat to be understood and traced – cyber forensics 
from a controlled environment where business risk has 
already been contained. More extreme measures may 
become mainstream – shutting down network segments or 
purging afflicted systems. Fingers may be lost to save the 
arm – which may require a vastly different mindset than 
today’s perimeter defense approach to security and privacy, 
where the “answer” is sometimes still higher castle walls 
and deeper moats. 

This more aggressive posturing may lead to more aggres-
sive counter-attacks. With incident sources attributed, 
cyber-offensive techniques may emerge further – retaliato-
ry measures in response to verified malicious actions. This 
will likely require some cross-national body to adjudicate 
disputes and keep the cyber peace. 

With the blurring of national and economic concerns, a 
more sophisticated, aggressive posture towards cyber as-
sets suddenly becomes a global concern – and, unfortu-
nately, one whose import will likely only grow over time. 
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Where do you start?
Secretary of Defense Leon Panetta says that America’s 
critical infrastructure systems have been breached already.12 
This is not defeatism – it is a catalyst to spark the recogni-
tion that the world has changed. Organizations should view 
cyber intelligence as a strategic priority. The threat is real. 
We are under attack. Yet the impact can be lessened by a 
systematic response. Potential places to start include: 

•	 Identify	the	jewels. Understand the external cyber-
threat beacon of your organization – the market value of 
stolen intellectual property in the insurance industry and, 
specifically, in your company. Tap into external intelli-
gence to understand the broader threat landscape. Then 
look inward and catalog your high-risk assets – either 
because of high potential for monetization if stolen, or 
critical business impact if breached. 

•	 Know	your	baseline.	Assess your current cyber-threat 
management program across specific dimensions in 
order to identify strengths and gaps. Include intelligence 
capabilities, emerging threat research and modeling, 
brand protection, and network and malware forensics. 

•	 First	things	first. Develop a roadmap for enhancing your 
target threat defense architecture, prioritized based on 
perceived risk of high-value business assets. Update your 
threat assessment process to focus on the select business 
risks to the organization, and then model how those 
business risks may be affected by specific cyber-threats. 
All too often organizations group a series of threats 
together into a single ‘cyber bucket’ – focused on the 
general security threats various insurance companies deal 
with, not those use cases that could impact their own 
business in a material fashion. This approach typically 
doesn’t allow for targeted mitigation, often resulting in 
important threats to the business that are not addressed.

•	 Don’t	forget	the	business	case.	Based on the program 
assessment and updated threat scenarios, articulate the 
business case for enhancement of the cyber-threat-man-
agement program. This seems like an obvious step, but 
many information security teams look at their mission as 
a pre-ordained mandate. Clearly articulating the reason-
ing, justification, and business impact can breathe new 
life into the security organization, and increase likelihood 
of funding to expand capabilities. 

•	 Think	“extend,”	not	“replace.” Seek to gain the most 
leverage out of the technologies and processes already 
in place before building or implementing new ones. It is 
likely that there are a number of existing SIEM capabili-
ties that can be enhanced, as well as the ability to dig 
additional functionality and intelligence out of tools 
including endpoint protection, vulnerability assessment 
and patch management, content monitoring, data loss 
protection, intrusion prevention, and core network 
services. Determine which pieces of the target threat 
defense architecture are in place today – or could be 
with additional tuning and integration, versus net-new 
technology and process needs.

2013 Insurance Technology Trends – Enablers
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Bottom line
Cyber security may sound technical in nature, but at its core it is a business issue. Any insurer’s competitive 
position and financial health may be at stake. At the same time for other insurers, it provides a product op-
portunity in the form of cyber insurance.

Business and technology leaders need to engage in effective dialog about what the business values most, 
how the insurer drives competitive advantage, and which information and other digital assets are the most 
sensitive. Brand, customer trust, and strategic positioning are at risk. 

This new reality requires a new attitude around security and privacy. Anticipate and prevent when possible, 
but be ready to isolate and encapsulate intrusions to reduce impact. There may be no such thing as hacker-
proof, but there’s a chance to reduce your cyber beacon, be less inviting to attack, and proactively establish 
outward and inward-facing measures around your most valued assets. 

No Such Thing as Hacker-proof
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The Business of IT10
After reengineering the rest of the business,  
IT’s children deserve some shoes
With shrinking budgets and increased scrutiny over ROI, 
many IT organizations are under pressure for bottom-line 
company earnings. This manifests in two ways: enabling 
the business to be more effective in the market (IT for the 
business), and driving efficiency of IT operations (The Busi-
ness of IT). To do both, insurance IT organizations should 
automate and integrate their core processes and services. 

When it comes to supporting business performance, IT has 
a thirty-plus year record of delivering what’s needed. First, 
it was the transition from manual processes to technology-
driven solutions. Then it was from standalone systems 
to integrated offerings. And now, IT is striving for similar 
returns from information, digital, and innovation. 

In the years ahead, however, IT’s value proposition will 
likely increasingly be shaped by how well it addresses its 
second mandate: to improve operational efficiency in the 
business of IT itself. 

For many insurance CIO organizations, operational effi-
ciency is not a rosy story. As IT has focused on making line-
of-business operations efficient, the underlying mechanics 
of the business of IT have often been ignored. From how 
solutions are built and managed to how resources are 
deployed to how accomplishments get measured and 
reported, it’s time for insurance CIOs to invest in their 
own shops. That means driving tools to capture, report, 
and manage their full portfolio of projects, vendors, and 
resource pools – across planning, implementation, and 
ongoing operations. 

It won’t be easy. The large information technology orga-
nization of today is a complex beast, with many ad-hoc 
processes, few externally defined standards and leading 
practices, and limited integrated software suites. Indeed, 
business unit leaders and the C-suite can seldom list the 
services IT provides, much less quantify the value of IT 
spending. This runs the risk of making IT seem less relevant 
to the business over time. Internal insurance IT organiza-
tions will likely be competing more with third-party democ-
ratized IT services and cloud-based solutions that promote 
themselves to be feature rich, timely, and cheap – and in 
many cases, rightly so.

The good news – there are finally tools in the market that 
can support running IT like a business. Just as ERP had 
wide-reaching effects on people, process, and underlying 
technologies, the impact of these tools on IT’s operating 
model can be significant. 

Not surprising, the maturity of these tools doesn’t ap-
proach “ERP-levels” of suite delivery and integration. It may 
even seem more like pre-manufacturing resource planning 
(MRP) “roll-your-own.” But the potential benefit is likely 
worth the investment – not only in driving down costs and 
managing risks more effectively, but in positioning IT as a 
business partner in provoking and harvesting disruption in 
the Postdigital era. 
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History repeating itself? 
Over the last two decades, many insurance companies have invested in solutions to automate pieces of their domains. 
They did so in pockets of functionality: sales management, underwriting, policy management, claims, and accounting and 
policy management. IT was asked to not only automate the silos, but also to integrate policy and financial data. 

Now the business of IT has started an awakening – where loosely governed processes and operating models are find-
ing point solutions to manage parts of the IT service catalog. But we’re still at the cusp of a truly integrated approach to 
managing the business of IT.

The Business of IT

What were the challenges? What’s different in 2013?

IT Service  
Management (ITSM)

•	 Engineers are instructed to strictly adhere to pro-
cess, end-to-end. Well-intentioned processes can 
trump sound business judgment, as compliance is 
seen as the end, not the means.

•	 ITIL and CMMI processes are intentionally rigid, 
standard, consensus-driven, and risk averse. 
Moreover, their scope and importance are dif-
ficult to understand both inside and outside the 
IT organization, making it hard to define and 
measure their value. 

•	 A well-defined service catalog is an important 
part of the overall management of the business 
of IT, but likely not sufficient in and of itself. 

•	 Aligning IT services objectives and outcomes to 
actual business results is gaining favor, extend-
ing the underlying standards with meaningful 
context for the business. 

• Tools have evolved that allow management 
of day-to-day tasks aligned with IT service 
standards. Instead of burdensome adjunct 
processes, ITSM standards are baked into devel-
opment and run operations.

Project Portfolio  
Management (PPM)

•	 Improved understanding of investment requests, 
budget prioritizations, and in-flight projects 
focused on managing scarce resources while 
prioritizing work efforts. PPM gives significant 
visibility, but requires other complementary ef-
forts to define and enforce delivery models and 
management standards, gain real-time visibility 
into the metrics affecting IT operations, and close 
the loop between monitoring and continuous 
improvement. 

•	 IT business process management has evolved 
as a super-set of related capabilities to manage 
many facets of the business of IT. PPM is one 
dimension, but it should be coupled with efforts 
to automate and standardize operating and 
delivery model, as well as financial, service, and 
lifecycle management. 

Enterprise Systems  
Management (ESM)

•	 From device-centric management information 
base monitoring to instrumented systems and 
“SPOG” (single pane of glass) approaches, the 
ESM focus has taken a siloed view of operations. 
While monitoring became fairly sophisticated, 
root-cause analysis and resolution remained 
manual and experience-driven.

•	 IT BPM (business performance management) 
takes a broad view of planning, managing, and 
reporting the business of IT.

•	 “ERP for IT” addresses automation (today) and 
integration (future) of important IT business 
cycles, including finance, demand manage-
ment, application management, infrastructure, 
sourcing, workforce, service management, and 
end-user computing management.
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Technology implications
Insurance organizations that want to increase operational efficiency and product and services quality should deploy sys-
tems and applications that allow them to run IT as a business. The goal is to have integrated applications and consistent 
data definitions that support the use cases. Yet no one vendor offers an ERP-like, all-in-one solution. Some are making 
progress in integrating and filling the gaps of their existing product suites, but choices are limited and not yet integrated. 
Insurance CIOs should consider integrating IT support tools from different leading vendors, whether the applications are 
hosted in-house, in a SaaS model, or by an outsourced IT service provider with their own enabling IT applications.

As you can see in the table below, the path forward recapitulates the history of automating the finance function: first 
transactions, then analytics, then (now) access and usability.

Topic Description

Data standardization Standard data definitions are fundamental to IT process integration and supporting technologies. 
IT has grown up over decades with competing frameworks and so-called “standards” for demand 
planning, services catalog development and management, operations management and reporting, 
and chargeback. To realize the potential of efficiency, data dictionary reconciliation and integration are 
often required. A data model for the IT function is invaluable.

Cross-vendor application 
interoperability

Along with data standardization, multiple vendors’ applications should be able to exchange data, 
synchronously or asynchronously. These applications may sit inside or outside of a company’s firewall. 
Or, in the case of multiple outsourced IT service providers, there would be multiple sources for IT 
management data that should flow up, down, or sideways. 

Analytics A common data repository may be required for reporting and analysis. This will likely pull in data from 
multiple sources in a normalized and reconciled way (with common language and consistent metrics), 
and also be the repository for storing historical data for trend reporting. 

Mobile Options for using mobile applications in support of the business of IT are possible with a more inte-
grated technology footprint. Today, some software vendors offer dashboard-like reporting for mobile 
devices of IT management information tied to their toolsets. But mobile computing will likely emerge 
to drive inter-process support, speeding up management decisions in ways that are rarely seen today. 

Enterprise architecture Enterprise architecture becomes the Rosetta Stone for how the underlying, interdependent IT assets 
work together. Architecture should serve as the context switch between the various components run-
ning the business of IT, monitoring downstream outcomes are being met throughout portfolio, project, 
lifecycle management, and ongoing operations. 

Believable service-based 
costing

By integrating IT financials with service management, project management, and procurement an IT 
organization can define total cost of ownership for an application, appliance, or service. Many leading 
IT organizations depend on IT financial management products that support a complex set of alloca-
tions. But to make this work, data standards, a services catalog, and the instrumentation of processes 
and infrastructure are often required – allowing granular, low latency visibility into the usage and 
performance of resources. 

The Business of IT
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Lessons from the frontlines
”ERP for IT”
One of the largest financial services and insurance providers 
in the Netherlands, Achmea Holding N.V., re-architected its 
IT operations and achieved a greater degree of operational 
efficiency by establishing centralized views of its IT project 
and application portfolios and its resource planning. 

The entire process required change across the IT organi-
zation, including standardized data, centralized service 
management, and new measurements. Achmea began by 
focusing on the IT project portfolio and application portfo-
lio. Information for both was decentralized, with multiple 
departments running their own solutions, projects, and 
budgets. Achmea established a centralized, comprehen-
sive view of the portfolio for the company so that it could 
decide 1) what to develop and when in a structured, stan-
dardized process and 2) what to set aside for a different 
point in time, and do so in a standardized way. Next, the 
company focused on centralizing IT service management, 
which was also decentralized as a result of several past 
mergers. Finally, Achmea looked at application quality to 
make sure it got a better first-time-right score in delivering 
IT projects and developed key performance indicators to 
measure the progress of the standardization process during 
every stage. 

The result is a singular IT department that ensures any 
solution it delivers is engineered from a single, centrally 
managed model.1

Visualizing change
Enterprise architecture has proven to be an important tool 
for business-IT alignment and portfolio planning, helping IT 
work with its business customers to visualize change, pri-
oritize the portfolio, and optimize IT’s operational footprint.

Chubb worked over 10 years to develop its enterprise 
architecture model as a means to align business priorities 
and manage IT assets. The architectural model was built on 
The Open Group Architecture Framework and consisted of 
architecture strategy, architecture definition, architecture 
governance, lines of business project implementation and 
enterprise shared assets and solutions. The model docu-
mented “how data, technologies, applications and business 
capabilities fit together” and provided a facilitation tool for 
prioritizing investment spend with their business partners 
and sponsors. Even without having a completely defined 
method, Chubb realized benefits of improved planning, 
cost savings, time to market, and business-IT collabora-
tion.2

Aetna’s enterprise architecture team used a capability mod-
el as a tool to visualize the firm’s future operating model 
with business executives, improve their portfolio planning 
and prioritization, and gain greater credibility with the busi-
ness partners. The process included developing the capabil-
ity model and future state view with the business, mapping 
existing initiatives to those capabilities, and performing a 
gap analysis to their future state vision. This process helped 
them not only validate the relevance of their current invest-
ments, but also retool their project and application portfo-
lios for better alignment to business priorities. Perhaps the 
most significant impact of the venture was that it led to an 
increased partnership with the business and the enterprise 
architecture organization became recognized as a valuable 
partner that is able to provide valuable stakeholder insight 
and was no longer seen as just IT experts.3

Managing throughput as an agile organization
While considered late adopters of the agile software devel-
opment method, insurance companies are embracing it as 
a means for maximizing throughput and productivity across 
their organizations. IT departments of companies such 
as ING, Nationwide, and TIAA-CREF are touting Agile’s 
efficiencies, emphasis on business value, and promotion of 
collaboration and communication. For example, after expe-
riencing the benefits of the agile development methodol-
ogy, ING applied the same type of collaborative framework 
to deal with large organizational issues. IT leaders have 
weekly planning meetings and twice-weekly conference 
calls to handle internal customer service issues. Represen-
tatives of other business units, as well as other organiza-
tional leaders, participate in these events. This process has 
inspired other business units to explore agile-type practices 
for their own operations.4

 

The Business of IT
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When explaining “running IT as a business,” I like to use 
the analogy that building and delivering code is like run-
ning a factory. People may have a hard time visualizing 
that because there aren’t any physical products like cars 
or televisions coming off the production line. But make 
no mistake – there is a production line. You can get lost in 
the techno-speak, but it’s pretty simple. We have product 
owners who want to modify or build new products. There 
is designing, planning, building, testing, and rolling out to 
production. Unlike some manufacturers, we don’t have the 
option of shutting down the production line to re-tool for a 
new product so we have to run the bank even as we apply 
changes.

Our organization has a federated IT model with Infrastruc-
ture and IT Operations in the center. Seven line-of-business 
CIOs build and deploy solutions in response to business 
requirements from product managers. Our manufacturing 
line is the flow from business requirements to application 
development to data center operations. Our goal is to 
improve the end-to-end view of that production line. From 
the gleam in your eye about feature and function to the 
time it’s delivered, we want better predictability, lowest 
appropriate cost, and highest appropriate quality. My view 
is that CIOs should adopt the principle, “If it’s IT, and it runs 
inside the company, we own it. No matter where it started 
or how it was inherited.” 

For 2012, we used “Run IT as a Business” as a theme. One 
of our first steps was to extend and enhance measurements 
and accountability. Across IT, we enhanced Monthly Op-
erating Reviews with a defined structure to review all CIO 
accountabilities during the discussions. We more closely 
interlocked IT financials across the enterprise IT operating 
areas, and then extended the interlock to the lines of busi-
ness. When we discuss financials, we have the total cost 
of ownership and matching numbers between areas, so 
we don’t begin with an exercise in rationalizing numbers. 
We’ve expanded this approach from financials to resources 
and headcount and further to our capital commitments. In 
the coming year, we plan to develop more sophisticated de-
mand management as a broad tool, progressing from basic 
reporting to proactive management capabilities. 

I like the phrase “ERP for IT.” Even though IT is not yet at 
that level of maturity, it helps frame the next phases for us. 
As we expand the processes and tools for running IT as a 
business, integration of both process and data will progress 
the conversations even further from data reconciliation to 
focus on the substantial issues of platforms, priority, and 
timing. The plan is to manage to a comprehensive view of 
technology at TD. 

I’ve been called a “blue collar technologist” because 
my interest in IT lies in capabilities that enable customer 
interaction, increase customer satisfaction, drive revenue, 
or reduce risk. To me that’s what it means to run IT as a 
business.
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The Business of IT

Flying car future
Over time, true “ERP for IT” may move from marketing 
slides to software reality. BMC, CA, HP, IBM, and many oth-
er software providers are building, buying, and sometimes 
relabeling their solutions for CIOs seeking to automate 
their own domains. At some point a truly integrated suite 
solution may emerge, running the IT shop like today’s ERP 
systems run supply chain and financials. 

Just as likely, a set of standards may evolve to allow con-
sistent definition and handling of the lifecycle of business 
process management in the world of IT. Much like web ser-
vices standards such as WSDL, XSD, and XSLT enabled self-
describing data and interface objects, a layer of manage-
ment and implementation standards could solve for today’s 
closed, proprietary handling of APIs and maintenance tasks 
across the technology landscape.

If discovering, invoking, and measuring IT services at the 
infrastructure, platform, data, application, or business 
service layers had common handling, the backbone of 
the business of IT could be reimagined as an open utilities 
layer. The majority of effort could be put on analyzing and 
managing actual business outcomes, instead of struggling 
to make disparate IT assets open, visible, and manageable. 

Either way, the flying car future of IT is likely moving 
toward real-time understanding of the health, capac-
ity, performance, and lifetime value of each asset – be it 
hardware, software, human capital, or third-party services; 
where individual assets are governed by open market 
principles, with “plug and play” potential to migrate any 
part of the broad business process; where IT resources can 
respond to business needs, drive operational efficiencies, 
or both. The CIO assumes a role as a portfolio manager – 
which encompasses risk management, financial manage-
ment, and business stewardship. 

The business of IT is the business of the business. Just as 
the CFO is responsible for the enterprise asset of the cash 
position, the CIO should be managing the enterprise as-
sets of information and technology – even as their direct 
control and ownership of that information is changing over 
time. CIOs without a method for capturing, reporting, and 
managing the business of IT may be blind at the wheel – 
relegated to Chief Data Center Officer to care and feed 
those physical IT assets and resources that remain on the 
balance sheet.



872013 Insurance Technology Trends – Enablers2013 Insurance Technology Trends – Enablers

The Business of IT

Where do you start? 
Many IT organizations have done small amounts of busi-
ness process reengineering and have some supporting 
automation in place, likely relying on fragmented, one-off, 
point solutions. The vision of a fully automated, integrated 
solution stack can seem daunting. But just as BPR, Y2K, 
and SOX fueled a boom of ERP and line-of-business pro-
cess standardization, there is a “burning platform” in the 
world of IT – the surge of technology spend to capitalize 
on the convergence of postdigital forces of mobile, social, 
cloud, analytics, and cyber intelligence. 

The business of IT should have an overhaul to address cost 
and efficiency sensitivities driven by changing macroeco-
nomic conditions. This is important in order for IT to re-
main relevant in the new world of technology innovation. 
First steps should include:

•	 Services	mindset. IT’s first concern should address 
taxonomy and ontology – being able to define what it 
does, and why it’s important. Expressing the business 
of IT in a common language with tangible, measurable, 
and attributable value is a required condition for higher-
order finance management, portfolio management, 
and process efficiency improvements. ITIL and CMMI 
compliance are likely less important than well-defined, 
discrete descriptions of how to interact with IT services, 
and what to expect as a result. 

•	 Do	it	like	you	did	with	the	finance	or	manufacturing	
function. Once a common vernacular is in place, take a 
pulse on how well the various piece parts are working 
today. A quick maturity assessment can shine a bright 
light on opportunities. Areas that are manually driven or 
based on aging, fragmented technologies may not be 
the primary pain points. Priorities are more likely to be 
defined by the split of IT spend between discretionary in-
vestments and “keep the lights on” activity, as well as the 
disposition of IT projects and assets across the organiza-
tion. 

•	 Slow	and	steady. Few insurance organizations will have 
the luxury – or the appetite – for a big bang overhaul 
of their IT function. Instead, take a roadmap view with 
an iterative approach to improving individual business 
processes and their supporting technology to yield signifi-
cant gains. Integrate, over time, the individual processes 
and data to drive broader effectiveness and efficiency. 

•	 Outside-in. Recognize that tomorrow’s technology 
footprint will likely be even more complex than today’s – 
with less direct control over assets (increasing depen-
dency on external and, likely, cloud-based services), more 
ambiguity around boundaries of data and offerings, and 
a desire to dynamically realign and recompose a broad 
set of business processes based on market conditions 
and research-based innovation. The net effect: disciplines 
like contract management, vendor management, release 
management, and OSS/BSS of technical services will likely 
become critical (e.g., order management, provisioning, 
metering, billing, mediation). These may not even be a 
part of today’s IT charter, but will likely be the nexus of 
competition in the new normal. 
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Bottom line
The Postdigital era should be great news for IT – a chance to expand their scope of services, and reinvent 
their brand as the business looks to technology to play a more strategic role. But fragmented IT processes 
and systems of the 1980s won’t allow insurance IT organizations to effectively deliver on the changing 
demands of the business. IT should change its management disciplines to keep up with the pace of change 
and stay relevant against growing options for external fulfillment of technology services.

The Business of IT
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Conclusion
Faithful readers of our Tech Trends reports will find some 
familiar topics in these pages. The postdigital forces have 
seen extraordinary attention in the past four years – and 
each is still in the early stages of adoption. The book on 
how each can fundamentally reshape business is still being 
written.

Although the topics are familiar, the underlying trends 
continue to evolve at an astounding pace. Take mobile, 
for example. In 2010 the story was about ubiquitous con-
nectivity and device (i.e., smartphone) advances. In 2011, 
the focus was on the “app” – and the advent of the tablet. 
In 2012, we covered enterprise implications for prioritiza-
tion of opportunities, as well as the operational realities 
of governing, managing, and delivering mobile solutions. 
And now in 2013, we consider mobile’s place as an utmost 
strategic priority. The very notion of “devices” is exploding 
into near-ubiquitous connectivity of many physical objects. 
The fundamental element of mobile still applies – the 
innovative idea of removing limitations based on physi-
cal location, and of a truly untethered enterprise. But the 
supporting nuance and details are moving at a rapid clip, 
making it paramount for IT executives to keep pace with 
change.

Postdigital’s potential can spur both offensive and defen-
sive responses. On one side lies opportunity for innovation. 
On the other, the existential threat of disruption. Every 
industry may be affected by the underlying digital forces. 
Every market may be reshaped by their controlled collision.

Who will lead the charge? The reports of IT’s demise 
may be exaggerated, but there is often truth behind the 
rhetoric. How will CIOs reimagine their roles in business 
strategy? What will the corresponding IT department look 
like? One thing is for certain: the elements of postdigital 
will play a foundational role.

We close this year’s report with the familiar quote from fu-
turist William Gibson: “The future is already here…it is just 
not evenly distributed.” Our hope is that the Tech Trends 
reports will help you discover the elements of postdigital in 
your enterprise.
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